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1 Introduction and discussion
A FRESH parameter still appears to be considered in the RRC specification work for LTE ‎[1]. In the Reply LS on Service Request for SAE/LTE to SA3 ‎[2], RAN2 informs SA3 that RAN2 would like to avoid signaling of START on the UL and further believes neither START nor FRESH is needed in LTE:
FA2:
It is RAN2’s understanding that, in UMTS, the most significant bits of COUNT-C and COUNT-I are initialised with a START value maintained in the UE during the lifetime of the key set. This protects against re-use of SNs. For integrity protection, the serving RNC also provides a FRESH value as input for the MAC-I calculation, to protect the network against replay of signalling messages by the UE.

In LTE early uplink transmissions have very limited capacity. RAN2 would, therefore, if possible, like to avoid signalling a START value in the uplink. Since AS keys are changed at every state transition in LTE, it is believed that COUNT-C/I can start at zero at state transitions and, hence, no START nor FRESH is needed. However, to ensure that key derivation in MME and UE do not get out of sync, it has been suggested that a “key derivation” counter should be provided by the MME and included with the security mode command. As this parameter would be transmitted in the downlink, RAN2 would for signalling reasons prefer this solution to a solution with uplink START. It is assumed that the UE maintains a copy of the “key derivation” counter to ensure that the value provided by the network is monotonously increasing.

The sub-sequent reply LS from SA3 ‎[3] quietly confirms RAN2’s understanding of there being no need for START nor FRESH for E-UTRA AS security. Hence we believe the parameter FRESH can be removed from the RRC protocol specification.
2 Conclusion and Proposal
Based on the discussion in section 1, we propose to agree that there is no FRESH parameter in E-UTRA RRC.
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