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1
Introduction

This paper mainly includes a text proposal aiming to capture the current status on security in the E-UTRA RRC specification. In order to facilitate this, a short summary of the current status was prepared. This summary was also used to agree which areas are of primary importance to progress next.

Note
It was agreed to handle all security issues, other than the real RRC specific aspects, as part of the stage 2 discussions.

2
Discussion

This document is part of an attempt to progress the main areas of the E-UTRA RRC procedural specification (System information, Radio connection management, Connected mode mobility, Measurements and security). The aim is to reflect the current status of the discussions in E-UTRA RRC.

This document includes:

· A text proposal capturing the current status, consisting of:

· A descriptive text outlining the general principles/ framework

· Specification text in the corresponding sections

· A short summary of the current status
Regarding the status of this contribution, it should be noted that:
· The documents were provided as input to the 3rd RRC conference and subject to an e-mail review afterwards. This document is the outcome of the e-mail review (it was clarified that AS keys change upon every eNB handover, changes shown as a different ‘user’)

· During the 4th RRC conference is was agreed to focus the discussion on the following main open issues:

· Items already covered by the ongoing e-mail discussion on measurements:

· How is security activated upon connection establishment i.e. what is the interaction between RRC and PDCP

· New items, to be progressed during the Shanghai meeting:

· Which security related parameters are exchanged in the different scenarios

· Idle to active transition

· Inter eNB handover (i.e. assuming RAN2 is pro-active)
· How to handle the key change following e.g. inter RAT handover

· It was agreed that these items should be progressed as part of the stage 2 discussions on security

· In order to ensure timely progress of the Security issues, it is proposed that RAN2 takes a proactive role and tries to conclude the main open issues on security handling and then liaise with SA3 for confirmation.

· For the following have been identified that requires coordination with SA3 is assumed to be needed (assuming a proactive RAN2 role):

· General

· Can the same ciphering key can be used for the encryption of RRC and UP traffic
· RRC connection establishment

· After RAN2 agrees what parameters to use for AS key derivation upon connection establishment, SA3 needs to confirm?

· Inter eNB handover

· Is it required that the new security configuration is protected by the new configuration?

· After RAN2 has agreed the inter eNB handover solution (with a key change sometimes or always), SA3 needs to confirm?
· Key change in RRC_CONNECTED (FFS)

· Is there a need to support change of aged keys

· After RAN2 has agreed how to handle the key change following inter RAT handover, SA3 needs to confirm?

· Security parameters

· What are the input parameters for the Ciphering and IP algorithms

· During the 4th RRC conference is was agreed that RAN2 will try to conclude the main security scenario’s (idle to active, handover, key change) early in the week of the Shanghai meeting and then liaise with SA3 that is meeting in the same week to ensure we will get a reply

4
Conclusion & recommendation
This paper includes a text proposal aiming to capture the current status on security in the E-UTRA RRC specification, that is the outcome of an e-mail review. RAN2 is requested to endorse this text proposal for inclusion in the E-UTRA RRC specification.
5
Current status & what to capture in 36.331 (Annex)

General principles & framework

· AS security is based on eNB specific keys, that are separate from the keys used for NAS protection but derived from the same key material

· AS security is configured independently from NAS

· It is FFS whether or not the same ciphering key can be used for the encryption of RRC and UP traffic
· Ciphering and integrity protection use the same sequence number as one of their inputs. Except for identical re-transmissions (e.g. in case of ‘quick repeat’ of RRC messages. Details of the interaction between RRC and PDCP for this case are FFS), it is not allowed to use the same sequence number value more than once for a given eNB key. 

· In order to limit the signalling overhead, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and eNB.

· RRC integrity and ciphering are always activated together i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘dummy’ algorithm (for constraints on algorithm change, see next bullet)

· The integrity and ciphering algorithms can only be changed upon inter eNB handover
· It is FFS if there is need to support change of integrity and ciphering keys in RRC_CONNECTED

NOTE 2
Key change in RRC_CONNECTED may be required in order to take prepared keys into use following inter RAT handover. Since the new keys should be taken into account quite soon, the option of transiting through RRC_IDLE might be unacceptable

RRC connection establishment
· The UE derives a new AS key upon connection establishment. The EPC provides the corresponding AS key (K_eNB) to the eNB. The UE and the eNB derive the UP and RRC keys from this AS key

· It is FFS what parameter is used for AS key derivation upon connection establishment e.g.

· Does the network provide a counter?

· Does the UE provide a random number

· It is FFS how security is activated upon RRC connection establishment

· Security activation for signalling radio bearers is FFS

· E.g. activation time, bit in PDCP header

· For user plane bearers security is activated from the start

· The security configuration parameters exchanged between eNB and UE are FFS

· For the service request it is acceptable to use a 16b MAC-I

NOTE 3
For the service request, it is preferable to use a MAC-I rather than a PTMSI signature

Inter eNB handover

· It is FFS how security is handled at inter eNB handover

· The AS keys change keys upon every inter eNB handover

NOTE
The SA3 TS states that "All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the algorithm identifiers, KeNB, and certain dynamic parameters (like C-RNTI), which result as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions. The KeNB shall be deleted in the eNB while UE is in idle mode. "
· Is it required that the new security configuration is protected by the new configuration?

· The security configuration parameters exchanged between source and target eNB as well as between eNB and UE are FFS

· What would the solution look like if there is no change of key

· E.g. how is the HFN handled,

· Will the PDCP SN be maintained for non lossless radio RBs?

· What would the solution look like if new keys are generated

· Are the HFN & the SN reset

· How to handle the key aging?

Key change in RRC_CONNECTED (FFS)

· If there is need to support change of integrity and ciphering keys in RRC_CONNECTED, the procedure used to achieve this is FFS

· E.g. activation time, bit in PDCP header, intra eNB handover with RNTI change?

Security parameters

· The following Ciphering and IP algorithms are to be supported

· Encryption:

· UP:
 UEA2 and AES (AES mode of operation is FFS)

· RRC: UEA2 and AES (AES mode of operation is FFS)

· Integrity::

· RRC: UIA2 and an integrity algorithm based on AES (design of AES based algorithm is FFS)
· What are the input parameters for the Ciphering and IP algorithms

· What is the status of the FRESH

5
Procedures
Covering all procedures applicable for the UE, including procedure interactions and generic error handling
Editors note
Some further discussion regarding the structure/ organisation of the procedural and the message and information element specification is desirable.

5.1
General

5.1.3
Security

AS security concerns the integrity protection of RRC signalling as well as the encryption of RRC signalling and of user data. RRC handles the integrity configuration, which is common for the two signalling radio bearers. RRC also handles the ciphering configuration, which is common for all radio bearers i.e. the configuration is used for the radio bearers carrying signalling as well for those carrying as user data. 
RRC integrity and ciphering are always activated together i.e. in one message/ procedure. RRC integrity and ciphering are never de-activated. However, it is possible to switch to a ‘dummy’ algorithm.

The integrity and ciphering algorithms can only be changed upon inter eNB handover. It is FFS if there is need to support change of integrity and ciphering keys in RRC_CONNECTED.
NOTE
Key change in RRC_CONNECTED may be required in order to take prepared keys into use following inter RAT handover. Since the new keys should be taken into account quite soon, the option of transiting through RRC_IDLE might be unacceptable
The AS applies three different security keys: one for the integrity protection of RRC signalling, one for the encryption of RRC signalling and one for the encryption of user data. It is FFS whether or not the same key can be used for the encryption of RRC signalling and of user data.

Upon connection establishment new AS keys are derived. It is FFS which parameter are exchanged to facilitate the derivation of the new AS keys e.g. the network provides a counter, the UE provide a random number
The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used prior to the handover.
Editors note
Some concerns have been expressed regarding whether it is acceptable to protect the handover message by the security configuration used prior to handover.
The AS keys change upon every inter eNB handover. 
A common sequence number is used as input for both the ciphering and integrity protection of RRC signalling. Except for identical re-transmissions, it is not allowed to use the same sequence number value more than once for a given security key. In order to limit the signalling overhead, an overflow counter mechanism is used: the hyper frame number (HFN). The HFN needs to be synchronized between the UE and the eNB.
NOTE
An example of identical retransmissions that may use the same sequence number as input is the case of ‘quick repeat’ of RRC messages. Details of the interaction between RRC and PDCP for this case are FFS.

5.2
High level procedures

Editors note
The structure of this section is an initial starting point that may further evolve during the specification process.

<Cut until the next modified section>

5.3
Elementary procedures

<Cut until the next modified section>

5.3.1
RRC connection setup
The UE shall:

1> If no signalling radio bearer is established as a result of the RRC CONNECTION RECONFIGURATION:
2> Consider the RRC connection setup procedure to have failed;

2> The elementary procedure ends.

NOTE 1:
RRC_CONNECTED state does neither imply that the signalling connection is established towards the ECN, nor that network controlled mobility and/ or AS- security are activated.

NOTE 2:
The details of how the signalling radio bearer configuration is signalled are FFS i.e. the use of default/ pre-defined configurations is not precluded.

1>
Enter RRC_CONNECTED state.

To be completed

<Cut until the next modified section>

5.3.1.x
Security related actions

To be specified
5.3.3
Security configuration

<Cut until the next modified section>

5.3.4.1
Introduction

To be specified

5.3.4.2
Initial setup of a security configuration
To be specified

5.3.4.3
Modification of a security configuration
To be specified

5.3.5
Handover

Editors note
This elementary procedure covers aspects specifically related to eNB re-location.

Editors note
It has been agreed that no start time is signalled indicating from when the dedicated preambles in the target cell are allocated (i.e. the E-UTRA shall ensure they are available when required). Furthermore, it has been agreed that it is optional to send an end time indicating until when the dedicated preambles in the target cell are allocated. It has also been agreed that upon handover the E-UTRA may either perform a reconfiguration (i.e. indicate the delta compared to the configuration used in the source cell) or an establishment (i.e. indicate all configuration parameters).

5.3.5.x
Security related actions

To be specified

5.4
Procedure interactions

5.5
General procedures

5.5.1
Actions within and upon changing state (FFS)

Editors note
This section may be used to provide an overview of the UE actions within RRC_IDLE and RRC_CONNECTED as well as any specific handling performed upon moving from one state to the other

5.6
Generic actions on receipt and absence of an information element

5.6.x
Security related information elements

To be specified (i.e. details regarding the UE action upon receiving specific security IEs).

5.7
Generic error handling
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