3GPP TSG-RAN WG2 Meeting #59bis
R2-073904
Shanghai, China

8 - 12 October 2007
Agenda item:

4.5
Source:
Nokia Corporation, Nokia Siemens Networks
Title:
Security Status
Document for:

Information
1
Introduction
This contribution summarizes the latest agreements made in SA3 and captured in [2].  

2
Agreements
2.1
AKA Procedure

As EPS AKA is based on UMTS AKA (see TS 33.102), it is based on following long term keys shared between UE and HSS:

-
K is the permanent key stored on the USIM and in the Authentication Centre AuC;

-
CK, IK is the pair of keys derived in the AuC and on the USIM during an AKA run.

As a result of the authentication and key agreement, an intermediate key KASME is generated and shared between UE and ASME (Access Security Management Entity).

The MME invokes the procedures by requesting authentication vectors to the HE (Home environment). The authentication data request sent by the MME to HE includes the IMSI of the UE, the Serving Network identity i.e. MCC + MNC, and the Network Type (i.e. E-UTRAN). The HE sends an authentication response back to the MME that contains a fresh authentication vector (RAND, AUTN, XRES, KASME) to perform user authentication.

2.2
Key Requirements

Key requirements on EPC and E-UTRAN:

a)
The EPC and E-UTRAN shall allow for keys of length 128;

b)
The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used;

c)
As part of the initial attach request from the UE, it shall be possible to signal ME security capabilities to the MME, i.e. the ME supported EPS key derivation algorithms.

2.3
Key Hierarchy

The Key hierarchy includes following keys; KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
Keys for NAS traffic: 

-
KNASint is a key, which may only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.

-
KNASenc is a key, which may only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm. 

KeNB is a key derived by UE and MME from KASME. KeNB may only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic.   
Keys for UP traffic: 

-
KUPenc is a key, which may only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

-
KRRCint is a key, which may only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

-
KRRCenc is a key, which may only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm. 

This has already been captured in [1].
2.4
E-UTRAN Key Life Time
All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the algorithm identifiers, KeNB, and certain dynamic parameters (like C-RNTI), which result as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions. The KeNB shall be deleted in the eNB while UE is in idle mode. 

If RRC/UP keys are corrupted (e.g. ciphering/integrity fails continuously, keys are missing in UE/eNB, C-RNTI contained bit errors, etc.) UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment). 

2.5
SMC

An active UE and a serving network shall agree upon algorithms for RRC encryption, RRC integrity protection (to be used between UE and eNB), UP encryption (to be used between UE and eNB), NAS encryption and NAS integrity protection (to be used between UE and MME). Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated (“bidding down protection of networks choice”). The capabilities the ME sent to the network shall be repeated in an integrity protected message to the ME such that “bidding down attacks” against the ME’s capabilities can be detected by the ME.

2.6
IDLE → ACTIVE

As a general principle, on idle to active transitions, RRC protection keys and UP protection keys shall be generated while keys for NAS protection as well as higher layer keys are assumed to be already available in the MME. These higher layer keys may have been established in the MME as a result of an AKA run, or as a result of a transfer from another MME during handover or idle mode mobility. 

2.7
ACTIVE → IDLE

On active to idle transitions, eNBs shall delete the keys they store after a predefined period such that state for idle mode UEs only has to be maintained in MME. It is also assumed that eNB does no longer store state information about the corresponding UE. In particular eNB deletes the current keys from its memory. In particular, on active to idle transitions:

-
The eNB deletes KeNB ,  KRRCenc , KRRCint  and KUPenc
-
MME keeps KASME stored. 

3
Conclusion
The latest agreements made in SA3 have been summarized. For RAN2, it is important to note that:
-
The Key hierarchy has been confirmed and contains the following keys : KeNB , KNASint , KNASenc , KUPenc , KRRCint and KRRCenc;
-
RRC and UP keys are derived based on the algorithm identifiers, KeNB, and certain dynamic parameters (like C-RNTI), which result as new RRC and UP keys in the eNB between inter-eNB handovers and state transitions;

-
Since the keys used for UP, NAS and AS protection are dependent on the algorithm with which they are used, UP and AS protection keys change between eNBs shall be supported as algorithms can be changed at HO.
-
If ciphering and or integrity fails continuously, UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment);
-
On idle to active transitions, RRC protection keys and UP protection keys shall be generated while keys for NAS protection as well as higher layer keys are assumed to be already available in the MME;
-
An active UE and a serving network shall agree upon algorithms for RRC encryption, RRC integrity protection (to be used between UE and eNB), UP encryption (to be used between UE and eNB). Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is ensured that the algorithm selection was not manipulated (“bidding down protection of networks choice”). The capabilities the ME sent to the network shall be repeated in an integrity protected message to the ME such that “bidding down attacks” against the ME’s capabilities can be detected by the ME.
References

[1] 3GPP TS 36.300, E-UTRAN Stage 2
[2] S3-070624, Draft TS 33.abc - Security Architecture, SA WG3
