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1. Overall Description:

SA3 thanks RAN2 for the LS reply in R2-073002. SA3 believes that in the end it is up to RAN2 to decide which mechanism is chosen to trigger the change of eNB keys in ACTIVE mode.
However, SA3 notes that it is premature to decide on which mechanisms to use just yet, since SA3 needs to do more work to determine how keys shall be updated on a global level, i.e., both NAS and AS keys. 

As a background, SA3 would like to inform RAN2 about the intended usage of the ACTIVE mode key change. There are basically two requirements for ACTIVE mode key change. These are 

1. It shall be possible to refresh the entire key hierarchy without yet taking the keys into use. (This means that a new AKA is run in the background).

2. It shall be possible to activate the new set of keys

SA3 has not yet agreed if it shall be possible to update the AS keys individually from the rest of the key hierarchy. This means that the ACTIVE mode key change solution shall allow changing the AS keys with the new key set.
Since RAN2 has already confirmed that an AKA can be performed transparently to E-UTRAN, the first requirement is considered to be met. For the second requirement there are basically two options. Either there are two procedures, one that triggers the change of NAS keys and one that triggers the change of AS keys, or there is only one procedure that performs both these actions. SA3 understands that RAN2 has been studying the option to refresh the AS keys because it affects the service quality for ACTIVE mode UEs. NAS key change is less critical from the service quality point of view. SA3 needs to study NAS key change procedure (e.g. by using NAS level SMC) in relation to ACTIVE mode AS key change more, but will keep RAN2 informed about the progress. 
SA3 notes that RAN2 has concerns with handling of multiple keys for solution number 4, but in SA3's view all the solutions have to deal with multiple keys, and does not see how this specifically is a disadvantage for solution 4. However, SA3 sees that ACTIVE-IDLE-ACTIVE transition has a clear boundary on the key set change procedure and that all the other solutions may require handling keys simultaneously with different packets.
The following questions were posed by RAN2 in the LS R2-073002:

Q1: What RAN impact does SA3 see with solution 1.
Apart from the possible need for special bearer handling mentioned in the previous LS (which SA3 at that point believed could have an impact), SA3 envision the need for a command from the MME to the eNB over S1 to trigger the procedure for triggering the change of AS keys if the entire key hierarchy is to be updated. That is, the triggering of the update of the AS keys can be done either because the eNB detects that the AS keys needs to be updated (e.g., due to sequence number wrap around), or because the EPC decides that the AS keys shall be updated.

The intra-cell handover case has to be enhanced with means to indicate the keyset to be used after the handover has been completed. However, SA3 notes that none of the other solutions are sufficiently specified to allow  comparison.

Q2: Does SA3 believe UE triggered key changes are required?
SA3 discussed if there could be cases where the UE would be required to trigger a key change, but could not identify any such situation. It is also SA3's view that the network shall be in control of the key changes, and that the network is able to detect all situations where a key change is necessary.

2. Actions:
To RAN2 group.

ACTION: 
SA3 asks RAN2 group to take the above information into account in their further work.
3. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #49 
8th – 12th October 2007
Munich, Germany.

TSG-SA WG3 Meeting #50
TBD
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