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1
Introduction

In E-UTRAN, the RRC connection establishment is initiated by the UE using an RRC CONNECTION REQUEST messages and is then established by the eNB using RRC CONNECTION MODIFICATION COMMAND and UE replies with a COMPLETE message, as can be seen in [1].
The first RRC CONNECTION MODIFICATION COMMAND message resolves contention and also established SRBs. This message cannot be ciphered, as RRC security configuration was not provided to the UE. 

In [2], it was proposed to allow the eNB to send the security configuration, unciphered, and the other IEs for RRC connection configuration (e.g. user RB configuration, measurement configuration), ciphered, possibly in the same TTI, in two consecutive RRC CONNECTION MODIFICATION COMMAND messages.
In this contribution, we discuss the benefit and the drawbacks of this proposal, and propose a conclusion.
2
Discussion
According to [1], the establishment of the RRC connection is performed in two procedures, the RRC Connection Request procedure and the RRC connection modification procedure as illustrated in Figure 1. At the end of this procedure, the SRBs are established and the UE is in RRC connected state.
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Figure 1: E-UTRAN RRC connection establishment

As presented in [3], it is expected that for main cases of LTE_IDLE to LTE_ACTIVE transition, the eNB will wait for MME response before it sends RRC CONNECTION MODIFICATION COMMAND. Contention resolution is performed in message 6., as the delay from the MME is expected to be below 25ms. The figure 2 is extracted from [3]. 
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Figure 2: Connection establishment with complete NAS information in initial uplink message
The proposal in [2] is that step 6 is performed by the eNB sending consecutively two RRC CONNECTION MODIFICATION COMMAND messages:

· the first RRC CONNECTION MODIFICATION COMMAND message, not ciphered, with AS security configuration

· the second RRC CONNECTION MODIFICATION COMMAND message, ciphered, with Radio resource configuration, further IEs (measurement configuration… FFS).
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Figure 3 : RRC connection establishment with combined RRC connection modification procedures
2.1
Merits

The merits of this proposal are:
· security (ciphering of initial radio resource configuration)
· smaller latency (“parallel” configuration of RRC connection)

We evaluate below the latency in following cases:

a. Combined procedure:
2 RRC CONNECTION MODIFICATION COMMAND messages in the same TTI
2 RRC CONNECTION MODIFICATION COMPLETE messages in the same TTI (or one message only)

b. Combined procedure:
2 RRC CONNECTION MODIFICATION COMMAND messages in different TTIs
2 RRC CONNECTION MODIFICATION COMPLETE messages in the same TTI (or one message only)

c. Combined procedure:
2 RRC CONNECTION MODIFICATION COMMAND messages in different TTIs
2 RRC CONNECTION MODIFICATION COMPLETE messages in different TTIs

d. 2 RRC connection modification procedures in sequence

We reuse section 13.2 from [4]:

· the latency with one procedure is evaluated to 43.9ms + 2 * Ts1c
· the combined  modification procedure would take in addition
· transmission of the COMMAND message

· in a separate TTI (b & c): 
1 ms (TTI for transmission) + 0.3 * 6ms (HARQ retransmission)

· in the same TTI (a)
0ms (may need specific scheduler implementation)
· processing delay in the UE (a,b,c):
1ms (message processing)
· transmission of the COMPLETE message (case c)
1 ms (TTI for transmission) + 0.3 * 6 ms (HARQ retransmission)
· In total 44.9ms (a) / 47.7ms (b) / 50.5ms (c) + 2 * Ts1c
· the procedures in sequence (case d) would take
· processing delay of eNB on reception of COMPLETE message:
1ms (only Uu involved)

· transmission of second COMMAND:
1.5ms (TTI for transmission and alignment) + 0.3 * 6ms (HARQ retransmission)

· processing delay of UE:
1ms (only message processing, processing delay is assumed as 1ms per message + 2ms configuration processing, split between 1st and 2nd command)
· transmission of the COMPLETE message:
1 ms (TTI for transmission) + 0.3 * 6ms (HARQ retransmission)

· so in total 52 ms + 2 * Ts1c
The latencies can be estimated as in table 1 below.
	Configuration
procedures
duration / latency gain over d.
	a. 

2 command messages in one TTI, common response
	b.

2 command messages in separate TTIs, common response
	c.

2 command messages in separate TTIs, separate responses
	d.

2 subsequent modification procedures

	Ts1c = 2ms
	48.9ms / 12.7%
	51.7ms / 7.7%
	54.5ms / 2.7%
	56ms / 0%

	Ts1c = 5ms
	54.9ms / 11.5%
	57.7ms / 6.9%
	60.5ms / 2.4%
	62ms / 0%

	Ts1c  = 15ms
	74.9ms / 8.7%
	77.7ms / 5.2%
	80.5ms / 1.8%
	82ms / 0%


Table 1: Estimated latency for LTE IDLE to LTE ACTIVE transition
2.2
Demerits

The inconveniences of this proposal are:

· PDCP complexity
PDCP shall store ciphered RRC messages until RRC configures AS security
· Error case complexity
If security configuration and other configuration are transmitted in separate RRC messages, one may be lost while the other was received.

· if RLC-UM is used for transmission:
If security configuration message is lost, PDCP is not aware.

· Should RLC-UM detect message loss and notify PDCP ? Otherwise, PDCP receives ciphered message while ciphering is not configured.

· Does PDCP detect that message is ciphered ? Does it keep the message stored and wait for retransmission of security configuration ?

· Does PDCP notify de-ciphering failure and discard message (i.e. eNB retransmits both) ?

· If second message is lost, should RRC have a timer to reply without waiting for the second message ?

· if RLC-AM is used for transmission:
If security configuration message is lost, RLC-AM sends NACK and buffers next messages (re-ordering function). However, UE is in RRC idle, and SRBs were not yet configured, e.g.
· RLC-AM must be pre-configured (BCCH, or defined in specification)
· initial RLC SN must be defined for UE to detect loss of 1st message
· Can first message change default SRB configuration ?
If yes, for second message, UE may be in state with new SRB configuration (if 1st message was received) or with default SRB configuration (if 1st message was not received). 

· If first message reaches maximum number of retransmissions, eNB must send RLC reset so that  2nd message is discarded (this causes extra delay) though UE is RRC idle
· If second message reaches maximum number of retransmissions, eNB sends RLC reset, but does UE keep new SRB configuration ? If yes, retransmission of second message may use a different configuration than 1st message.

2.3
Summary
According to the evaluation, if the initial configuration from the eNB at LTE_IDLE to LTE_ACTIVE transition must be ciphered, it is possible to do it with two consecutive RRC connection modification procedures, while staying in the range of acceptable latency values (56ms to 82ms, i.e. well below 100ms).

The combined procedure can reduce the latency by a maximum of 12.7%, but with significant complexity increase by involving PDCP and possibly RLC in order to handle the combined procedure. Also, if the eNB can not transmit the two messages in one TTI, the gain is 7.7% maximum.

2.4
Ciphering in RRC

A more simple and flexible way could be to place ciphering for SRBs in RRC layer. In this case, a single RRC CONNECTION MODIFICATION COMMAND could convey:

· security configuration, unciphered
· other configuration IEs (e.g. radio resource configuration, measurement configuration, .etc), ciphered
As with the normal RRC Connection Modification procedure, RRC would apply the received configuration and report success or failure to eNB, without involving PDCP/RLC and without the need for ARQ at RLC.
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Figure 4: Combined ciphered and unciphered RRC message (ciphering in RRC)

Because PDCP function is ciphering or header compression, in this case, PDCP is not used anymore for C-plane.
2.5
Ciphering configuration in PDCP

Another alternative could be considered, while keeping ciphering in PDCP layer, by handling security configuration in PDCP layer. In this case, it would also be possible to carry security configuration and ciphered radio resource configuration in one message, thus avoiding error handling due to partial loss of configuration.
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Figure 5: PDCP PDU with security configuration and RRC message configuring radio resources

This solution is using similar message like ciphering in RRC layer, and makes it possible to have ciphering configuration and ciphering operation in one layer.

In additions, some interactions between PDCP and RRC may be needed:
· if handling of RRC message is unsuccessful:

· should security configuration be kept by PDCP ?

· should eNB resend security configuration in new RRC message ?

· if handling of PDCP header is not successful (can there be security configuration errors ?)
· should PDCP reply without RRC being aware ?

· should PDCP notify RRC in order to report/handle errors ?
It is certainly possible to handle these cases, though it may be less convenient to specify than previous alternative of ciphering in RRC layer.
3
Conclusions 
It is possible to use ciphered message for Radio Resource configuration by performing 2 successive RRC connection modification procedures while staying well below the maximum acceptable latency (56ms to 82ms).

Combined parallel RRC connection modification procedures can optimize latency up to 12.7% (for smallest S1-C latency case, and if eNB can send two messages in one TTI, otherwise, gain is up to 7.7%) but with increased UE complexity in PDCP and still unclear error handling.

We recommend that RAN2 make a decision as follows:
· should second message really be ciphered ? (RAB configuration is not so useful for hackers)

· if SA3 mandates the second message to be ciphered, sequential procedures are preferable because latency is acceptable and gain of combined procedure is not so large

· if combining is felt necessary, it is better to handle ciphering in RRC
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Figure 13.1: C-plane activation procedure (example)
Table 13.3: C-plane latency analysis (based on the procedure depicted in Figure 13.1)

	Step
	Description
	Duration

	0
	UE wakeup time
	Implementation dependent – Note included

	1
	Average delay due to RACH scheduling period
	5ms

	2
	RACH Preamble
	0.5ms

	3
	Scheduling grant - Timing Alignment (Time between the end RACH transmission and reception of scheduling grant)
	3ms

	4
	UE Processing Delay (only L1 Part – coding according to received grant)
	0.5ms

	5
	TTI for transmission of RRC Connection Request
	1 ms

	6
	HARQ Retransmission (@ 30%)
	0.3 * 6 ms

	7
	Processing delay in eNB (Uu –> S1-C)
	4ms

	8
	S1-C Transfer delay
	Ts1c (2ms – 15ms)

	9
	MME Processing Delay (including UE context retrieval of 10ms)
	15ms

	10
	S1-C Transfer delay
	Ts1c (2ms – 15ms)

	11
	Processing delay in eNB (S1-C –> Uu)
	4ms

	12
	TTI for transmission of RRC Connection Setup (+Average alignment)
	1.5 ms

	13
	HARQ Retransmission (@ 30%)
	0.3 * 6 ms

	14
	Processing delay in UE
	3ms

	15
	TTI for  transmission of L3 RRC Connection Complete
	1 ms

	16
	HARQ Retransmission (@ 30%)
	0.3 * 6 ms

	
	Sub-Total C-plane establishment delay
	43.9ms + 2 * Ts1c

	17
	TTI for UL DATA PACKET (Piggy back scheduling information)
	1ms

	18
	HARQ Retransmission (@ 30%)
	0.3 * 6 ms

	19
	eNB Processing Delay (Uu –> S1-U)
	1ms

	20
	S1-U Transfer delay
	Ts1u (1ms – 15ms)

	21
	UPE Processing delay (including context retrieval, deciphering, RoHC)
	10ms

	
	Sub-Total U-plane establishment delay
	13.8ms + Ts1u

	
	Total LTE_IDLE –> LTE_ACTIVE delay
	57.7ms + 2 * Ts1c + Ts1u


Note: Table is updated with 1ms TTI (instead of 0.5 ms TTI) and 6ms HARQ retransmission delay (instead of 2.5ms).





















_1247898301.doc


UE







Source ENB







MME







SAE Gw







1: RA request







2: RA response







3: Radio connection request�>NAS information







5: Initial contex setup request



<NAS message response,



>SAE bearer attributes,



>UE AS capabilities,



>AS security context











8: Initial context setup complete



>







4: Initial UE message



>NAS message request







6: Radio connection setup



>AS- configuration



























7: Radio connection setup complete



>












_1247917964.doc


Transaction ID







Security configuration







Radio resource configuration







UE �ID







Other IEs







PDCP�SN







ciphered







RRC message







PDCP PDU







Other PDCP fields







PDCP header












_1248523612.doc


Transaction ID







Security configuration







Radio resource configuration







UE �ID







Other IEs











ciphered







RRC message
























_1247914068.doc


UE







EUTRAN







RRC Connection �request procedure











RRC connection MODIFICATION complete







RRC connection MODIFICATION command 2







RRC connection REQUEST







RRC 



connected











Combined RRC Connection



modification procedures







RRC 



idle







RRC connection MODIFICATION command 1







(ciphered:Radio resource configuration, etc)







security configuration







SRB establishment







(unciphered: AS security configuration)











RRC connection MODIFICATION complete












_1247897992.doc


UE







EUTRAN







RRC Connection �request procedure







SRB establishment















RRC connection REQUEST







RRC 



connected











RRC Connection



modification procedure







RRC 



idle







RRC connection MODIFICATION command



























RRC connection MODIFICATION complete












_1208896470.vsd
eNB


UE


MME


5. RRC Connection Request


3. TA + Scheduling Grant


2. RACH Preamble


8. Connection Request


10. Connection Setup


12. RRC Connection Setup


15. RRC Connection Complete


9. Processing delay in MME 


1. Delay for RACH Scheduling period


4. Processing delay in UE


3. Processing delay in eNB  


7. Processing delay in eNB  


11. Processing delay in eNB  


14. Processing delay in UE


13. H-ARQ Retransmission


16. H-ARQ Retransmission


6. H-ARQ Retransmission



