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1 Introduction
The random access procedure is used not only for the initial access but also for other procedures (e.g. handover) [1]. There are two types of random access procedure, the contention based and the non-contention based. It is the current agreement that the contention based random access is used also for other procedures than the initial access.

In case of contention based random access the network does not know which UE is attempting to transmit the “message 3”. Therefore the UE cannot apply the encryption for the uplink message transmitted in the contention based random access even if the RRC security is already active.

In this document we discuss the UE behaviour with regard to the encryption of the “message 3”.
2 Discussions
2.1 Basic random access procedure

The following figure shows the random access procedure captured in [1]. The transmission of the message 3 is granted by the Random Access Response message, the message 2. The message 3 is transmitted with RLC-TM.
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Figure-1:  Basic random access procedure
2.2 Contention based random access
As discussed above the UE should not encrypt the message 3 in case of contention based random access. This is because the network cannot identify the originator of the message 3 and therefore does not know which security configuration to apply in order to decrypt the message.

The following is the scenarios where the UE may need to send the message 3 unencrypted due to the above limitation.

· Transmission of Handover Complete in the target cell

· Transmission of Handover Failure in the source cell

· UL Timing Synchronization for data transfer

A UE specific identity is mandatory information in the message 3 and it seems impossible to avoid sending it unencrypted. The specification has to specify what the UE is allowed to send unencrypted in the message 3 when the contention based random access is used.

The following sections discuss possible solutions for this issue.

2.2.1 Solution 1: Use of separate encrypted message

In this solution, the UE is only allowed to send non-critical information in the message 3.

For example, if the contention based random access is for the uplink RRC message transmission (e.g. measurement report), the message 3 only contains the RRC message telling the network the procedure is for uplink data or message transmission. The UE then uses the normal uplink grant to transmit the actual RRC message that normally requires the encryption.
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Figure-2:  Uplink RRC message transmission by non-synchronized UE
Another example is the handover scenario. The handover may involve the security configuration change and the UE may need to send critical security related information to the target cell. In this case the UE uses the message 3 only for the transmission of the non-critical information (e.g. C-RNTI and just a message discriminator). The UE then sends the critical information with the normal scheduled transmission.
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Figure-3:  Handover scenario
2.2.2 Solution 2: Use of RLC-UM or RLC-AM in the message 3

It should be noted that except for the very first RRC message at the LTE_IDLE to LTE_ACTIVE state transition, it is possible for the UE to use RLC-UM and RLC-AM in the message 3. In this solution the UE uses non-transparent mode RLC for sending non-security-critical information, which is unencrypted. Additionally, the UE can concatenate encrypted messages within the message 3.

It may complicate the network behaviour if the UE uses the RLC-AM before the network identifies the UE. It would make sense to use the RLC-UM with a “Special Length Indicator” for the first RRC message for this reason. The normal RRC messages that will follow should use RLC-AM as in normal case. The following figure shows an example for uplink message transmission where the subsequent RRC message is segmented and transferred separately in the message 3 and the normal scheduled transmission.
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Figure-4:  Use of RLC-UM / AM
It is important to note that the network would have to buffer the second message and onwards until the first unencrypted message is processed at the RRC layer in the network. This makes the PDCP layer in the network a “stop & wait” protocol at least for the message 3, which may not be desirable.

2.2.3 Comparison

Solution 1

Pros:

· Simple transmission of the message 3 with RLC-TM with rules on what message the UE can transmit

· No special handling for the RRC message transmission for the subsequent RRC messages

Cons:

· Increased C-plane latency

Solution 2

Pros:

· Reduced C-plane latency

Cons:

· Network complexity for the buffering of the second message and onwards

2.3 Non-contention based random access
The non-contention based random access preamble allows the network to identify the UE. It is therefore possible for the UE to encrypt the message 3 and for the network to use the correct security configuration for the message 3

As oppose to the contention based random access, the UE is not imposed a specific restriction as to what it can send in the message 3 in this scenario.

It is possible to let the UE behave differently depending on the type of random access procedure. However the decision for the non-contention based random access seems to be conditional to the decision of the solution for the contention based random access.

· If the solution 1 above is selected, sending security critical information in the message 3 in the non-contention based random access reduces the C-plane latency compared to contention based.

· If the solution 2 above is selected, the question becomes only whether the first RRC message (e.g. C-RNTI and a message discriminator) should be encrypted. The benefit of the encryption may not justify having the two different UE behaviours depending on the type of random access.

3 Conclusion

We have discussed the security issue with regard to the delivery of the message 3 in the random access procedure. It is proposed RAN2 discuss the issues and solutions presented in this document.
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