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1. Introduction

PDCP handles ciphering and deciphering of PDCP SDUs. Various security reasons require changing the ciphering key during the lifetime of a bearer. Here we discuss two methods to handle the signalling of key change.
2. Proposals
2.1. Activation time
This solution relies on specifying an activation time for the new key in units of PDCP SN per radio bearer or relative to the system time for all radio bearers. Both the transmitter and receiver know the activation time which allows them to select the new key at the appropriate time. 
In the WCDMA system, the security activation time is used for synchronization purposes. However the introduction of the activation time and the handling of the various security states involved led to an unstable protocol behaviour, due to having to handle the “pending activation time”. The handling of the pending activation time becomes complicated due to having multiple security procedures that can correlate each other (i.e. the Security Mode Control procedure and SRNS relocation).
Another potential problem of the activation time is during handover the activation time will be set to some time after the handover is expected to be complete. Before activation time the old key shall be used, which implies the key must be passed from source to target eNB. This may open up security concerns. The alternative is to suspend the bearer and resume it only after activation time, which often leads to inefficient use of the radio interface and interruption of the user plane data.
2.2. Key ID in PDCP header
Another solution is to decouple the message indicating the new key form the activation of that new key. Instead PDCP indicates which key is being used in the KeyID field of its header. 
This method is stateless and gives maximum flexibility to the sender as to when to activate the new key. If required it is even possible to toggle from one key to the other.
With a KeyID field one can further properly handle the case where the key was being changed on the source eNB when a handoff occurred, leading to the change to a third key on the target eNB.

The downside of the KeyID field is that is adds a fixed overhead to each PDCP data PDU.
3. Conclusion
In this contribution we propose two methods to indicate change of ciphering key in PDCP, one relies on activation time and the other on the presence of a KeyID field in the PDCP header. Activation time has been used in the past in WCDMA and has brought many problems to the system. Therefore we favour the Key ID solution which allows state less de-ciphering and should prove more robust.
