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1
Introduction
In the currently agreed LTE network architecture, PDCP is located in eNB [1], and there is PDCP sequence number, which is at least used for ciphering [2]. Based on these agreements, this contribution revisits and discusses the requirements on the PDCP sequence number handling at handover.
2
Concern expressed by SA3
In the chain of LSs between SA3 and RAN2, SA3 has expressed its concern at handover as follows [3]:

“If the user plane or control plane packet sequence numbers are continuous it is easy for a passive attacker to follow UEs with high possibility based on the packets only”
Then, SA3 has asked the feasibility of incrementing SNs by some offsets at handover [6]. In terms of user plane, RAN2 has explained its understanding as follows in the reply [4]:


“RAN2 does not see any problem with restarting the RLC SN from an arbitrary value”.

“The PDCP SN is assigned in the PDCP entity in the UE and in the UPE in the network, and is supposed to be handled transparently by the UE lower layers and the ENodeB. Incrementing the PDCP SN in the UE and the eNodeB would imply a violation of this layering principle”.
Based on this reasoning, RAN2 have assumed not to increment SNs by offsets at handover. However, the situation has been changed. Now, PDCP SN is fully under the control of eNB and UE similarly to RLC SN. Thus, the RAN2 argument in [4] is not valid anymore, and the concern of SA3 needs to be reconsidered. 
3
Discussion

Moving the PDCP to the eNB should not change the handover requirements for good support of mobility. Then, for supporting duplication avoidance and in-sequence delivery at handover, it has been proposed to maintain the PDCP sequence number at handover [5]. For security purpose however - as mentioned in section 2 - the PDCP SN should not be continuous at handover to decrease the possibility of the UE tracking. 
As indicated by SA WG3 in [6], a solution is then to increment the sequence number by an offset at handover. The value of the offset can be a random value, and it needs to be agreed by the UE and the target eNB at the handover. On the assumption that the security keys at the source eNB and the target eNB are different, any random value can be used as an offset.
4
Conclusion
On one hand, duplication avoidance and in-sequence delivery at handover for good support of mobility requires that PDCP SN is maintained at handover [5]. On the other hand, continuous PDCP SN at handover makes it easy for a passive attacker to track UEs [1]. If SA3 feels that this is a security concern, the offset proposal they have suggested earlier should be reconsidered in RAN2.
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