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Introduction

At RAN2 meeting #58bis, a proposal was made in [1] to allow the activation of ciphering on an SRB immediately after the RRC message that initiates ciphering.  This has the potential to force the PDCP entity in the UE to wait for the RRC processing of the previous PDCP PDU before processing any subsequent PDCP PDUs on the same radio bearer.  In the e-mail discussion that followed, several companies noted that this operation can be quite complex on the UE side.  In this document we analyze possible alternatives to the original proposal.  The alternatives here proposed would all allow the same level of optimization (back to back messages in the same TTI) as the solution proposed in [1].
Discussion

After the discussion on the issue on DL SRB ciphering [1] took place, it was found that a similar problem may exist in UL SRB ciphering following a handover where no signature sequence was reserved in the target eNode B [2].  If confirmed, the complexity of the proposal in [1] could be extended to the eNode B implementation.  Therefore, it would be beneficial to both UE implementation and eNode B implementation to find alternative ways of starting ciphering on SRBs.
UMTS approach

In UMTS the ciphering activation (Security Mode Command) has to be completed before another message can be sent to the UE.  This requires a full RTT with the S-RNC (~80ms).  In E-UTRAN, a similar approach would cost less than 10ms (RTT between UE and eNode B), but it would be beneficial if this delay could be removed, since it is on the critical path of every RRC connection establishment and, potentially, of some handover procedure as well [2].
Alternative solutions

A. Use of different SRBs for ciphered and un-ciphered RRC messages

The spec would clearly state which messages can be sent on the un-ciphered SRB, and the recipient would discard any other message it may receive on this SRB.  This solution would work equally well for UL and DL.  
The cost of this solution would be the use of one out of 16 logical channel IDs for the un-ciphered SRB, i.e. the cost could be quantified as ¼ of a bit in the MAC header.  However, it should be pointed out that the cost may disappear if we decide to have separate SRBs on RLC UM and RLC AM, and if all the messages on RLC UM would be un-ciphered.  In this case, the logical channel ID needed to indicate the RLC UM SRB would also indicate that the messages on this SRB are not ciphered.
B. Use of one bit key ID + RLC source/destination indicator, as in [3, 4]
The key ID in the PDCP header of the first message from/to target eNode B could always be reset to a known value, e.g. 0, or 1 at handover and radio link failure recovery on a new Target eNode B.  In this alternative, the beginning of ciphering on the SRB would be indicated by toggling the key ID in the PDCP header.  The RLC route (source/destination) indicator would be toggled at any eNode B change and it would be used to determine which key set to use (Source eNode B or Target eNode B) on the SRB.
This solution would not cost additional bits over the air, but it relies on the acceptance of the proposals in [3] and [4].
Conclusion

Two alternative solutions are here proposed.  One of them (A) was already described in [1].  We propose to discuss these solutions and to agree on solution B, since it does not increase the number of bits over the air.  If solution B cannot be agreed because of its dependancy on other RLC and PDCP changes, we propose to agree on solution A.
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