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1 Introduction
LTE currently supports two main RRC states – LTE-active and LTE-Idle.  It was further agreed at the last meeting that eMBMS RRC connected state will not be supported.  However, there are various “sub-states” within this RRC connected state.  In order to understanding the signalling requirements for the various transitions, it is important to understand what these sub-states are and what transitions between these substates need to be supported by RRC signalling.  It also helps to ensure that there is a common understanding of what is supported and what is not.

This document looks at the various substates of RRC connected that may need to be supported and makes recommendations. 
2 Discussion

It is agreed that there are two main states for LTE – RRC connected and RRC-Idle.  However, within the RRC connected state, there are various possible substates.  
The figure below shows the proposed sub-states and the transition between them and is explained in more detail below
.     
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2.1  The states:
RRC Idle: No UE context in the eNB.

RRC-connected, signalling only, no security: In this state, an RRC connection and S1 connection exists but no security is started.  Possible use of this state is for during the Initial Attach procedure where several signalling messages such as Authentication procedure, Identity procedure etc. may need to be used.  Security cannot be established prior to this signalling.  
RRC-connected, signalling-only, with Security:  In this state, the signalling connection exists and security is enabled but none of the data bearers are established. This state is used when there is a signalling only with security but without data bearers.  Typical use of this state is for eMBMS SC-PTM reception.
RRC-connected, signalling+data, with security: This is the normal mode for RRC connected UEs – where the signalling and data bearers are established and security is enabled.  

Note that the state where “contention resolution is complete but S1 establishment is not”, is a transitory state and is not shown here.

2.2 The transitions:

2.2.1 From RRC Idle:
To signalling only: typically when the UE tries to perform an Attach procedure

To signalling+security: This state transition occurs when the S1 is established along with security.  Typical examples are establishment of RRC connection for eMBMS SC-PTM reception, execution of a TA update for which network established security

To signalling+data+security: The typical transition for a Service Request when the connection is established along with security and a data bearer.

2.2.2 To RRC-Idle

Most of the transitions are obvious – the UE goes to Idle when the connection is released.  Only one case needs more discussion and that is:

Transition from Signalling only, no security: Normally this state will transition to “RRC-connected, signalling+data, with security” but in abnormal cases, where the UE was not accepted, the RRC connection can be released without establishment of security or signalling/data bearers.  Another example is normal operation where a TA update is performed for which the network did not invoke security.

Other transitions

From Signalling-only, no security to Signalling+data with security: This is the normal transition when the UE Attaches successfully to the network and the default bearer is set up simultaneously with the invocation of security.

From Signalling only with security to signalling+data with security: This transition is used when a bearer is established while a secure signalling connection exist. There are two scenarios where can potentially be used:

1) When an eMBMS connected UE wants to establish a data bearer

2) In UMTS, when a data bearer is established (for example using a follow-on flag) after a signalling procedure.  While it is not clear if we need such a mechanism in LTE – the possibility of having data simulatenously is low and even if it does happen, the UE could still go through Idle without significant additional delay.  However since we need to support this transition for the eMBMS case, we might as well support it for all cases.
Establishment and release of a data bearer keeps the UE in the same state – RRC connected, signalling+data with security.

2.3 States and Transitions not supported

2.3.1 Security for Emergency calls

The most notable exceptions in the state not supported are the “no security” state.  Normally, this is needed for emergency calls.  However, it is proposed to define either a null encryption algorithm or use a pre-defined key for use with emergency calls.  And always turn on security for all calls irrespective of emergency calls or not.  This will enable a common set of procedures and IEs to be used for all calls independent of emergency calls or not.   

Proposal: Use pre-defined keys or null encryption for emergency calls such that all cases procedurally, security is turned on for all cases where a data bearer is established

2.3.2 Security establishment and Default bearer establishment during Attach

A transition that needs more discussion is from “Connected signalling only, no security” to “Connected signalling only with security”.  This transition is required if for example during an Attach procedure with associated authentication procedure, the security is set up before the default data bearer is set up.  If this transitions is not supported, it means that the security and data bearer are set up simultaneously (in the same RRC  message or if using PDCP processed together) always.  This simultaneous set up is similar to one used for Service Request case.
Proposal: Security and default data bearer should be set up simultaneously during Attach procedure as in the case of Service Request.  

2.3.3 Release of the last data bearer

Another transition that is not supported is from RRC connected signalling+data with security to RRC connected, signalling only with security. In other words, once all the  data bearers are released, the network will also release the RRC connection and not keep the signalling only connection active.  Since the last data bearer is also the Default bearer, there is no reason to release the Default bearer but keep the signalling connection active.  Note though that the impact of this proposal is more likely to be on the architectural concepts than procedural aspects.
Proposal: The last data bearer is released by releasing the RRC connection.

2.3.4 Release of security

Transitions from a “with security” to a “no security state” is not allowed in line with the agreement not to turn off encryption once started.
2.4 Partial preservation

UMTS supported the concept of partial preservation of bearers in that it allowed a subset of overall bearers to be established over the radio but only up to the S-GW.  With shared channels, there is no radio savings to be had from preserving a bearer over the radio.  Further, LTE is expected to support flexible allocation of L2 resources between the different bearers and so activating a LTE radio bearer in itself does not impact the performance of the other active LTE RBs.  

It is hence proposed that: Partial preservation of bearers where only a subset of the activated bearers are established over the radio is not supported for LTE.
3 Conclusion and proposal

The document looked at the various substates of the RRC connected state and state transitions that need to be supported.

Proposal 1: Use pre-defined keys or null encryption for emergency calls such that all cases security is turned on for all cases where a data bearer is established. 
Liaise with other groups for confirmation.
Proposal 2: Discuss and agree if the security and default data bearer should be set up simultaneously in one RRC message.  
Proposal 3: when the last data bearer is released by releasing the RRC connection.  
Proposal 4: Partial preservation of bearers where only a subset of the activated bearers are established over the radio is not supported for LTE.
Proposal 5: If acceptable, it is further proposed to capture the state transition diagram in the RRC stage 3. 

� It should be noted that there is no clear definition of “RRC connected” state yet – whether it is considered with security or without.  It is not the motivation of this paper to discuss that definition.  The term RRC connected here refers to just to presence of S1 connection.  If it is agreed that RRC connected state is after establishment of the security connection, then another term could be used to represent this “sub-state”.
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