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1.
Introduction
Unrecoverable error could occur in PDCP due to Security failure. If security configuration (i.e. ciphering and/or integrity protection) between UE and eNB is de-synchronized, PDCP keeps discarding all the following packets without knowing security de-synchronization.
2.
PDCP Unrecoverable Error
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In which functional block an error occurs in the receiving PDCP entity is different between U-plane and C-plane RBs. This is because header compression is applied only for U-plane RBs, and Integrity Protection is only for C-plane RBs.
For U-plane RBs, an unrecoverable error is caused by mismatches of ciphering configuration between UE and eNB. Once the ciphering configuration is de-synchronized, all the following packets will be discarded by Header Decompressor due to CRC check failure.
For C-plane RBs, an unrecoverable error is caused by mismatches of ciphering and/or integrity configuration between UE and eNB. Once the ciphering and/or integrity configuration is de-synchronized, all the following packets will be discarded by Integrity Protection block due to failure in Integrity check.

The problem is that there is no means for PDCP to detect such unrecoverable errors. When a packet is erroneous, PDCP thinks that header compression context is damaged or an intruder changes the contents (man-in-the-middle). Since the PDCP can not detect this security de-synchronization, PDCP keeps discarding all the following packets.
3.
Proposal
This paper shows that PDCP can not detect security de-synchronization, and, once it occurs, all the following packets are discarded. Thus, it is asked for RAN2 group to answer the following points.
· Can it be guaranteed that security de-synchronization never occurs?
· If it is not guaranteed, does PDCP have to detect such a security de-synchronization?
· If PDCP has to detect security de-synchronization, which mechanism should be used?
· If PDCP detects security de-synchronization, how PDCP corrects it?
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