3GPP TSG-RAN WG2 #59
R2-073045
19th – 24th August 2007
Athens, Greece
Agenda item:
4.10
Source: 
LG Electronics Inc.
Title: 
Activation and change of security
Document for:

Discussion, Decision

1.
Introduction
During the latest meetings it has been discussed how security can be started and changed and three alternatives have been proposed to SA3 in [2]. In this contribution we discuss the different alternatives and propose a way forward on the different needed steps.
2.
Discussion
There are different scenarios that have to be considered for the activation of security:
2.1
Initialization of PDCP SN and COUNT values
In general our understanding is that from the setup of the any radio bearer (signalling or user plane radio bearer) the PDCP SNs should always be present, even if no security is configured.

Also, our understanding is that there is no need for a START value because at each activation of security the HFN is initialized to 0.

Therefore, all PDCP SDUs even sent on SRBs that are used before security is started can be associated with a COUNT value. 
2.2
Scenarios

2.2.1
Initial attach and emergency call
Initial attach has been described in [1] and [2]. How the initial attach will be performed in detail is currently under discussion, i.e. it is open whether mobility will be possible before the activation of security or not.
In order to reduce the number of scenarios the initial attach until the keys are negotiated could be modelled as a transition from idle to active, where the keys used for ciphering and integrity are set to a dummy value, and/or a pseudo ciphering and integrity algorithm would be used, i.e. an algorithm that generates always a predictable sequence. Thus the fact that no keys are available would be completely transparent to the AS. The MME could upon handling the attach request indicate to the eNodeB a pseudo algorithm that is mandatory for the UE and the eNodeB and a dummy key value for ciphering and for integrity. Our understanding is that no other data can be exchanged on any radio bearer except on the signalling radio bearer that is used for the start of security until security has been activated.
The activation of keys that have been negotiated during the initial attach could then be performed either by a transmission from active(with pseudo keys/algorithms)-idle-active, or by using a specific procedure for the activation of new keys / changing algorithms.
By doing so the case of emergency calls would also become transparent, i.e. the UE in the case of an emergency call could continue to use the pseudo algorithm and the pseudo keys, and the MME would indicate to the MME and or other entities that the data that is allowed to be sent on the default radio bearer has to be restricted to the emergency call.
In the case where no emergency call is ongoing the MME could prevent the establishment of any other radio bearer (including transmission on the default radio bearer) until security has been activated.

2.2.2 Idle to active transition

In this case using the UE identity in message 3 the eNodeB is able to retrieve the UE context from the MME. Security can be started as soon as the key set and possibly the UE capabilities have been received from the MME. This is typically performed with the first Reconfiguration message sent in the downlink to the UE. This message would include all information on how to configure and activate security. It is our understanding that other radio bearers except the radio bearer that allows the transmission of the message to start security, and possibly a radio bearer for the contention resolution should only be established once that the ENodeB has started security. Thus, the only need for synchronization of the activation of security is for the one first radio bearer. We would propose for this case to define in the standard that the UE shall activate security in the downlink in that case from the next message on. For radio bearers that are established later security should be started from the beginning.
In the uplink, ciphering would then be started for every message following the complete message, and the complete message would already be integrity protected.
2.2.3 Using a new key at handover
The change of keys and algorithms is similar to the case of the transition from idle to active mode. When new keys are available in the UE and in the target eNodeB the handover command would contain a specific indication to use the new keys at handover. In the case that the algorithm would be changed the new algorithm would have to be taken into use after handover. In details the new keys and algorithms would be used for the integrity protection of the handover command, and the new keys / algorithm for integrity and ciphering would be used for all information exchanged on the target eNodeB. This is shown in Figure 1. This specific behaviour would e.g. be triggered when the UE receives a new scrambling code for the downlink, or a new cell Id.
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Figure 1: Change of security during handover
When the UE starts to use the resources of the target cell, the UE and the eNodeB transmits all PDCP SDUs received prior to the handover to the PDCP decompressor and the Re-ordering entity.
Then the data stored in the PDCP compressor, ciphering entity , RLC (in the sender and receiver ) and MAC (in the sender and receiver ) entities are reset.

If necessary the receiver entity compiles a report of missing PDCP SDU numbers and transmits it to the sender indicating which of the PDCP SDUs have not yet been received.

The PDCP status report includes the COUNT values or the SNs of the PDCP SNs that have to be retransmitted.
All PDCP PDUs that are transmitted using resources of the new cell are treated using the new keys and algorithms indicated during the handover command.
2.2.4 Key change after handover
In the case of a handover from another system a re-authentication and the use of different keys and algorithms for security might be needed. In order to synchronize the change of keys and / or the algorithms in that case without transiting from active to idle to active the following possibilities have been discussed:
2.2.4.1 Intra-cell handover
In this case only the trigger of the behaviour described in 2.2.3 would need to be changed, in order to allow the eNodeB to trigger the reset of the RLC and to discard the PDCP header compressor / decompressor context in the transmitter and the receiver.
As an optimization the PDCP header compressor / decompressor context in the transmitter and the receiver could be maintained as shown in Figure 1.
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 Figure 2: Optimized intra cell handover for change of security

During the handover  as described in 2.2.3 MAC, RLC and the header compression and decompressor are reset. This implies that all data buffered in RLC and MAC is lost, and will be retransmitted by PDCP. Moreover the PDCP compression and decompression context is lost. In order to optimize the handling and to avoid to transmit a full header after the change of security parameters we would propose to only reset the RLC and MAC entities during a fake handover that is used in order to activate new security parameters.
Together with the reset of the RLC and MAC entity as well as if applicable the PDCP entity the COUNT values / HFN could also be reset to zero. However the SN of the PDCP SDUs have to be maintained in order to allow to perform reordering.
Contrary to the handover as described in 2.2.3 the UE determines when to perform the reset of the MAC, RLC and possibly of the compressor of PDCP and the use of the new security parameters when new physical layer resources or parameters are used for the transmission of the PDCP PDUs. In the uplink e.g. the UE could use a different pilot pattern or uplink scrambling code. For the downlink another C-RNTI could be used for the allocation of the resource blocks on which data using the new security parameters is transmitted. Alternatively a time reference could be given by the eNodeB in the handover that indicates at which time to reset MAC, RLC and possibly PDCP.
After the pseudo handover is executed the complete PDCP SDUs are delivered to higher layers.

Then the data stored in the PDCP compressor, ciphering entity, RLC (in the sender and receiver ) and MAC (in the sender and receiver ) entities are reset.

If necessary the receiver entity compiles a report of missing PDCP SDU numbers and transmits it to the sender indicating which of the PDCP SDUs have not yet been received.

The PDCP status report includes the COUNT values or the SNs of the PDCP SNs that have to be retransmitted.

All PDCP PDUs that are transmitted using resources of the new cell are treated using the new keys and algorithms indicated during the handover command.
2.2.4.2
KSI indicator / use of different RLC entity, different transport channel/ use of different radio bearers. 
In this scenario the use of a new algorithm is synchronized by e.g. by a flag in the PDCP header indicating whether the old / new algorithm and keys are used. Compared to the intra cell handover solution this allows that the transmission on RLC is continuous. This might have advantages especially for the case of high data rates. On the other hand, the use of the new keys and algorithms is delayed, depending on the data rate and the amount of data that has been buffered in the RLC transmitting buffer. That means that it is in theory possible that several keys / algorithms might need to be stored in the UE. And a misbehaving UE might never take into account the new keys.
Similarly layers below PDCP could distinguish data with the old / new security parameters. An example would be to use a new logical channel Id for the new security configuration, or a new transport channel.
At a handover this would imply that it is automatically switched to the new configuration.

However the main concern with this method is the fact that the new keys / algorithms are not taken into account at the same time, and of course the overhead due to the additional bit to distinguish old and new security configurations.
2.2.4.3
PDCP SN boundary

This implies that the transmitter indicates to the receiver from which sequence number on the new key or algorithm will be used. In order to avoid a stalling of the transmission this activation time (i.e. PDCP SN) will imply that the UE / eNodeB have to store the old and the new configuration for some time. The problem there is that when no data is transmitted the old configuration can stay for a long time, which might imply that it can overlap with another reconfiguration of security.
2.2.4 Radio bearer release and following setup

As discussed above it is our understanding that the COUNT values and especially the HFN values used in PDCP should be initialized at the setup of the radio bearer, and especially the HFN and the SN will be set to 0 due to the fact that new keys are always used in the AS of the UE and the eNodeB.
However, for the case that a radio bearer had already been setup and released once during the lifetime f the RRC connection, at a subsequent setup of the radio bearer the HFN should not be initialized to the same value any more. There are different possibilities that could be imagined to handle this case:
1. The eNodeB and / or the UE maintain the latest COUNT value for each RB Id for the uplink and / or downlink that corresponds to the COUNT value associated with the highest received / transmitted (or processed)  PDCP PDU when a radio bearer is released. Then the UE and the eNodeB can re-use this COUNT value for the initialisation of the HFN and / or the corresponding SN.
For the eNodeB this implies that the corresponding COUNT values or parts of it need to be transferred between eNodeBs in the UE context for each handover.
2. Alternatively the UE and/or the eNodeB could exchange values at the initialisation similarly to the way that this has been done in UMTS, which implies that there is a need to exchange data on the air interface.
Our understanding is that the impact of the proposal in 1 is relatively small, and therefore propose to agree on the fact that for each radio bearer that is released the maximum transmitted / received COUNT value is stored in the UE and the eNodeB and this value is re-used for the initialisation of the radio bearer at a subsequent setup of the radido bearer with the same Id. In the case that new keys are used the stored value can be erased, and 0 (or another fixed value) can be used for the subsequent setup.
3.
Conclusion

We propose to conclude on the following aspects:

· Handle the initial attachcase, emergency calls and the idle to active state transition in a transparent way from an AS point of view:

· At the initial attach the UE and the eNodeB initialize COUNT values to 0, and apply a pseudo algorithm (that generates MACs or a cipher stream that is foreseeable, or that corresponds to a fixed bit pattern) for integrity protection and ciphering or use a dummy key (that is fixed in the standard).
Integrity protection and ciphering are then activated similarly to the case when keys are changed after a handover (FFS)
· Perform an emergency calls where no secret key is available (i.e. no SIM / USIM card available) in a similar way as initial attach or the state transition from idle to active mode, i.e. continue to use the dummy keys / algorithms 
· The HFN and the SN for each radio bearer in PDCP should be set to 0 for the first setup. At the release of the radio bearer the UE and eNodeB store the maximum received transmitted COUNT value and use this value for the subsequent setup of the same radio bearer.
· Discuss the different possibilities for the activation of a new key during the RRC connection. We have a preference to perform this in a similar way as for the handover (as described in 2.2.4.1).
Annex
[1] R2-073001, LS to SA3 on Service Request for Sae/LTE

[2] R2-073002, Reply LS to SA3 on Key change in LTE active mode
[3] R2-072887, (S3-070476, to RAN WG2). LS on Security Mode Command procedure for SAE/LTE
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