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Introduction

In [1] it is stated that RRC is performing the integrity protection for the RRC messages. At the same time the specifications indicates that:
“-
A sequence number is used as input to the ciphering and integrity protection. A given sequence number must only be used once for a given key (except for identical re-transmission). The same sequence number can be used for both ciphering and integrity protection.”

In our understanding the possibility to reuse the same SN for integrity and ciphering allows to reduce the overhead. However if integrity and ciphering are not specified in the same place this might raise some problems, and thus we believe that it would be better to specify the ciphering and the integrity both in the PDCP specifications.
Impacts of handling Integrity in the PDCP specifications
In the case that integrity is specified in the PDCP specifications this implies that there is another optional functionality to be handled which is the integrity protection, which is similar to the fact that header compression is an optional functionality.
Messages that fail the integrity check:
In the case that an erroneous MAC is received, i.e. integrity check fails this implies that the PDCP would ignore the message, and thus there is no need to indicate to RRC that an erroneous packet has been received.

Start of integrity:
In UTRAN, the message that starts the integrity protection has to be integrity protected. Thus PDCP would need to forward the RRC message contained in the PDCP PDU to RRC without checking the MAC. PDCP hahs to store the message in the case that a MAC was present in order to check integrity afterwards. RRC has to decode the message and only then the integrity of the message will be checked in PDCP based on the information received from RRC. Only in the case that PDCP confirms the integrity of the message to RRC the remainder of the message can be handled. This is exactly the same procedure as for UTRAN, and the fact that this is handled in two different specifications does not restrict the implementation.
Change of integrity algorithm
In the case of the change of integrity algorithm it would be necessary that PDCP forwards the RRC message to RRC although the integrity check can not be performed successfully, because the integrity check has to be done based on the information (algorithm) given in the message to be checked. Then RRC would have to indicate to PDCP the information (i.e. keys, algorithm) to be used in order to check the MAC, and only when the integrity check is confirmed to RRC the remainder of the message would be treated.
Quick repeat
In UMTS it is possible to send e.g. a reconfiguration message several times using the same SN for integrity and RLC UM more, this increases the probability of reception compared to the normal use of UM mode, and it increases the speed that of reception compared to the use of AM mode. This mechanism is only possible in the downlink, and in UMTS there is no specification about how a UTRAN could use this, i.e. this is implementation dependant. In the case that integrity protection is specified in the PDCP layer we believe that the same behaviour is possible, and it is a network implementation issue to allow RRC to repeat the message using the same PDCP SN.
Will integrity in the PDCP increase the risk of wrong implementations?
If integrity is described in PDCP as proposed in this contribution we do not believe that this will increase the risk of wrong implementations, because anyway PDCP used for c-plane RBs will have some functions that are not allowed to be used, i.e. header compression is not applied. Similarly for u-plane RBs there will then be integrity protection that will never be used. Similarly our understanding is that the protocol shall not allow to activate integrity for u-plane bearers, or to activate header compression for c-plane RBs. Thus we do not believe that there will be any risk of increased wrong implementations. 
Resulting model for integrity and ciphering:
Thus the resulting model for ciphering and integrity protection would according to the following:
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Figure 1: model of integrity check for reception
And for the transmission the model would be according to the following:
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Figure 1: model of integrity check for transmission

Proposal
We propose to discuss the above arguments and to confirm the decision to use the same SN for integrity as well as for ciphering. In order to allow an easy specification it is proposed to decide to specify integrity protection in the PDCP specification.
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