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1 Introduction
Last RAN2 agreed on the use of the eMBMS-RRC connected state where the user can be RRC connected but not S1 connected.  This “simplified” RRC connected state does not support network controlled mobility.  Security was considered FFS.   This RRC connected state is otherwise the same as the regular RRC connected state.

This contribution looks a little deeper into eMBMS RRC connected state and the security association in this state.

2 Discussion

At its simplest, the UE wanting to receive PTM single cell transmission goes to eMBMS RRC connected state.  In this state, no S1 connection is established.  No network controlled handover is supported either.  But transitions to other RRC states and user mobility needs further discussion.

2.1 Unicast RRC connected state

UE in normal RRC connected
 has a security context present and normally radio bearers established.  However, there are different flavours of this RRC connected state.  For example, a UE performing a periodic TA update or a Detach procedure from RRC Idle may not have the bearers established during the short signalling procedure.  The UE will be transitioned back to Idle immediately after this procedure.  In UMTS, establishment of the security context for this short procedure depends on the nature of the procedure and security may not always be established.

2.2 Security context after release of a regular unicast bearer in e-MBMS connected state
All the unicast bearers and the S1 connection can be released during the reception of an eMBMS single cell PTM service.  This will trigger the transition from an RRC connected state with security established to the eMBMS connected state without an association S1 connection for the UE.  But the retention of the Security context is FFS today.

Today, for simplicity, the assumption is that the security does not need to be re-configured during an RRC connection.  If this rule were to be followed, then one can think that the easiest option is to retain the security context when the UE transitions from the RRC connected state to the eMBMS RRC connected state.  

However, there is a possibility that a subsequent the S1 connection can be re-established while the single cell PTM transmission is still ongoing.  This can possibly result in a fresh security context association request from the CN since the CN is unaware of the presence of the eMBMS RRC connected state or its security status.  In other words, this is an RRC  security re-configuration from the retained security context to the new one!

Thus, retaining the security context after release of a secure S1 connection does not imply that security re-configuration does not need to be supported.  
Hence some form of security re-configuration must need to be supported by LTE RRC.
2.3  Releasing the security configuration
If some form of security re-configuration must be supported, what is the simplest option?

There are mainly two possible options:

1) retain the security context when S1 is released and re-configure as required if S1 is re-esablished.  This has the following issues:
a. If the security context is retained, and a subsequent S1 connection established but the CN did not invoke a security procedure (for example due the nature of the connection not requiring security – like periodic TA update), then it would result in a strange state where RRC is still secured over an old security configuration while CN thinks RRC is not.  This is yet another sub-state and is best avoided.
b. On mobility to a new cell, the security context is not transferred and UE moves to an eMBMS RRC connected state without a security association.  This can potentially lead to unexpected issues in the future and added complexity.
Overall, there is a risk that retaining security can result in a complex set of state transitions, some of which are captured in the figure below.
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2) Release the security configuration.  Here, the security re-configuration (release) is performed after release of the S1 connection.

a. From security point of view, additional care is needed when a security release mechanism is introduced and its use should only be allowed in this specific cases and only over already secure links.  

While this is a security re-configuration that needs to be supported, it takes the UE back to the original eMBMS-RRC connected state and avoids complex state transitions and would result in a simpler sate transition as shown below.
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2.4 Avoiding Security re-configuration (release)
A security re-configuration to “no security” state can be avoided by having the UE transition through RRC-Idle after release of the S1 connection.  Thus whenever S1 is released, the UE moves through RRC-Idle back to eMBMS RRC connected state.
Note that it is not necessary to go through full release and re-establishment for this transition.   For example the RACH procedure can be avoided.  Using some clever optimisations during stage 3, it should be possible to reduce or even avoid any interruption of the single cell PTM reception during this transition through RRC-Idle.

But then it could also be argued that this transitory state is just a modelling issue.  
If such a simplification can be adopted, the resulting state transition would look as follows:
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3 Summary and Proposal
The contribution discussed the state transitions between the different RRC states resulting from the introduction of the eMBMS-RRC connected state. 

It is proposed hat the security context is not retained when the S1 connection is released while the UE is receiving single cell PTM.
Further, during stage 3 design, optimisations on the transition to “no security” should be looked at.


















� Note: the definition of RRC connected state is itself under discussion.  In one of the options under discussion, RRC connected state requires a security association.  While in this contribution , we have the used the term RRC connected as when S1 is established, it is not the intention of this contribution to take a position on either one of these definitions.  The term “RRC connected” is used loosely and should be seen as the state for unicast services.
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