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1. Introduction
This contribution is discussing how the AS security is started during the Idle to Active state transition.

It is proposed that AS security is started with a DL message which is separate from the RRC radio connection change message (setting up the rest of the RRC radio connection), in case the RRC radio connection change is ciphered. In the uplink only one RRC message is needed to reply to both the AS security start and the RRC radio connection change, since the UE will need to receive both messages before it has enough information to consider the RRC radio connection setup.

Four different solutions are outlined on how the UE handles the AS security start in case of separate messages. Out of these solutions it is proposed adopt a solution where the UE is able to activate the AS security from one PDCP PDU to the next without explicit signaling. 
2. Discussion
In order to minimize latency at the Idle to Active transition it is important that it is possible to start the AS security in parallel with the setup of the RRC radio connection. The message that starts AS security will contain information such as chosen algorithm, key synchronization information (e.g. some counter) and potentially some information to protect against algorithm bid-down attacks. It is FFS if this message is a NAS or AS message, in any case it cannot be ciphered on AS level (since AS security has not been started). The RRC radio connection change message (that setups the RRC radio connection) however is technically possible to cipher and would therefore most likely be ciphered. 
It is proposed to send these two messages in two separate PDCP PDUs, one as plaintext but integrity protected and one ciphered and integrity protected. This will make it possible to transfer them in the same TTI while still having a simple solution in the PDCP layer where ciphering is applied to the whole SDU or not.

In addition to these two messages there would also be a NAS reply message from the CN to the UE which will be protected by NAS security and can from a technical point of view be bundled with any of the two other messages (which one is FFS)
Given the assumptions above there is a need to make sure that the PDCP layer in the UE process the PDCP PDU  containing the AS security start and acts on this message before the PDCP layer process the PDCP PDU containing the RRC radio connection change. Multiple ways can be considered to solve this;
1. Use a separate bit in the PDCP header if the message is ciphered or not. 

· In this case the PDCP layer will wait with processing any ciphered PDCP PDUs until the ciphering layer has been configured.
2. Use separate SRBs for ciphered and plaintext RRC messages (e.g. initial NAS direct transfer, AS security start, RRC connection release)
· In this case the PDCP layer will wait processing any PDCP PDUs on any other SRB until the ciphering layer has been configured.

3. Always use PDCP sequence number = 0 for plaintext RRC messages on default SRB including AS security start (requires that only one message is outstanding at the time). 

· In this case the PDCP layer will wait processing any PDCP PDUs with sequence number > 0 until the ciphering layer has been configured.

4. Mandate that the UE can activate AS security from one PDCP PDU to the next without explicit signaling.

· In this case the PDCP and RRC layer will process one PDCP PDU at a time and act on the RRC message before processing the next PDCP PDU. In principle this means that until AS security has been started the RRC layer in the terminal will need to indicate to the PDCP layer when it is ready to receive one more PDCP SDUs.
All of the solution above seems technically feasible. Solution 1 and 2 potentially adds some overhead or impose restrictions on other header fields. Solution 3 required that all signaling is sequential with only one outstanding message at a time prior to the AS security start. Under the current assumptions this will most likely be the case; however it might introduce some restriction for future use. Solutions 4 do not introduce any specific restrictions on the header fields, but requires additional inter-layer inter-working between the PDCP and RRC layer in the UE which is not normally required. 
Out of these two solutions it is proposed to adopt solution 4 and introduce the following restriction in the UE of the default SRB handling: 

· The UE processes the PDCP PDUs on the default SRB in sequence (in sequence loss-less deliver will be supported by the RLC layer). 
· This is most likely required for all solutions above
· The UE is able to start de-ciphering immediately after receiving the PDCP PDU containing the AS security start message making it possible to de-cipher the next PDCP PDU.

· When the UE has receive both the AS security start and RRC radio connection change it will respond with only one UL message e.g. RRC radio connection change response, which acknowledge the reception of both DL message. 
· This is most likely required for all solutions above

· In case the UE only has not received both the AS security start message and RRC radio connection change message it will upon a timer re-start the Idle->Active transition (FFS if this is a NAS or RRC timer)

3. Proposal

It is proposed to adopt the following working assumptions regarding the start of AS security and the initial RRC radio connection change message.

· In case the RRC connection change message is ciphered, the AS security start message will be sent as a separate DL message, using a separate PDCP PDU with a PDCP sequence number which is one value lower than the PDCP sequence number used for the ciphered RRC connection change message.

· The UE processes the PDCP PDUs on the default SRB in sequence (in sequence loss-less deliver will be supported by the RLC layer). 

· The UE is for the default SRB able to start de-ciphering PDCP PDUs immediately after receiving the PDCP PDU containing the AS security start message making it possible to de-cipher the next PDCP PDU in sequence.

· It is FFS whether the responses to AS security start and RRC connection change can be combined into only one UL message, e.g. RRC radio connection change response, which acknowledges the reception of both DL messages. That is, when the UE has received both the AS security start and RRC radio connection change it will respond with only one UL message to minimize UL signaling. 

· In case the UE only has not received both the AS security start message and RRC radio connection change message it will upon a timer re-start the Idle->Active transition (FFS if this is a NAS or RRC timer)



















