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1. Overall Description:

RAN2 thanks SA3 for its reply LS (S3-070472) on the security aspects of a potential elimination of the NAS Service Request. RAN2 below provides further information about message flows, network centric security parameter configuration and consequences of message splitting/size increase, as requested by SA3. 

FQ1: 
Could RAN2 please provide more information on the complete message flow, starting from the Random Access Preamble, including security mode setup, up to the first user plane data transfer?
FA1:
RAN2 envisions the following message flows (from the Random Access Preamble, including security mode setup, up to the first user plane data transfer) for cases a) and b) in the original LS (Figures a and b, respectively). For completeness, RAN2 also provides message flow for the case where AS Connection Request and NAS Service Requests are sent separately would they not both fit in the first uplink allocation (Figure c).
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Figure a: AS Connection Request and NAS Service Request concatenated in the first uplink transmission.
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Figure b: State transition signalling without NAS Service Request. UE NAS identity and NAS MAC-I included in AS Connection Request.
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Figure c: If AS Connection Request and NAS Service Request don’t both fit in the first transmission, they need to be sent separately. AS Connection Request is sent first. NAS Service Request is sent after contention resolution.
NOTE: The inclusion of S1 Setup Complete and/or NAS Service Accept Confirm messages is indicative. The actual existence of such messages are outside the scope of RAN2.
FQ2: 
Could RAN2 please provide more information on the RAN2 concept of synchronising the security parameters (like START values) from the network side?
FA2:
It is RAN2’s understanding that, in UMTS, the most significant bits of COUNT-C and COUNT-I are initialised with a START value maintained in the UE during the lifetime of the key set. This protects against re-use of SNs. For integrity protection, the serving RNC also provides a FRESH value as input for the MAC-I calculation, to protect the network against replay of signalling messages by the UE.
 In LTE early uplink transmissions have very limited capacity. RAN2 would, therefore, if possible, like to avoid signalling a START value in the uplink. Since AS keys are changed at every state transition in LTE, it is believed that COUNT-C/I can start at zero at state transitions and, hence, no START nor FRESH is needed. However, to ensure that key derivation in MME and UE do not get out of sync, it has been suggested that a “key derivation” counter should be provided by the MME and included with the security mode command. As this parameter would be transmitted in the downlink, RAN2 would for signalling reasons prefer this solution to a solution with uplink START. It is assumed that the UE maintains a copy of the “key derivation” counter to ensure that the value provided by the network is monotonously increasing.
FQ3: 
Would RAN2 still see benefits in the optimised procedure a), if the message size increases or the combined connection/service request is split into two AS messages without an additional AS roundtrip?
FA3:
It is RAN2’s understanding that splitting of the initial message into two AS messages would lead to increased total message size and that increased message size will almost certainly imply additional AS roundtrip time(s). Thus, increase of the message size or message splitting would reduce, and potentially eliminate, the value of the proposed optimisation.

2. Actions:

To SA3 group.

ACTION: 
RAN2 kindly asks SA3 group to take the answers FA1 through FA3 into consideration and inform RAN2 about its decisions on questions Q1 through Q3 in the attached original LS (R2-072310).
3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 Meeting #59
20 – 24 Aug 2007
Athens, Greece.
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