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1. Overall Description:

SA3 thanks RAN3 for their LS on Home eNodeB security. SA3 discussed the LS and can provide the following responses to RAN3 questions based on the current SA3 understanding of Home eNodeB concept. SA3 assumes that 3G Home NodeB architecture follows the one of 3G NodeBs whereas LTE Home eNodeB follows the LTE eNodeB architecture.

“Q1. RAN3 kindly asks to SA3 if the Home eNodeB should be considered like a Macro eNodeB for the security impact during its architecture studies?”

Response: SA3 expects that the security for Home eNodeB will be, at least to some extent, different from the security for Macro eNodeB. Due to the wide deployment of low-cost femto/pico eNodeBs in home environments, additional security threats that may not have been practical with Macro eNodeB environment are introduced. So even though the generic high-level security requirements might be the same as those for Macro eNodeB, the implementation guidelines most probably need to be more stringent.

“Q2: If not, can SA3 please provide a summary of the main security issues, threats and areas of work for any such deployment?”
Response: Due to high potential for easy and low-cost availability of Home eNodeB, adversaries can easily obtain or get physical access to the Home eNodeB, making them an attractive target for tampering, whereas Macro eNodeB are usually deployed and monitored in a relatively more controlled environment.  Furthermore, the security for backhaul link (i.e., from Home eNodeB to LTE network), both on eNodeB and network side, need to be more robust esp., the signalling messages needs to be handled in a more carefully designed secure environment than may be required for Macro eNodeBs. Otherwise, the potential for attacks on the operator’s network is much more amplified.

“Q3: Does SA3 consider common security issue between LTE Home eNodeB and 3G Home NodeB?”
Response: SA3 believes that many of the security requirements will be common to both and the proposed security architecture for LTE has already taken account eNodeBs in less secure environment than RNC’s and NodeBs, but SA3 realizes that due to different security architectures and possible different deployment scenarios, different security solutions may be needed to secure LTE Home eNodeB than for 3G Home NodeB. SA3 notes that the user plane does not terminate in 3G NodeB. Therefore, Home NodeB may not be an attractive target for an attacker that wants to access the user plane data.

SA3 noted that when the requirements and architecture/deployment scenarios for Home (e)NodeB becomes more stable in RAN groups, SA3 hopes to perform a more thorough security analysis and study possible solutions to secure them. 
2. Actions:

To RAN3 group.

ACTION: 
SA3 kindly asks RAN3 to take the above information into account when progressing Home eNodeB work and keep SA3 updated of the work as Home eNodeB requirements and architecture is further developed.
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