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Introduction
During the last meetings significant progress has been made wrt. the principles of intra LTE mobility. We would like to progress here further on how to ensure security during the mobility. We distinguish in the following the case of seamless (VoIP) handover and lossless (TCP) handover for the downlink.

Handover procedure

The handover procedure is shown in Figure 1.
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Figure 1: Handover sequence
Maintenance of sequence numbers in the DL
The PDCP sequence numbers are included in order to allow that the transmitter and the receiver maintain a counter value (COUNT-C) that is used as an input to the ciphering and deciphering algorithm. In order to ensure that the counter at the transmitter and receiver remains synchronized also in the case that a PDCP PDU that has been counted in the transmitter is lost and is not received by the receiver a SN is added to the PDCP PDU or derived e.g. by a RLC SN. This sequence number typically corresponds to the X least significant bits of the COUNT-C value. The COUNT-C value consist thus of X LSBs, and the remaining Y MSBs. When the PDCP SN reaches its maximum value it starts again at 0, which is generally called a “wrap-around” of the sequence number. Thus the counter that is represented by the Y MSBs can be considered as the “wraparound counter”. 
In the normal case the receiver excepts that the PDCP PDUs carrying a sequence number arrive in-sequence, where it is noted that the next sequence number after the maximum possible sequence number corresponds to 0. This means that when a PDCP SN is received that does not correspond to the last SN plus one, or 0 if the last received sequence number was the maximum sequence number it is considered that all PDPC PDUs in between the last and the received sequence number have been lost. 
Thus, in the case that two PDCP PDUs that carry a sequence number arrive out of order this implies that the receiver considers that a certain number of wrap arounds have occurred, and the wrap around counter in the receiver is increased, although this is not done in a similar way in the transmitter. The same thing happens in the case that one sequence number is altered (e.g. due to residual errors not detected by CRC). This implies in general that the following PDCP SNs are not received any more in sequence and the same wrap around and the desynchronization of the wrap around counter between the transmitter and the receiver occurs.
A mechanism exists to detect such errors. This mechanism consists of ignoring all PDCP PDUs received that have a PDCP SN that is expected at least Max_Window sequence numbers later than the last received PDCP SN. Thus an out of sequence delivery, and most residual errors can be detected by the receiver and do not result in a desynchronization of the wrap around counter between the transmitter and the receiver. The parameter Max_Window can either be fixed in the standard or signalled to the UE during the RB setup. However, in the case that more than Max_Window PDCP PDUs with a SN are lost this implies that all following PDCP PDUs are ignored and the wrap around counter will be desynchronized.
Downlink at handover operation

Problem of synchronization of the state in the UE and the ENodeB
When the UE receives and accepts the handover command as shown in step 4 in Figure 1, and possibly after it has confirmed the synchronization to the target cell, all complete SDUs available but not in sequence in the RLC layer are transmitted to the PDCP layer. Furthermore the RLC layer and all HARQ processes in the UE are reset. Thus, as shown in the example in Figure 2, the UE might have completely received some PDCP PDUs with SNs, but other PDCP PDUs with SNs that the ENodeB has already attempted to transmit have not been confirmed to be received by the UE (e.g. PDCP SNs 4, 8, 9, 10), and some PDCP PDUs with SNs might have been received successfully in the UE, although the ENodeB may not have received confirmation neither from the HARQ entity, nor from the RLC entity (e.g. PDCP PDU with SN 9). 
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4) UE after synchronisation to the target cell (step 4)


Figure 2: Status of received / transmitted / confirmed PDCP PDUs including SNs
In Figure 2 an example of the difference in the status in the ENodeB and in the UE at different points in time during the handover message is shown:
Seamless case:

For this case the UE PDCP should deliver all DL PDCP SDUs immediately to higher layers, since there should be no use of adding additional delay due to the forwarding of data on the X2 interface. The UE could then indicate in the Handover Complete message the last received PDCP SN in the DL, or the next expected PDCP SN such that the target ENodeB can start transmission of the newly received data as soon as it arrives using this.
Lossless case:

In this case it is the current assumption that the source ENodeB will forward all PDCP PDU/SDUs that have already been transmitted and that have been assigned a SN to the target ENodeB such that they can be transmitted to the UE.
We believe that it is important to specify a procedure that does not introduce an additional delay due to timers in the UE, and thus the UE should process all PDCP PDUs with a lower PDCP SN than the one that it has received from the target ENodeB, and all further PDCP PDUs that have been received in sequence.
Our understanding is that the target ENodeB the PDCP PDU/SDUs forwarded over the X2 interface for which a transmission has already been attempted should arrive in sequence, and even if there is a case of out of sequence delivery over the X2 interface the target ENodeB can detect this, either by decoding the PDCP header, or due to the fact that the COUNT-C or the PDCP SN is added to the forwarded PDCP PDU/SDU. Then the target ENodeB can discard the out of sequence PDCP PDU/SDU, and thus the UE should never receive a PDCP PDU with a SN that is not increased compared to the earlier PDCP SN.

Furthermore the target ENodeB should always transmit PDCP PDUs that contain data from PDCP SDUs for which an attempt for transmission has already been performed before it transmits PDCP SDUs that are delivered from the aGW / source ENodeB for which a transmission has not yet been performed. This is due to the fact that in the case of a handover during data transfer there should anyway always be some data buffered in the source ENodeB that needs to be forwarded to the target ENodeB, due to the fact that the switch of the transport will normally only be triggered when the handover is confirmed in the target ENodeB. Thus the target ENodeB can not determine which SNs it should allocate for IP packets received directly from the aGW. The IP packets for which a transmission has already been attempted will be forwarded as well, and should thus be received anyway before IP packets that have never been transmitted to the UE before.
Some error cases that need to be covered are:
· Case of loss of one PDCP PDU/SDU on X2:
This can be covered by a rule in the UE as shown below where e.g. all PDU/SDUs with a lower PDCP SN than the currently received PDCP SN are transmitted to higher layers, even if not all PDCP SNs have been received. Because the target ENodeB can only send PDCP PDUs with PDCP SNs in increasing order there will not be a problem.
· Case that the latest PDCP SN for which a transmission has been attempted does not correspond to the latest received PDCP SN in the UE:
· Target ENodeB implementation:

· if the PDCP PDU has not been received before a timer has expired the ENodeB can remove the SN of the received packet and send it out of order or

· discard the PDCP PDU in this particular case

· Standard:
· Send systematically the highest SN from the source to the target such that the target is aware of the highest PDCP SN and can thus know whether there is a reason to wait for the reception of the highest PDCP SN.
UE behaviour
With these assumptions our understanding is that the UE should at each reception of a PDCP PDU including a sequence number process all PDCP PDUs with a lower PDCP SN than the one that it has received from the target ENodeB, even if not all PDCP SNs with a lower SN have been received, and all further PDCP PDUs that have been received in sequence. For the rare case that the expected PDCP SN is not received from the target ENodeB a timer might be started to trigger the flushing of the buffer. The normal PDCP behaviour could then be adopted again once that a PDCP SN is received that is higher than the highest PDCP SN received before the handover. 
Conclusion

We propose to discuss the proposed assumptions on a reasonable network behaviour and the above proposal on the PDCP re-ordering function in the DL and to capture agreeable parts in the stage 3 procedure.
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1) S-ENodeB at handover required (X2) (step 1)


2) S-ENodeB at handover command (Uu) (step 3)
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3) S-ENodeB at start of data forwarding (step 9)


1


2


3


4


5


6


7


8


9


10


11


4) UE after synchronisation to the target cell (step 4)



