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1 Introduction

During the second LTE RRC conference call, a starting point for the security configuration IEs was agreed. This contribution tries to analyse further the security configuration in the main scenarios.
2 Starting Point
This section captures the list of parameters considered as a starting point as a result of CC-2.

6.3.8
Security configuration

Covering AS integrity protection (CP) and AS ciphering (CP, UP).

The following table provides a first high level overview of the RRC parameters for Security configuration.
	Function
	Parameter
	Act
	Comment

	Integrity Protection
	Integrity Protection algorithm
	
	

	
	Activation Time (FFS)
	
	

	
	RRC Connection Counter (FFS)
	
	Initial value

	
	FRESH (FFS)
	
	

	Ciphering
	Ciphering algorithm
	
	RRC and UP

	
	Activation Time (FFS)
	
	

	
	RRC Connection Counter (FFS)
	
	Initial value

	Integrity protection validation
	Integrity check info of RRC message
	
	UL and DL

	Counter re-syncrhonisation
	RRC Connection Counter (FFS)
	
	


The presence of the IE Integrity check info of RRC message is directly linked to the current localisation of the Integrity Protection founction in RRC. It is not a parameter used to configure security and will therefore not be discussed below.
The RRC Connection Counter is understood to have a Key Life Management function so it is proposed to make some renaming and to consider the following table as the overall list of security configuration IEs. 
	Function
	Parameter
	Act
	Comment

	Integrity Protection
	Integrity Protection algorithm
	
	RRC

	
	Activation Time (FFS)
	
	

	
	Initialisation value (FFS)
	
	

	
	FRESH (FFS)
	
	

	Ciphering
	Ciphering algorithm
	
	RRC and UP

	
	Activation Time (FFS)
	
	

	
	Initialisation value (FFS)
	
	

	Key Life Management
	RRC Connection Counter (FFS)
	
	


3 Message content in various scenario
This section goes into more detail into the exact security IE that needs to be exchanged for each scenario.
3.1 Scenario#1: First RB Setup
Scenario#1A Following attach – start of security
	Direction
	Function
	Parameter
	Act
	Comment

	DL
	
	
	
	

	
	Integrity Protection
	Integrity Protection algorithm
	
	

	
	
	FRESH
	
	

	
	Ciphering – RRC and UP
	Ciphering algorithm
	
	

	
	Key life management
	RRC connection counter (FFS)
	
	

	UL
	
	
	
	

	
	-
	
	
	


Scenario#1B Transition from RRC Idle to Active

· Algorithms negotiation under another eNB could lead to the need to change the algorithm. Therefore the IP and Ciphering algorithms are listed below as optional IEs.
	Direction
	Function
	Parameter
	Act
	Comment

	DL
	
	
	
	

	
	Integrity Protection
	Integrity Protection algorithm
	
	OP

	
	
	FRESH
	
	

	
	Ciphering – RRC and UP
	Ciphering algorithm
	
	OP

	
	Key life management
	RRC connection counter (FFS)
	
	

	UL
	
	
	
	

	
	-
	
	
	


3.2 Scenario#2: Subsequent RB Setup (security already started)

Scenario#2A RB (FFS)
For this scenario, according to our understanding, it has not been decided yet, how the COUNT-C for ciphering is going to be initialised (see open points below).
Two options could be envisaged:

 Scenario#2A RB – option 1
Initial value of the COUNT-C is either 0 for new RB-ID under the same RRC connection counter. But then the handling of the setup of a RB with a RB-ID already used has to be discussed and is FFS. With this option, no security information requires to be exchanged for the RB setup.
	Direction
	Function
	Parameter
	Act
	Comment

	
	-
	
	
	


Scenario#2A RB – option 2
Initial value of the COUNT-C would be computed by the network and provided to the UE in the DL. It is forseen that the UE would do some checking on the value provided.
	Direction
	Function
	Parameter
	Act
	Comment

	DL
	
	
	
	

	
	Ciphering –UP
	Initialisation value (FFS)
	
	


Scenario#2B SRB – Not Allowed
It is assumed that this scenario is not allowed.
3.3 Scenario#3: Mobility within LTE (security already started)
In the following section, the following working assumption has been taken:

· Neither ciphering activation time nor integrity protection activation times are required. 
· A FRESH is used for integrity. The FRESH is generated by the eNB. In case of eNB to eNB HO, the target eNB is supposed to generate a new FRESH value. Nevertheless, this assumption needs to be checked with SA3 (see open points below).
Scenario#3A eNB to eNB Handover with no Security Change
	Direction
	Function
	Parameter
	Act
	Comment

	DL
	
	
	
	

	
	Integrity Protection
	
	
	

	
	
	FRESH
	
	

	UL
	
	
	
	

	
	-
	
	
	


Scenario#3B eNB to eNB Handover with Security Change – Algorithms
	Direction
	Function
	Parameter
	Act
	Comment

	DL
	
	
	
	

	
	Integrity Protection
	Integrity Protection algorithm
	
	

	
	
	FRESH
	
	

	
	Ciphering – RRC and UP
	Ciphering algorithm
	
	

	UL
	
	
	
	

	
	-
	
	
	


Scenario#3C eNB to eNB Handover with Security Change – ENB Keys (FFS)
This section considers the scenario where New KeNBs keys are be generated by target eNB but they are considered as “old” from a keylife point of view (COUNT-I/C maintained). This scenario should be considered FFS as it is related to the area of change keys during HO which is FFS.
	Direction
	Function
	Parameter
	Act
	Comment

	DL
	
	
	
	

	
	Integrity Protection
	FRESH
	
	

	UL
	
	
	
	

	
	-
	
	
	


3.4 Scenario#4: Change of Keys with no Mobility
It is assumed that this scenario is not allowed as it will be done by transition to idle mode.

4 Conclusion
It is proposed to discuss the various scenarios and in particular to decide the desired behaviour for subsequent RB setup (scenario #2A).
Open points:

· SA3 opinion on the handling of FRESH for integrity protection

· COUNT-C initialisation during subsequent RB setup (scenario #2A)
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