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1. Introduction

In RAN2#57-bis meeting at Malta, security aspect for LTE was discussed as described in [1]. Based on this document, a list of working assumption from SA3 for LTE security aspect was described as follow:

· USIM can be used for LTE access.

· No need to support SIM for LTE access.

· Secure key conversion will be needed during inter-RAT handover.

· Minimum latency for handover should be supported. Thus, immediate re-authentication during handover will not be possible.

· Re-authenticate the UE should be short enough after the handover when PLMN ID is different.

· Continuous ciphering and integrity is considers to be essential for both inter-RAT handover and intra-RAT handover.   

In current SA3 TR [4], two security algorithms was agreed to be supported in LTE. The security algorithm selection for LTE is Snow3G algorithm used for UEA2/UIA2 and Kasumi algorithm used for UEA1/UIA1. 

In current RAN2 perspective, it is still unclear how security context information is being handled in LTE system. The intention of this document is to list the possible security functionality for RRC, NAS and u-plane upon received security context information. Based on the security information transmitted via dedicated control messages, explain and verify the need of these security context information adopt in the security functions using different procedures.

2. Discussion
In current UMTS, security is setup and notify from network to UE via Security Mode Command message. In LTE system, security aspect is required to be adopted in RRC layer, NAS layer and U-plane for data same as UMTS.  

Based on current RAN2 perspective, the following aspect for LTE security was agreed:

· Ciphering for RRC and U-plane is done in PDCP;
· Different set of security key is used in RRC and U-plane;
· COUNT-C value can be shared among different radio bearer; 
· Considered radio bearer is an input for ciphering calculation.
For security algorithm aspect, SA3 did not see any big reason to use exactly the same set of algorithms for LTE as for UMTS. SA3 do not believe that selecting different algorithms for LTE will have a big impact the RAN2 specifications. Having this understanding, SA3 has intended to adopt two set of ciphering/integrity algorithms for LTE access: 

1) Snow3G algorithm used for UEA2/UIA2
2) Kasumi algorithm used for UEA1/UIA1
Due to new security functionality is expected and different security context information is adopted in LTE as compare to UMTS, the usage of security functionality and security context information should be considered. To further elaborate, the following procedures could be used for discussion:
· Call Setup Procedure

· Intra-E-UTRAN Handover Procedure
· Inter-RAT Handover Procedure

Note: This document only focus on LTE and HO from LTE to UMTS .
2.1. Call Setup procedure
As stated in Annex.2 of the RAN2 TS [2], NAS security context information (e.g. security key) is maintain in RRC_IDLE. Hence, after UE has performed attach procedure; both MME and UE should maintain a valid set of NAS security context information. During call setup procedure, RRC&U-plane security is required to be activated in both UE and eNB. The security context information consists of:
· RRC&U-plane security key

· Security Capability information (i.e. Security Algorithm)

· Sequence number for RRC&U-plane security key

Note: RRC&U-plane: Assume RRC and U-plane adopted the same security algorithm. 

RRC&U-plane security Key

In RAN2 TS, RRC&U-plane security key for eNB shall be generated directly by MME(NAS). For UE(RRC&U-plane) security key as stated in [2], two approach of generating RRC&U-plane security key was stated. Having this understanding, RRC&U-plane security key could be further considered: 
· The RRC&U-plane key are reused after UE goes to LTE_IDLE
· Pros: No requirement to generate RRC&U-plane security key upon call setup procedure. 

· Cons: Increase complexity for UE implementation since security parameters (e.g. HFN) need to be maintained by UE.
· The RRC&U-plane key are generated from last RRC&U-plane key
· Pros: No security parameters (e.g. HFN) need to be maintained by UE since these parameters can be reset.
· Cons: Increase complexity for UE implementation since UE need to derive the key by itself.
Security Capability information (i.e. Security Algorithm)

It is not clear could this security capability information be the same and adopted among RRC, NAS and U-plane. If assuming that security capability information is same, the following should be clarified:
· For UE security capability, 

· Can MME(NAS) provide the security capability information to eNB(RRC) and signal to UE?

· For network security capability, 

· Can UE(RRC) shall obtain the security capability information from UE capability list and signal to network? 

However, before that, the decision of whether security capability information could be same or not among RRC, NAS and U-plane is not RAN2 scope but SA3 should be the best position to make that decision. Hence, it will be a good approach for RAN2 to seek SA3 for further clarification on this aspect.

Sequence number (SN) for RRC&U-plane security

To assure SN synchronization between UE and eNB, SN information exchange between UE and eNB should be supported (as supported in Security Mode Command in UMTS). 

In current RAN2 perspective, it is a common understanding that MME(NAS) should perform authentication with the UE during call setup procedure. UE is required to provide NAS info (e.g. NAS integrity information) to MME via eNB using RRC Connection Request message. To further illustrate this aspect, a sequence flow for call setup procedure was shown in Figure 1 below.
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Figure 1: Security Establishment during Call Setup procedure
2.2. Intra-E-UTRAN Handover procedure

Based on security functionality aspect, RRC security handling for intra-E-UTRAN Handover procedure was discussed in [3]. The pros and cons of each solution for RRC security handling was summaries as follow: 
· Solution 1: Start based solution

Pros: 
· Similar mechanism is adopt as in UMTS

Cons: 
· Delay due to explicit signaling involve in maintaining START value
· Multiple source of HFN synchronization
· FRESH value requirement
· Solution 2: Multi-counter based solution

Pros: 
· Loss of SN synchronization is trivial since SN overflow event is separate from handover and state transition events
Cons: 
· Required to maintain multiple counters synchronization for this scheme
· Solution 3: Function based solution

Pros: 
· Loss of SN synchronization is trivial since SN overflow event is separate from handover and state transition events 
· No additional counter is required 
· Difficult to track back to original RRC key 

Cons: 
· UE need to support different functions
· Solution 4: Unified function based solution

Pros: 
· One common function is adopt for state transition and handover
Cons: 
· Dependency on C-RNTI would be undesirable since same C-RNTI may be used when UE back to the same cell
Key generation function should support low latency for mobility aspect (solution like 2, 3 and 4). 
For UE context transfer in intra-E-UTRAN handover case, this aspect should be considered among the above 4 solutions. Assuming PDCP SN is maintained during handover, the following UE contexts that needs to be transferred in each respective RRC security handling solution is:

· Solution 1: START value, RRC security key and U-plane security key

· Solution 2: State transition counter, RRC security key and U-plane security key

· Solution 3: RRC security key and U-plane security key

· Solution 4: RRC security key and U-plane security key
Based on the level of complexity for handling UE context transfer during handover, it is reasonable to realize that solution 3 and 4 seem a better approach than solution 1 and 2.

2.3. Inter-RAT Handover procedure
As stated in [1], the following aspect should be considered for inter-RAT handover case:
· Security key conversion may be needed during inter-RAT handover procedure

· Security algorithm adopt for UMTS (i.e. UEA1/UIA1) is different from LTE system (i.e. UEA2/UIA2)

Security key conversion may be needed during inter-RAT handover procedure

This security requirement was agreed in SA3. Thus, security key conversion function should be supported in relevant procedures for LTE system. 

Security algorithm adopt for UMTS (i.e. UEA1/UIA1) is different from LTE system (i.e. UEA2/UIA2)

For this aspect, selection of security algorithm and adopt by the UE should be provided from the target system to UE during inter-RAT handover procedure. Since continuous ciphering and integrity protection is essential for inter-RAT handover procedure as stated in [1], the security algorithm adopt for the target system should be made known to UE before handover procedure. Having this understanding, security algorithm information can be included in HO Command message. To further illustrate this aspect on security algorithm information, a sequence flow for inter-RAT handover procedure from LTE system to UMTS was shown in Figure 2 below.
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Figure 2: Inter-RAT Handover procedure (LTE to UMTS)
2.4. Security Key Conversion procedure
For this aspect, several proposals related to security key conversion was considered to be adopted for call setup procedure, intra-LTE handover procedure and inter-RAT handover procedure. However, it seems that only key generation function will be the solution which can be adopted in these three procedures. Therefore, key generation function seems to be the better choice to be adopted in LTE. Consider different inputs to be used in each procedure and to reduce the complexity level for UE implementation, the algorithm adopt by the UE for the key generation function should be the same among these three procedures. 

3. Conclusion

In this contribution, we discussed on the usage of security context information and security functionality to be supported in LTE. Based on this aspect, we proposed RAN2 to adopt the following as the working assumption for security aspect:

Call Setup Procedure

· Re-used or Generated of RRC&U-plane security key should be supported during call setup establishment. 

· SN synchronization should be supported between eNB and UE.

· UE(NAS) integrity information should be signal to eNB upon call setup establishment. 

Intra-E-UTRAN Handover Procedure

· Key generation function should support low latency for mobility aspect (solution like 2, 3 and 4). 
· From UE context transfer point of view, solution 3 and 4 seem better.

Inter-RAT Handover Procedure

· Security algorithm for target RAT should be send from network to UE via dedicated control message (i.e. HO Command).
We also proposed RAN2 to adopt the following:

· One common key generation functionality should be adopted by the UE for call setup, intra-E-UTRAN and inter-RAT procedures if different inputs for the algorithm used in each procedure for the key generation function is supported.
· Further clarify with SA3 on whether security capability information among RRC, NAS and U-plane could be same or not.
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