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1
Introduction
In RAN2#58, a new UE state for MBMS reception, referred to as MBMS_RRC_CONNECTED, was agreed and included into the Stage 2 [1]. This paper points out some issues identified with this new state.
2
Agreed properties of MBMS_RRC_CONNECTED
For convenience, we repeat here what was agreed regarding UE states for MBMS reception.
15.3.4
MBMS Reception States

UEs that are receiving MTCH transmissions without taking part in an MBMS feedback mechanism can be in RRC_IDLE or RRC_CONNECTED state, the state being defined solely by its non-MBMS status. 

UEs that are receiving MTCH transmissions and are taking part in at least one MBMS feedback scheme will be in RRC_CONNECTED state (UE also has Unicast services active) or MBMS_RRC_CONNECTED state (UE does not have Unicast service active)..
The MBMS_RRC_CONNECTED state has the following characteristics:

-
There is no S1 connection for the UE,

-
The UE has a C-RNTI

-
The UE can make measurement reports.

-
The RRC connection does not survive cell change,

-
There is no handover preparation, the UE performs cell change. It is FFS whether the target cell can be informed prior to a UE’s cell change in order to enable a faster availability of the MBMS service in the target cell,

For UEs that are in RRC_CONNECTED state, normal mobility procedures apply. In this case, the transfer of MBMS information in the UE context on X2 interface is TBD.
3
Security considerations
Because there is no S1 connection and hence no UE-specific security context in this new state, the identity of any UE entering that state or transmitting any signalling message in that state cannot be verified. As a result, a malicious UE can hinder the operation of the network in different ways, e.g.:
1. Reserve C-RNTI and uplink feedback resources for arbitrarily many UEs that do not exist. The end result of this may be limited to the cell switching off the feedback and using more radio-inefficient parameters for transmission.
2. Send fake measurement reports under other UEs’ C-RNTI, with the aim of having neighbour cells unncecessarily join the user-plane multicast group and activate the transmission of a service and, possibly, also having the current cell release the C-RNTIs of the other UEs. The latter would cause a disruption in those other UEs’ ability to provide feedback and request retransmissions.
4
Performance of cell change when target cell is not yet transmitting the service
We consider the case where a UE receiving a service in a cell changes to a cell not yet transmitting that service. In the current agreement quoted in Section 2, it is “FFS whether the target cell can be informed prior to a UE’s cell change in order to enable a faster availability of the MBMS service in the target cell”.
Proposal: Remove this FFS. 

We see early notification of the target cell as crucial in avoiding excessive interruption time (i.e. such that would prevent seamless service continuity) at such cell change.
We assume that such a prior notification is triggered by a UE measurement report. The transmission of a measurement report is not possible in RRC_IDLE state, whereas it is possible in MBMS_RRC_CONNECTED (and RRC_CONNECTED) state. According to the current agreement, MBMS_RRC_CONNECTED state only applies to UEs taking part in an MBMS feedback scheme.
Assumption 1: Because of limited C-RNTI and uplink resources, it is not possible to always have all UEs receiving a service in a cell take part in a feedback scheme.

This assumption implies that according to current agreement, when there is a large number of UEs receiving a service in a cell, the majority if not all of them are in RRC_IDLE state by default. In order to transmit a measurement report to prepare a cell change, such a UE will then have to transit to MBMS_RRC_CONNECTED or RRC_CONNECTED state by Random Access procedure – the implications of this to the dimensioning of RACH should be understood. In the context of the current agreement, it is unclear whether the former case will be allowed by the feedback policy applied; in any case it is prone to the security problem of type 2 pointed out above. The latter case involves establishing a connection to the MME, which is against the motivation behind the new MBMS_RRC_CONNECTED state, that no signalling to core network should be needed at each cell change.
For reasons pointed out above, we propose to reconsider the currently stated restriction that only UEs taking part in a feedback scheme may be in MBMS_RRC_CONNECTED state. Another motivation – not related to cell change – is that relaxing this restriction would simplify the situation where a UE switches its reception between services with different popularity and hence possibly different feedback states.
5
Conclusion
We considered some issues with the new MBMS_RRC_CONNECTED state related to security and mobility.

We propose to
1. Remove from the characterization of the MBMS_RRC_CONNECTED state the “FFS” on “whether the target cell can be informed prior to a UE’s cell change in order to enable a faster availability of the MBMS service in the target cell”
2. Discuss whether Assumption 1 is valid and what the implications are, and whether MBMS_RRC_CONNECTED state could also apply to UEs not taking part in a feedback scheme..
3. Discuss the security problems identified in Section 3 and conclude on whether RAN2 sees them as critical..
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