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1
Introduction
At the RAN2/RAN3/SA2 joint meeting in St.Louis, a package proposal on the SAE/LTE architectural principles has been agreed [3]. As part of the package, ciphering of the user plan was moved together with PDCP down to the eNB. Moving ciphering to the eNB naturally raises the question whether it should be kept as a part of the PDCP sublayer or - similarly as in UTRAN - included in RLC/MAC sublayers.

In addition, it has been agreed that upon handover, the source eNB should selectively forward all downlink SDUs that have not been acknowledged by the UE to the target eNB, and discard any remaining downlink segments. In the uplink, the source eNB should forward all successfully received uplink SDUs to the SAE Gateway and discard any remaining uplink segments. In addition, the PDCP layer in both the UE and SAE Gateway would take care of possible reordering and duplicate detection [1] [2]. As highlighted in [4], when moving PDCP to the eNB, these agreements need to be revisited as there is no PDCP layer in an upper node to take care of reordering and duplication avoidance [3].
Based on discussions which took place at RAN WG2 meeting #57bis, this contribution proposes a way forward in order to conclude the Stage 2 aspects of ciphering and user plane data handling at handover.
2
User plane data handling at handover
Moving PDCP to the eNB should not change how E-UTRAN was agreed to provide mobility. The HO requirements should not be relaxed and inter-eNB mobility should remain as efficient: the HO procedure should be lossless, it should not duplicate SDUs, it should provide in-sequence delivery of SDUs and only SDUs that have not been acknowledged are forwarded [1] [5]. This has been described as Solution 2 [6] and requires that:

-
At HO in the downlink, unacknowledged PDCP SDUs remaining in the TX buffer of the source eNB are forwarded to the target eNB. In the uplink, the UE does not flush such SDUs from its TX buffer;
- 
At HO, SDUs awaiting earlier ones in the RX buffer of the source eNB are forwarded to the target eNB. Similarly the UE does not flush such SDUs from its RX buffer when moving to the target eNB;
-
A PDCP SN is required and maintained at HO;

3
Location of ciphering

During the discussion that took place at RAN WG2 meeting #57bis, it became apparent that the choice of ciphering location is mainly motivated by implementation. While some implementations favour ciphering at PDCP, some others prefer having it a RLC. As a way forward, a hybrid solution was put forward:

-
RLC reuses PDCP SN instead of having a SN of its own;

-
When segmentation occurs, an offset is used (similarly as in IP datagrams).

With the hybrid solution, the specification would not constrain implementation and even though ciphering would be described as being part of PDCP, it could be implemented in RLC if one wished to do so.

Compared to the existing agreement [1], by reusing the PDCP SN at RLC, the hybrid solution decreases the overhead, especially when segmentation does not occur (e.g. for VoIP). Compared to a scheme where an RLC SN would be used instead of an offset, the hybrid solution also decreases the overhead when segmentation does not occur, and increases it slightly when segmentation occurs. Also the hybrid solution allows a straightforward handling of the resegmentation thanks to the offset.
Table 1: Overhead - A rough Estimation
	SN
	Stage 2
	Ciphering at RLC
	Hybrid Approach

	PDCP
	16 bits
	8 bits
	16 bits

	RLC
	16 bits
	16 bits
	11 bits offset

	Total
	32 bits
	24 bits
	16 – 27


4
Conclusion
A way forward for user plane data handling at handover and ciphering location has been proposed. It allows ciphering to be implemented both in RLC and PDCP, reduces the overhead compared to the existing agreement and does not impair mobility. A corresponding update to the Stage 2 is given below.
Beginning of Text Proposal

6
Layer 2

Layer 2 is split into the following sublayers: Medium Access Control (MAC), Radio Link Control (RLC) and Packet Data Convergence Protocol (PDCP). 

This subclause gives a high level description of the Layer 2 sub-layers in terms of services and functions. The two figures below depict the PDCP/RLC/MAC architecture for downlink and uplink, where:

-
Service Access Points (SAP) for peer-to-peer communication are marked with circles at the interface between sublayers. The SAP between the physical layer and the MAC sublayer provides the transport channels. The SAPs between the MAC sublayer and the RLC sublayer provide the logical channels.

-
The multiplexing of several logical channels (i.e. radio bearers) on the same transport channel (i.e. transport block) is performed by the MAC sublayer;

-
In both uplink and downlink, only one transport block is generated per TTI in the non-MIMO case.
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Figure 6-1: Layer 2 Structure for DL
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Figure 6-2: Layer 2 Structure for UL


Next Modified Section
6.2.2
PDU Structure

Figure 6.2.2 below depicts the RLC PDU structure where:

-
The PDU sequence number carried by the RLC header is equivalent to the SDU sequence number (i.e. PDCP sequence number);
-
When segmentation occurs, an offset is used together with the sequence number of the RLC SDU, to indicate the position of the first octet of the segment within the original SDU;
-
A red dotted line indicates the occurrence of segmentation;

-
Because segmentation only occurs when needed and concatenation is done in sequence, the content of an RLC PDU can generally be described by the following relations: 

-
{0; 1} last segment of SDUi + [0; n] complete SDUs + {0; 1} first segment of SDUi+n+1 ; or

-
1 segment of SDUi .
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Figure 6.2.2: RLC PDU Structure

Next Modified Section
6.3.1
Services and Functions

The main services and functions of the PDCP sublayer include:

-
Header compression and decompression: ROHC only;

-
Transfer of user data: transmission of user data means that PDCP receives PDCP SDU from the NAS and forwards it to the RLC layer and vice versa;

-
Reordering of the downlink RLC SDUs at least during inter-eNB mobility;

-
Reordering of the uplink RLC SDUs at least during inter-eNB mobility;


-
Duplicate detection of lower layer SDUs;

-
Ciphering of user plane data;


NOTE:
When compared to UTRAN, the lossless DL RLC PDU size change is not required.

Next Modified Section
10.1.2.3
Data forwarding

Upon handover, the source eNB forwards all downlink PDCP SDUs that have not been acknowledged by the UE to the target eNB. The decision of which SDUs to forward can be based for example on RLC status reports or HARQ feedback information depending on eNB implementation. The source eNB discards any remaining downlink RLC PDUs. The target eNB re-transmits and prioritize all downlink PDCP SDUs forwarded by the source eNB as soon as it obtains them. Correspondingly, the source eNB does not forward the downlink RLC context to the target eNB. 

Re-ordering of downlink RLC SDUs during handover is based on a continuous PDCP SN and is provided by the re-ordering function at the UE PDCP layer, which can be activated at least during inter-eNB mobility. 

Upon handover, the source eNB forwards uplink PDCP SDUs successfully received in-sequence to the SAE Gateway, forwards uplink PDCP SDUs received out-of-sequence to the target eNB and discards any remaining uplink RLC PDUs. The UE re-transmits the uplink PDCP SDUs that have not been successfully received by the source eNB. Correspondingly, the source eNB does not forward the uplink RLC context to the target eNB. 
Re-ordering of uplink PDCP SDUs during handover is based on a continuous SN and is provided by the re-ordering function at the target eNB PDCP layer, which can be activated at least during inter-eNB mobility. 
End of Text Proposal
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