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1. Introduction
SA3 thanks RAN2 for their incoming LS on security requirements on the eNodeB and RAN3 for their interest in the notion of tamper resistance.
The answers and assumptions provided below are only provisional. SA3 supplies them from its adhoc meeting. SA3 will confirm answers and assumptions conveyed in this LS, and provide further information as necessary, at the SA3#47 meeting (22 - 25 May 2007, Tallinn, Estonia).
2. Discussion and answers
Q1: clarify the security requirements on the eNode B.

A1: The attached contribution (S3-070256) captures SA3’s first attempt to define security requirements for eNodeB. SA3 realizes that there is a need to improve the definition of secure environment in S3-070256. 
SA3 agreed at its SA3#46b adhoc meeting on the following guideline: security requirements for eNodeB shall not focus on any specific implementation technology in order to allow for future evolution in security technology. As an example of a secure environment the radio interface encryption and S1 interface encryption could be integrated on the same Integrated Circuit, but SA3 do not expect to mandate such solutions.
Q2: Is SA3 considering different security requirements for small (e.g. femto- or pico) eNB and macro eNB? 
A2: SA3 aims for a single set of high level security requirements for all types of eNodeB. However, SA3 recognizes that different deployment environments dictate that different security solutions are needed to meet these requirements. SA3 has not yet agreed whether the requirements on the solutions for different deployment environments will be documented by 3GPP. 
Q3: What is meant with “tamper resistance” and “secure vault”, respectively? 
A3: Attached contribution (S3-070286) captures SA3’s first attempt to define tamper-resistance. The term secure vault does not have a widely accepted definition - SA3's use of the term is synonymous with its use of the term secure environment. The use of the terms secure vault and secure environment do not at this stage imply any particular type of solution.

3. Actions:

To RAN WG2 and RAN WG3

ACTION: 
SA WG3 kindly asks RAN WG2 and RAN WG3 to take into account answers conveyed in this LS. 
4. Dates of Next SA WG3 Meetings:

SA WG3#47
22 - 25 May 2007   

Tallinn, Estonia
SA WG3#48
10 - 13 Jul 2007   

<TBD>
