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1. Overall Description

Following the decision to move the termination of the PDCP to eNode B, a discussion has started in RAN2 on whether the ciphering and deciphering should be done in PDCP or RLC sublayer.

During the discussion it has become apparent that for some companies their preferred choice of the sublayer for ciphering has a strong connection to the security requirements of the eNode B. 

It is understood from S3-070153 that some kind of security and/or protection is required in the eNB site and that the these mechanisms could include Tamper resistance; Tamper detection; Platform security: Backhaul link security (especially encryption of user plane data from the eNodeB to the core network) and Physical security. However, it is not clear what is the requirement on the eNB and what exactly is implied by various mechanisms such as “Tamper resistance”.

To better understand the impacts of the ciphering location, RAN2 would like to ask SA3 to 

Q1: clarify the security requirements on the eNode B.

In addition RAN2 is interested in knowing the answer to the following question:
Q2: Is SA3 considering different security requirements for small (e.g. femto- or pico) eNB and macro eNB?
Q3: What is meant with “tamper resistance” and “secure vault”, respectively?
2. Actions:
RAN2 would kindly ask SA3 to provide answers to questions Q1 through Q3 above. An answer by Thursday March 29th would be highly appreciated. 
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