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1. Introduction

In [1] it is proposed to move the PDCP entity from the UPE to the eNB. In this contribution we propose that ciphering be a part of RLC (as currently done in UTRA) instead of being a separate PDCP function.

This proposal is motivated by both overhead and complexity reduction as explained in the discussion section.
2. Discussion
The existing LTE/SAE working assumption places the encryption and header compression functions into the Core Network node UPE. 

A discussion about changing this working assumption so that the encryption and header compression functions would be located at the eNB allows reconsidering whether it makes sense to perform the encryption of user data at PDCP layer or at RLC layer.
In the following two subsections we describe two aspects for which it would be beneficial to perform the ciphering function within RLC.

2.1. Sequence number and Crypto sync

When the encryption is done at PDCP layer a PDCP sequence number needs to be added to provide the crypto synch. RLC has also its own set of sequence numbers for RLC-PDU retransmissions and reordering as well as for RLC-SDU reassembly.

Since both the PDCP and RLC sequence numbers need to be designed to avoid ambiguity over an eNB-UE RTT (i.e. to avoid that SN wrap around), it is natural to observe that if the encryption unit is the RLC PDU, the RLC SN would give the same level of protection as the PDCP SN. It follows that defining a PDCP SN is redundant if ciphering is performed in the eNB.

The current working assumption of the PDCP sequence number is 1 or 2 octets (i.e. 1 octet for VoIP type of traffic and 2 octets for higher bandwidth applications). This results in 1 or 2 octet of additional overhead for each IP datagram carried over the LTE air interface. If the encryption unit is the RLC PDU, this additional PDCP sequence number would not be needed which results into a 1 octet capacity savings per VoIP traffic (i..e ~5% of the VoIP payload).

It should be noted that this overhead reduction is available for both the UL and DL, resulting as well in a link budget gain for the UL.

2.2. Segmenting ciphered packets
UE LTE protocol stack implementation consists of hardware and software based blocks. Hardware is used to implement computationally heavy but straightforward tasks, such as physical layer and HARQ operations. Higher layer protocols, such as RLC and PDCP containing in-band control signalling, different modes of operation and more complicated operational logic is typically implemented by software. 

When the LTE/SAE bitrates are in the range of several hundreds of megabits per second the encryption and decryption function implementation by software become impractical.

Figure 2 shows typical UE implementation in two cases:

· If the encryption is done per PDCP PDU
· Alternative possibility where encryption is done per RLC PDU
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Figure 1: Illustration of typical UE implementations for DL data reception depending on whether the user data encryption is done per PDCP PDU (current working assumption) or per RLC PDU
Under the current working assumption the received and processed uplink MAC PDU is delivered from UE internal Layer 1/HARQ hardware, via the UE internal data-bus, to the software based RLC entity. When the complete PDCP PDU is assembled by RLC, the PDCP PDU is forwarded to the software based PDCP entity.

In order to support fast bitrates, the decryption algorithm is typically implemented with hardware accelerators and thus the PDCP payload has to be sent via the same UE internal data-bus back to hardware processor and after decryption of data returned, again via the same UE internal data-bus, to the PDCP entity.
This operation adds extra delay to the decryption process due to the extra movement of data over the UE internal data bus which has to be (over-)dimensioned accordingly.

Another possibility to perform this task is to (over-)dimension the HW buffers to be able to contain an all RLC segments until they are reassembled. Since the DL HARQ of LTE is asynchronous the only way to predict how much buffering is required is to allow a full reordering window. Using HSDPA as a guide, this would mean that 32 MAC PDUs may need to be buffered. This represents a buffering requirement multiplied by 32. Even if the value 32 was over dimensioned in HSDPA, it is reasonable that 10 MAC PDUs may now need to be buffered.
If instead the encryption unit is the RLC PDU the decryption operation could be performed as the last operation before the received DL RLC PDU leaves the hardware area as illustrated in the right-most figure. In this architecture the data would cross the data-bus only once. This type of operation would be enabled only if the encryption function is performed in the RLC.
3. Conclusion

In this contribution we proposed that the ciphering function be performed in the RLC entity instead of PDCP.
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