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1 Introduction
In the joint RAN2/RAN3/SA2 session in St Louis (February, 2007) it was decided to move the network PDCP entity from the UPE to the eNB. Based on that decision, it has been decided that the placement of the ciphering functionality in the protocol stack shall be re-considered.

A mail discussion on the topic has taken place on the RAN2 reflector ‎[1].  

Below, we motivate our preference and provide a corresponding text proposal for the Stage 2 description. 
2 Discussion 
Two alternatives for the placement of the ciphering functionality exist: It can be placed either in the PDCP or the RLC layer.

It is our preference to place the ciphering in the RLC layer, i.e., RLC PDUs shall be ciphered with RLC PDU SNs as ciphering input. That preference is coupled to our preferred mobility handling proposals ‎[2]

 REF _Ref161729909 \r \h 
‎[3].
Most arguments have been exchanged in the e-mail discussion. Our decision to support the “ciphering in RLC” alternative has been based on those arguments and considering our views on priorities of the different issues.
The main arguments supporting our decision are reduced overhead and simplified signal processing.

Also, note that the RLC ciphering functionality can be re-used for control plane signalling as well.

3 Conclusion

We propose to locate the ciphering functionality in the RLC layer. The ciphering shall be based on RLC PDU SNs.

This approach is also captured in the Stage 2 text proposal below.
------------------------------------------< Text proposal >-------------------------------------------------------------------‘

6 Layer 2
<Update of Figures 6-1 and 6-2: Security moved to RLC>

6.2
RLC Sublayer

This subclause provides an overview on services, functions and PDU structure provided by the RLC sublayer. Note that:

-
The reliability of RLC is configurable: some radio bearers may tolerate rare losses (e.g. TCP traffic);

-
Radio Bearers are not characterized by a fixed sized data unit (e.g. a fixed sized RLC PDU).

6.2.1
Services and Functions

The main services and functions of the RLC sublayer include:

-
Transfer of upper layer PDUs supporting AM or UM;

-
TM data transfer;

-
Error Correction through ARQ (CRC check provided by the physical layer, in other words no CRC needed at RLC level);

-
Segmentation according to the size of the TB: only if an RLC SDU does not fit entirely into the TB then the RLC SDU is segmented into variable sized RLC PDUs, which do not include any padding;

-
Re-segmentation of PDUs that need to be retransmitted: if a retransmitted PDU does not fit entirely into the new TB used for retransmission then the RLC PDU is re-segmented;

-
The number of re-segmentation is not limited;

-
Concatenation of SDUs for the same radio bearer;
-
Ciphering of User and Control Plane data;
-
In-sequence delivery of upper layer PDUs except at HO in the uplink;

-
Duplicate Detection;

-
Protocol error detection and recovery;

-
Flow Control between eNB and UE (FFS);

-
SDU discard;

-
Reset.
[…]

6.3.1
Services and Functions

The main services and functions of the PDCP sublayer include:

-
Header compression and decompression: ROHC only;

-
Transfer of user data: transmission of user data means that PDCP receives PDCP SDU from the NAS and forwards it to the RLC layer and vice versa;

-
Reordering of the downlink RLC SDUs at least during inter-eNB mobility;

-
In-sequence delivery of upper layer PDUs at HO in the uplink (FFS);

-
Duplicate detection of lower layer SDUs;



NOTE:
When compared to UTRAN, the lossless DL RLC PDU size change is not required.
------------------------------------------< Text proposal >------------------------------------------------------------------- 
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