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1 Introduction

In this contribution we look in more detail at how eNB security can be handled. Note that due to the LTE architecture change, this now includes: RRC ciphering/integrity as well as user plane ciphering.

As goals/requirements for any solution, in addition to providing a “secure solution” we assume te following applies:

1) Robust

- 
e.g. reducing as much as possible potential misalignments between UE and network on HFN understanding;
2) Meet agreements

- 
Any solution should be in line with agreements made so far e.g. the current agreement in LTE is that different eNB’s will use a common key for RRC security;
3)
 Efficient

· Any solution should introduce as limited signalling as possible while not delaying the usage of ciphering/integrity;

We have assumed that the two main scenarios to consider, for which an efficient security solution should be available, are the LTE_IDLE to LTE_ACTIVE transition, and the handover. In this contribution we look at the LTE_IDLE -> LTE_ACTIVE transition.
2 UMTS
In UMTS, we have one START value per domain provided by the UE, which is used to initialize the HFN for each UL/DL radio bearer. Starting from that value, the SN/HFN will just increment per RLC PDU
.  

This until a new “synchronization moment” appears (e.g. RLC re-establishment after radio link failure or SRNS relocation) in which case the UE provides a new START and the same initialization is followed again.

When new keys are provided, the START will be initialized to zero.

So summarizing the UMTS approach, one can say only one counter-value is used to initialize the HFN’s, which is re-synchronised at certain occasions, during which the UE provides a new START value.

In order to prevend that an intruder can replay older packets, the network provides a FRESH which should also be considered during integrity protection.

3 Security at LTE_IDLE-> LTE_ACTIVE
A possible LTE_IDLE -> LTE_ACTIVE signalling sequence is shown in figure 1.
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Figure 1: LTE_IDLE->LTE_ACTIVE: assume sequence
3.1. Handling of RRC Connection Req/Initial UE Msg
When going from LTE_IDLE ->LTE_ACTIVE, the eNB should trigger as soon as possible the notification to the aGW (“INITIAL UE MESSAGE” in figure 1”). The information that is required for enabling the eNB to sent the INITIAL UE MESSAGE can potentially be contained in one MAC PDU (in Msg3), or be delivered by several separate HARQ transmissions. In the rest of this contribution, we will just refer to this collected information required for triggering the INITIAL UE MESSAGE as “Msg3”.

At (A), the eNB is not able to verify the origin of the msg3, since the eNB does not have any context for this UE yet.

The first point where msg3 can be authenticated (e.g. Integrity protection) is at point (D). Alternatively the message could be verified at point (E). However verifying the authenticity only at point (E) would mean that the aGW would have to take all actions as if the verification went successfull, while only later being informed that anyway the authenticity check failed. So therefore it seems logical to handle Msg3 with a NAS security  mechanism (if security is considered required) and perform the check at point (D).
The discussion on how this NAS security should work should probably be left to CT1/SA3.

Note:

However hereby some remarks:

· In UMTS the first UL NAS message is not protected by RRC ciphering or RRC integrity protection;

· In NAS today, some messages (e.g. ATTACH REQUEST, ROUTING AREA UPDATE REQUEST) do contain the possibility to include a “P-TMSI signature”. This IE can be used to authenticate the UE. A similar mechanism could be used in LTE. If more protection is considered preferable, also messages like a SERVICE REQUEST could be extended with a “P-TMSI signature”.
· An alternative approach, at least while moving inside LTE, would be to handle this NAS security more like URA_PCH state: comparing the location of NAS security, with the location of RRC security in UMTS, the situation is very similar to coming out of URA_PCH state and moving to e.g. CELL_DCH for transmitting a SERVICE REQUEST. In the UMTS case, the security was based on a 4 bit RRC SN.  Taking a similar approach here would mean that we would need a 4 bit NAS related security number and a MAC-I in msg3 for these cases.

Proposal 1: 
When going from LTE_IDLE->LTE_ACTIVE, the first UL message can be authenticated based on NAS security. The detailed mechanism is FFS, but if some form of authenticity needs to be confirmed it could e.g. be based on the usage of a TMSI-signature or an integrity verification.
3.2. From what message does RRC security start ?
After having handled Msg3 with NAS security still security for RRC signalling will have to be started, both ciphering and integrity protection. More specifically we need to make sure that both UE and network have the same understanding of the HFN part of the full RRC sequence number.

Looking at figure 1, it should be clear that Msg4, the contention resolution message, will not be ciphered/integrity protected unless it is sent by the eNB after having received the UE context from the MME.

So the first message that could potentially be ciphered/integrity protected is actually the RADIO CONNECTION SETUP in DL, and the RADIO CONNECTION SETUP COMPLETE in UL. It seems quite important to provide security for the RADIO CONNECTION SETUP: this is the first message by which the UE can verify the authenticity of the network nodes. This message might also include extensive functionality, including a C-RNTI reallocation for which it seems important to have security ensured.
Proposal 2: 
RRC security (ciphering and integrity) should be enabled from the RADIO CONNECTION SETUP message.
From that moment all, ciphering and integrity shall be used for all RRC messages, and all user plane traffic shall be ciphered.
3.3. How to achieve HFN synchronisation

In order to achieve HFN synchronisation, two types of mechanisms can be considered:

1) Both network and UE determine a START value which they locally use for HFN initialisation. As long as both peers determine the same START value, security will work fine.

2) One side determines the START value and informs the other peer about the determined value.

Both solution 1) and 2) are used in UTRAN today: Normally solution 2) is used, but in some unavoidable cases (SRB2 at SRNS relocation), mechanism 1) is used.

Mechanism 1 is aways more “risky” than mechanism2. Therefore we propose that mechanism 2 should be adopted for LTE.
It seems relatively straightforward to have the RRC CONNECTION SETUP include a START value which UE and network should use as HFN initialisation for all RRC related radio bearers. The eNB would receive the START value from the MME.
Proposal 3: 
In an unciphered part of the RADIO CONNECTION SETUP message, the network will inform the UE about the START value that should be used for HFN initialisation of RRC RB’s. This START value will be provided by the aGW to the eNB.
One could wonder how the MME can determine the START value ? Several possibilities exist for this:

· In line with ref [1], the MME could just jump the START value with a large fixed amount at every RRC connection establishment. The amount should be selected large enough so that it will never be exceeded during the lifetime of an RRC connection.
· This “brute force” mechanism could potentially be further enhanced by feedback from the eNB to the MME on what HFN values were actually used (e.g. periodically, or when going to LTE_IDLE). The need for this type of enhancement can be studied further.
Note that this proposed approach requires storing of a previously used / to be used START value in the network. This value should also remain stored when the UE is in other RAT’s.

One could wonder whether a solution based on the MME performing quite large HFN increments without knowing exactly up to where the used HFN has progressed on the current RRC connection, would result in a need for frequent authentication because of an HFN wrap-around being near:
· currently the key-stream generator is initialised with a 64 bits register;

· if we assume that 5 bits are needed for RB-Id, and 1 for direction, still 58 bits are remaining
· if we assume that it is sufficient to be able to establish 64000 RRC connections with one key, 16 bits START initialisation is required. The traffic model used in [2] assumed 17 RRC connection establishments per busy hour per UE. 
As a result, we can work with 1 keyset during 156 days.  The remaining concern is to check whether the remaining number of bits (42 bits) would be sufficient for any RRC connection duration.  Let’s assume:

· a UE is able to get an average download speed of 25Mbps during long periods of time
· the average packet size is 100 bytes (probably more towards 500 but anyway) = 800 bits
· so per second we are going to send:  30k packets, per hour: 112million. 

Even at these very large traffic loads, with 42 bits we could handle 39628 hours of RRC connection (4.5 years).Still as a safety margin, we could specify that the eNB shall bring the UE to LTE_IDLE whenever HFN wrap around is eminent.

3.4. Mutual authentication

Since it is the network that provides the new START value, if the UE is able to provide correctly integrity protected RRC messages with the indicated START value, UE authenticity can be verified.
However the proposed mechanism so far provides no possibility for the UE to verify network authenticity: i.e. a fake network might be performing a replay attack. Therefore it is important that the UE verifies that the provided START value is not used before.
Proposal 4: 
The UE compares the received START(Nwk) value in the RRC CONNECTION SETUP with a locally stored START(UE) value. This locally stored START(UE) contains the highest used HFN so far by the UE in UL and DL. Only if START(Nwk) is higher than START(UE), the UE will continue with succesfull establishment of the Radio Connection.
3.5. Security algorithms
One last aspect that should be addressed is how the UE and eNB can agree on which security algorithm to use. The easiest seems to be that the aGW informs the eNB about the algorithms supported by the UE (based on earlier exchanged UE capabilities), and the eNB decides then, based on the UE capabilities and its own capabilities, which algorithms should be used.
The selected ciphering /integrity protection algorithms shall also be sent in an unciphered part of the RADIO CONNECTION SETUP.

Proposal 5: 
In an unciphered part of the RADIO CONNECTION SETUP message, the network will inform the UE about the selected ciphering and integrity algorithms.
4 Conclusion
RAN2 is requested to discuss and as far as possible agree on the following proposals:
Proposal 1: 
When going from LTE_IDLE->LTE_ACTIVE, the first UL message can be authenticated based on NAS security. The detailed mechanism is FFS, but could e.g. be based on the usage of a TMSI-signature or an integrity verification.

Proposal 2: 
RRC security (ciphering and integrity) should be enabled from the RADIO CONNECTION SETUP message.
From that moment all, ciphering and integrity shall be used for all RRC messages, and all user plane traffic shall be ciphered.
Proposal 3: 
In an unciphered part of the RADIO CONNECTION SETUP message, the network will inform the UE about the START value that should be used for HFN initialisation of RRC RB’s. This START value will be provided by the aGW to the eNB.
Proposal 4: 
The UE compares the received START(Nwk) value in the RRC CONNECTION SETUP with a locally stored START(UE) value. This locally stored START(UE) contains the highest used HFN so far by the UE in UL and DL. Only if START(Nwk) is higher than START(UE), the UE will continue with succesfull establishment of the Radio Connection.

Proposal 5: 
In an unciphered part of the RADIO CONNECTION SETUP message, the network will inform the UE about the selected ciphering and integrity algorithms.
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� Only considering RLC UM/AM.
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