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1 Introduction

As agreed at RAN2#56bis in Sorrento, RAN2 continued the discussions about RRC security handling. This document summarises the email discussion Point 11 which was held after RAN2#56bis. 
2 RRC security handling proposals
It was assumed and confirmed at RAN2#56bis that: "A sequence number will be used as input to the ciphering and integrity protection of RRC. A given sequence number must only be used once for a given RRC key (except for identical re-transmission). The same sequence number can be used for both ciphering and integrity protection."

In order to fulfill this RRC security assumption, some information related to an existing RRC key need to be maintained to enable resuming use of the same RRC security in another cell, without compromising security due to re-use of RRC key and/or sequence number. Three solutions were outlined in R2-070044:

1. START based solution
2. Multi-counter based solution
3. Function based solution

Short descriptions are provided in Annex A.1 through A3. 

R2-070044 identified some drawbacks with the START based solution (i.e. solution 1), e.g:
· need for UE to maintain a START value and transmit in on UL at every state transition;
· multiple independent sources for increment of HFN which may complicate keeping it synchronized between eNBs and the UE;
· need for FRESH value to protect against replay attacks.

The Multi-counter and Function based solutions (i.e. solutions 2 and 3, respectively) were presented to avoid these issues and, hence, simplify security management. The Function based solution can also protect against tracing back to the original RRC key if a subsequent RRC key gets compromised.

During the email discussion a fourth proposal was made:
4. Unified function based solution with UE temporary identity binding,

a short description of which is provided in Annex A.4. Also solution 4 was described to avoid the drawbacks of the START solution listed above.
3 Summary of discussion
The goal of the discussion was to better understand the benefits and drawbacks of the different solutions from e.g. feasibility, complexity, resource efficiency and security points of view and try to find an agreeable way forward. The discussions are summarised by topic/issue in this section.
3.4 C-RNTI for key generation

With respect to solution 4, concerns were raised that the key dependency on C-RNTI would be undesirable from a security point of view since a UE returning to a cell could get the same C-RNTI as it had the last time unless the eNB keeps a history of used C-RNTIs for UE having visited a cell. Such history is currently not agreed to be kept. It was replied that a single bit of difference in the C-RNTI would be sufficient for the key derivation and that, in case the C-RNTI is 32 bits long and randomly enough chosen, it should be good enough. Proponent did not believe a small probability of getting the same C-RNTI would matter. Further clarification has been requested. 

It was explained that during idle to active transitions, with solution 4, the key hierarchy is bound to a new S-TMSI and would be decoupled from previous keys similar to solution 3, but without need for counter synchronization.
3.5 Counter synchronisation

Regarding the need for counter synchronisation it was asked how counters would be synchronised at state transition and whether that would introduce extra delay for solutions 2 and 3. Concern was also raised that such a synchronisation would lead to need for an additional IE in RA message 3. It was explained that since solutions 2 and 3 separate SN overflow events from mobility and state transition events, loss of synchronisation is less likely than with current schemes. It was also explained that as the overhead of synchronising counters 1 (solution 2 and 3) and 2 (only solution 2) appears small, one may consider synchronising them as a safety measure. At state transitions in particular only counter 1 would be considered for synchronisation, a synchronisation which is not believed to be a source of added delay since security context would anyway need to be passed down to the eNB before RRC security can be enabled. It was clarified that, unlike current solutions, any synchronisation would be done in DL so no extra IE in RA message 3 would be needed. It was commented that some form of ACK of a synchronisation might be needed before RRC security can be assumed to have been enabled, not clear at which level though.

3.6 Keys
Regarding the use of same or different RRC keys in different eNBs for the same UE, it was asked whether some of the proposals discussed do not go against current SA3 agreement of using same key. It was commented that separating the keys would improve security and that SA3 agreed that same keys could be used to avoid complexity and get more freedom in handling the keys. Using separate keys could, however, avoid the HFN+SN and other synchronisation issues. Another comment was that SA3 concern with respect to rekeying was related to performance. In that sense the point is not "the key must be the same", but "potentially slow procedures must not be on the critical path". It was also said that SA3 has discussed a possibility to derive a new key for the handover specifically, pass that as part of the security context, and allow the target to rekey at its leisure. This was explained to limit the scope of a broken key significantly, seem similar in spirit to solutions 3 and 4, and seem to meet the SA3 restrictions on this point. 

It was noted that SA3’s 33.821 read:
"So, at this stage there is no convincing argument that separate keys have significant benefit, but SA3 would like to reserve the right to continue study on it. It is understood that RAN still needs to go forward with the Handover, architecture and it was decided that RAN should be given the go ahead on common keys. "

3.7 Handover considerations

It was asked whether solutions 2 and 3 would introduce complexity in case of HO failure. It was replied that in case of HO, the UE would either go back to the source cell or go to IDLE. In the former case both UE and eNB would have a common understanding of the security state and in the latter case an idle to active transition would be performed and common key state be restored so there should be no ambiguities or special handling needed. It was commented that even if no signalling would be required, extra procedures not needed with other solutions would consititure extra complexity. Handlig of forward HO was also mentioned, but was noted to be outside the scope of current considerations.

It was also commented that while incrementing counter2 at HO might introduce somewhat of a risk in case the UE and network have a different understanding on successful /unsuccessful handovers, it is not clear that there is really a problem to solve at HO. It was asked whether the solutions used by RRC today at SRNS relocation would ever break or be inefficient?

3.8 Security aspects

It was questioned whether solution 3 would provide improved security or would be motivated just for the simplification of the protocol. It was clarified that solution 3 would be more secure than current mechanisms since the base RRC key is stored in the MME and the derived key used in the eNB is replaced at every state transition. Solution 3 was claimed to also provide “backward security”; i.e. data transmitted and potentially recorded in previous cells would remain secure even if the eNB key is compromised.

It was commented that solution 3 consists of two parts, i.e. key modification at state transition and key modification at HO, and that key modification at state transition, which appear to be what provides the security benefit, could be used also with solution 1. It was replied that this would give part of the security benefits of solution 3, but would not seem to address the protocol issues of solution 1.

Solution 4 was explained to provide the same security benefits as solution 3, but also “forward security”. It was further explained that cryptographical key separation may beome handy in case we get user plane ciphering termination in the eNB. It was commented that unlike with solution 3, the AKA keying material is available in and passed around among eNBs. There is, hence, concern that if the other inputs to the key derivation would be known by an attacker, security might not be improved. 
3.9 Security assessment by SA3

It was proposed that SA3 should be consulted for evaluation of the security aspects and possibility of defining the functions F&G, while discussions in RAN2 continue. 
4 Conclusion
It appears that RRC security handling need further discussion and possibly some clarifications from SA3. It is proposed to continue the discussion, e.g. at RAN2#57, and consider sending an LS to SA3 for more information on various issues brought up during the discussion.
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Annex A – Description of solutions
A.1 START based solution

In UTRAN this problem is solved by using a START value stored in the UE/USIM, which contains information on where the HFN should start when the UE returns to active transmission. The rest of the sequence number bits (which are sent over the radio) are all set to zero. The HFN is incremented whenever the shorter sequence number rolls over (overflow counter).

A similar mechanism could be applied for SAE / LTE.

1. The UE sends up a START value to the eNode B when it enters LTE_ACTIVE. This START value is higher than the latest used (HFN).
2. The CN sends down the RRC key to the eNode B.
3. The eNode B and UE initiates the HFN (MSB of the security sequence number) to the START value.
4. During handover the RRC keys and the HFN is forwarded to the target system. Potentially could the forwarded HFN be incremented in order to avoid that the target use a sequence number that has been used before.
5. The target eNode B starts using the new HFN setting all sequence number bits to zero.
6. The UE is informed in the handover command about the latest HFN in order to make sure the sequence number for security is synchronized.
A.2 Multi-counter based solution

Given the drawbacks with the START based solution it should be considered to use an alternative solution in LTE where the Sequence Number Rollover Events is separated from Mobility Events (handovers, state transitions). A solution could be envisioned where there are 3 different counters which all provide input to the RRC security algorithm. One overflow counter for the sequence number (Counter3) and one handover counter (Counter2) both managed in RAN (and only maintained in LTE_ACTIVE) and one state transition counter (Counter1) managed by the CN (maintained in LTE_IDLE). The counters would be hierarchical, i.e. when the state transition counter is incremented the handover and overflow counters are re-set to zero, and when the handover counter is incremented the overflow counter is re-set to zero.

For every state transition Counter1 is incremented in the CN and UE, the current value of this counter is provided to the RAN with the RRC keys (Step 1). Counter2 and Counter3 are re-set to zero (Step 2). Counter3 is similar to the HFN and is incremented every time the short sequence number (sent over the air) rolls over. Counter3 is re-set during handover when Counter2 is increment (Step 3). In this solution it would be technically possible increment Counter 1 and Counter 2 implicitly in the UE, however since the overhead of synchronizing these counter at state transition and handover is probably quite small, it could still be worth synchronizing the counters in order to completely avoid the risk that the terminal and network looses synchronization.

The advantage with this solution is that no START value need to be maintained in the UE and transmitted to the eNode B during the IDLE to ACTIVE state transition and the sequence number synchronization at handover is trivial. In addition no FRESH parameter is needed since both the network and UE will be aware of the latest counter values.

A.3 Function-based solution

If it is desired to avoid additional counters in the RRC ciphering / integrity protection algorithm it would be possible to realize the effect of the state transition and handover counter by instead performing a function F(…) in the CN/UE on the RRC key at every state transition and then perform a different function in the RAN/UE on every handover. In such way the RRC key would be new at every mobility event making it possible to re-set the overflow counter (HFN) to zero. An added benefit of this approach (compared to alternative 2) would be to make it difficult to trace back to the original RRC key (used in the CN or source eNode B) if a subsequent RRC key gets compromised (assuming a secure enough “function” is used). 

The CN maintains an RRC key which never leaves the CN and a Counter1 (Step 1). When the UE performs the state transition to LTE_IDLE the CN will send down a new RRC key to the eNode B which is calculated using a function F(…) of the CN RRC key and Counter1 (Step 2). This makes the RRC key used in the RAN unique after every state transition, making it possible to re-set HFN to zero (Step 3). During handover the RRC key is modified using a function G(…) (Step 4). This makes it possible to start with HFN = 0 in the target cell.

The exact cryptographic requirements (e.g properties such as being one-way functions, pseudo-random functions, etc) on F() and G() are for further study
A.4 Function-based solution with UE temporary identifier binding
This unified and simple alternative consists of a function that takes UE's C-RNTI, eNB identity, and AKA based keying material and gives RRC protection keys. It suits for handovers, state transitions, and initial attachment, e.g. the same function for all cases (including error cases). 

The assumption is that the C-RNTI is different between state transitions and handovers, which results as different RRC keys. It allows setting the HFN and SN to any random number (e.g. as a result of function with parameters already known for both UE and eNB). There is no need for FRESH for replay protection as the C-RNTI is selected by the network. Thus, the RRC keys can be created when C-RNTI is allocated and there is neither no need to negotiate any security parameters between UE and eNB, nor synchronize/keep track of counters.

Key tracing is possible in case the attacker knows which C-RNTI the UE used and if the AKA based keying material is transferred between eNBs (common keys). However, network may also select to provide eNB specific keys (cryptographically separate keys), which disallows the attacker to track the key hierarchy both forward or backward. Nevertheless, the interface between UE and the network remains the same.
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