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Introduction

This paper discusses an issue of HFN synchronization during SRNS relocation if a pending activation time of Integrity protection exists and the IE “Integrity protection mode info” is not present in the RRC message triggering the SRNS relocation. 

Background

To modify the integrity protection configuration, the UTRAN sends a SECURITY MODE COMMAND message on SRB2 using the new integrity protection configuration including the IE “RRC message sequence number” as the downlink activation time of the new integrity protection configuration for each signalling radio bearer. When the activation time is reached, the new integrity protection configuration will be applied for the corresponding signalling radio bearer. 

Accoridng to current specification [1], for each signalling radio bearer except RB0 the UE shall set the uplink activation time for the new integrity protection configuration to the next RRC SN. And for RB0, it is set to a value at least N302 plus 2 ahead to allow uplink message transmission on RB0 during the Security Mode Control procedure. But after the completion of this procedure, the UL RRC message SN of RB 0 shall be set to a value so that the new integrity protection configuration shall be applied at the next RRC message. Thus, there should be no uplink pending activation time for integrity protection after the Security Mode Control procedure. 
But the situation of downlink pending activation time for integrity protection may exist as we can see from the IE “Downlink RRC Message sequence number” included in the SRNS RELOCATION INFO message sent from source RNC to target RNC when preparing for an SRNS relocation. The Semantics description of this IE says: “For each SRB, this IE corresponds to the last value used or in the case activation time was not reached for a configuration the value equals (activation time -1)”. 

The description implies that the pending activation time of integrity protection may exist when the SRNS relocation is triggered. And setting this IE to (activation time –1) means the new integrity protection configuration will be applied at the next RRC message sent on the corresponding SRB after the completion of SRNS relocation.
When triggering an SRNS relocation, the Source RNC may include the IE “Integrity protection mode info” in the RRC message to modify the integrity protection algorithm. If the pending activation time of integrity protection exists and the IE “Integrity protection mode info” is included in the RRC message triggering SRNS relocation, we have the following statements quoted from section 8.6.3.5.2 in RRC Spec [1] (Integrity Protection Re-configuration for SRNS Relocation and handover from GERAN Iu mode):

[…]

2>
for the downlink, for each signalling radio bearer, if for the signalling radio bearer, a security configuration triggered by a previous SECURITY MODE COMMAND has not yet been applied, due to the activation time for the signalling radio bearer not having been reached:

3>
set "Down link RRC Message sequence number" for this signalling radio bearer in the variable INTEGRITY_PROTECTION_INFO to (activation time -1), where the activation time is the corresponding activation time for this signalling radio bearer; 
3>
if the previous SECURITY MODE COMMAND was received due to new keys being received:

4>
consider the new integrity protection configuration to include the received new keys. 

3>
else if the previous SECURITY MODE COMMAND caused a change in LATEST_CONFIGURED_CN_DOMAIN:

4>
consider the new Integrity Protection configuration to include the keys associated with the LATEST_CONFIGURED_CN_DOMAIN associated with the previously received SECURITY MODE COMMAND.
[…]

The highlighted text means if the activation time for a new integrity configuration has not been reached at the time of SRNS relocation, the UE shall advance the IE “Downlink RRC Message sequence number” to (activation time –1) in the variable INTEGRITY_PROTECTION_INFO. There is no similar action for the situation where the pending activation time of Integrity protection exists and the IE “Integrity protection mode info” is not present in the RRC message triggering the SRNS relocation as can be seen from section 8.6.3.5 in RRC Spec [1] (Integrity protection mode info):

[…]

If the IE "Integrity protection mode info" is not present, the UE shall:

1>
not change the integrity protection configuration.
If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

1>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to TRUE;

1>
perform the actions in accordance with subclauses 8.6.3.5.1, 8.6.3.5.2 and 8.6.3.5.3.

[…]

Problem description

Without the similar action to advance the IE “Downlink RRC Message sequence number” in the variable INTEGRITY_PROTECTION_INFO to (activation time –1) for the situation mentioned above, we may encounter the following problem.

Let’s consider the scenario below:

First, the Security Mode Control procedure is performed to modify the integrity protection (IP) configuration. Before the downlink IP activation time has been reached for SRBn (other than SRB2), SRNS relocation procedure is triggered. And the IE “Integrity protection mode info” is not present in the RRC message triggering the SRNS relocation.

The above scenario can be illustrated in the following figure showing the simplified procedures.
Detailed description of the flow:
1. Assume the most recently transmitted/received START value for the concerned CN domain right before the Security Mode Control procedure is equal to HFNSMC, which will be used for HFN re-initialisation due to the Security Mode Control procedure when the activation time is reached.
2,3. The Security Mode Control procedure is performed to modify the integrity protection configuration with the Integrity protection activation time for SRBn (other than SRB2) set to 2.

4. SRNS Relocation decision is made in the Source RNC. At this time, assume the last received RRC SN on SRBn in the UE is equal to 14. So the Integrity protection activation time for SRBn has not been reached.

5. SRNS RELOCATION INFO is transmitted from the Source RNC to the Target RNC with DL RRC HFN and SN set to HFNSMC and 1, respectively. Here, SN is set to (activation time –1) due to the pending activation time (14.12.4.2 [1]).



6,7. SRNS Relocation procedure is performed.
8. After the SRNS Relocation, the Target SRNC reinitializes HFN of DL COUNT-I and DL RRC SN for SRBn with HFNSMC and 1 as included in the SRNS RELOCATION INFO (14.12.4.2 [1]). 

9. After SRNS relocation, an RRC message is sent on SRBn from the Target SRNC using the new integrity protection configuration with HFN of COUNT-I and SN set to HFNSMC and 2. The UE receives this message. Since the activation time is reached and the received RRC SN (i.e. 2) is less than the last SN stored in UE (i.e. 14), the HFN is incremented by 1 (i.e. HFNSMC +1) due to SN rollover (8.5.10.1 [1]).

As a result, the two HFNs between UE (i.e. HFNSMC +1) and Target RNS (i.e. HFNSMC) are un-synchronous. All the following RRC messages sent on SRBn from the Target SRNC will be discarded by the UE. This may lead to call drop.

Please be noted that there is no information in the SRNS RELOCATION INFO for the Target RNC to know there is an RRC SN rollover on UE side except for the situation when the next SN equals to zero [2].
Solution Analysis 

Solutions on both UE side and Source RNC side are analyzed below.
Alternative 1. Solution on UE side

An easy way to solve the above problem is to add the similar action i.e. for UE to advance the IE “Down link RRC Message sequence number” for the concerned signalling radio bearer in the variable INTEGRITY_PROTECTION_INFO to (activation time –1) so that the UE will face the same situation as the Target RNC regarding whether the HFN should be incremented or not when it is initialized/re-initialized after SRNS relocation.
For the above scenario, if the UE advances the IE “Down link RRC Message sequence number” to (activation time –1) i.e. 1, there will be no SN rollover on UE side when the next RRC message (with SN = 2) is received from the Target RNC. The HFN will be re-initialized with HFNSMC same as the Target RNC. HFNs on both sides are synchronous.
Alternative 2. Solution on Source RNC side
People may wonder if there is a solution on the Source RNC side for solving this problem. Because of the possibility of message loss, the last DL SN sent by the Source RNC (e.g. 0) may be different from the last DL SN received by the UE (e.g. 15). In this case when the activation time (e.g. 2 in the above scenario) is reached after SRNS relocation, the Source RNC does not know there is an RRC SN rollover detected by the UE. The UE detects the rollover because 2 is lower than 15. Therefore, the Source RNC cannot correctly decide whether the HFN should be incremeneted or not. 

Furthermore, as having been specified in the specification for the other case of the IE “Integrity protection mode info” included in the RRC message triggering SRNS relocation, the solution on UE side is applied here. Even if there may be a solution on Source RNC side for this problem, the Source RNC will need to distinguish between these two cases. This will increase the complexity of the Source RNC.
Conclusion 

If the above problem is confirmed, based on the above analysis the solution on UE side is suggested.

The corresponding CR is attached for reference.
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8.6.3.5
Integrity protection mode info

The IE "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE needs to store at most three different integrity protection configurations (keysets) in total for all signalling radio bearers for all CN domains.

If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

1>
ignore this second attempt to change the integrity protection configuration; and

1>
set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode command" has the value "Start", the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started" and the IE "Integrity protection mode info" was not included in the message SECURITY MODE COMMAND; or

If the IE "Integrity protection mode command" has the value "Start", the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", the IE "Integrity protection mode info" was included in the message SECURITY MODE COMMAND and the IE "Integrity protection algorithm" is not included; or

If the IE "Integrity protection mode command" has the value "Modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not Started"; or

If the IE "Integrity protection mode command" has the value "Start", the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and the IE "Integrity protection mode command info" was included in the message SECURITY MODE COMMAND; or

If the IE "Integrity protection mode command" has the value "Modify" and there does not exist exactly one integrity protection activation time in the IE "Downlink integrity protection activation info" for each established signalling radio bearer included in the IE "Signalling radio bearer information" in the IE "ESTABLISHED_RABS"; or

If the IE "Integrity protection mode command" has the value "Modify", the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and the IE "Integrity protection mode info" was not included in the message SECURITY MODE COMMAND:

the UE shall:

1>
ignore this attempt to change the integrity protection configuration; and

1>
set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is not present, the UE shall:

1>
for the downlink, for each signalling radio bearer, if for the signalling radio bearer, a integrity protection configuration triggered by a previous SECURITY MODE COMMAND has not yet been applied due to the activation time for the signalling radio bearer not having been reached and the current received message includes the IE "Downlink counter synchronisation info" or the current received message is a RADIO BEARER RECONFIGURATION message and includes the IE "New U-RNTI":

2>
set "Downlink RRC Message sequence number" for this signalling radio bearer in the variable INTEGRITY_PROTECTION_INFO to (activation time -1), where the activation time is the corresponding activation time for this signalling radio bearer;
1>
not change the integrity protection configuration.

If the IE "Integrity protection mode info" is present and if the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

1>
set the IE "Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to TRUE;

1>
perform the actions in accordance with subclauses 8.6.3.5.1, 8.6.3.5.2 and 8.6.3.5.3.

8.6.3.5.1
Initialisation of Integrity Protection

The UE shall:

1>
if the IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Not started", and this IE was included in the message SECURITY MODE COMMAND:

2>
initialise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO according to the following:

3>
set the IE "Uplink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO to zero;

3>
do not set the IE "Downlink RRC Message sequence number" in the variable INTEGRITY_PROTECTION_INFO;

3>
set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio bearer in the IE "ESTABLISHED_RABS".

NOTE:
The IEs "Integrity protection activation info" and "RRC Message sequence number"included in the IE "Integrity Check Info" in the transmitted message do not have identical values, but integrity protection is applied from the first transmitted message.

2>
set the IE "Status" in the variable INTEGRITY_PROTECTION_INFO to the value "Started";

2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1 by:

3>
using the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

3>
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40].

2>
start applying the new integrity protection configuration in the downlink for each signalling radio bearer in the IE "ESTABLISHED_RABS" except RB2 at the next received RRC message;

2>
start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from and including the received SECURITY MODE COMMAND message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from and including the transmitted SECURITY MODE COMPLETE message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearers other than RB2 at the uplink activation time included in the IE "Uplink integrity protection activation info".

NOTE:
After Inter-RAT handover to UTRAN, and ciphering was activated in the other RAT, then during the first security mode control procedure following the handover, UE activates integrity protection using the integrity key of the same key set as used in the other RAT (see.subclause 8.3.6.3).
8.6.3.5.2
Integrity Protection Re-configuration for SRNS Relocation and handover from GERAN Iu mode

The UE shall:
1>
if IE "Integrity protection mode command" has the value "start" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and this IE was not included SECURITY MODE COMMAND:

NOTE:
This case is used in SRNS relocation and in handover from GERAN Iu mode.
2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1 by:

3>
using the algorithm (UIA [40]) indicated by the IE "Integrity protection algorithm" contained in the IE "Integrity protection mode info";

NOTE:
If the algorithm indicated by the IE "Integrity protection algorithm" is different from the one currently used by the UE, the UE shall perform the change of the integrity protection algorithm.

3>
using the IE "Integrity protection initialisation number", contained in the IE "Integrity protection mode info" as the value of FRESH [40].

2>
let RBm be the signalling radio bearer where the reconfiguration message was received and let RBn be the signalling radio bearer where the response message is transmitted;

2>
prohibit transmission of RRC messages on all signalling radio bearers in the IE "ESTABLISHED_RABS" except on RB0 and the radio bearer where the response message is transmitted;

2>
for the downlink, for each signalling radio bearer, if for the signalling radio bearer, a security configuration triggered by a previous SECURITY MODE COMMAND has not yet been applied, due to the activation time for the signalling radio bearer not having been reached:

3>
set "Down link RRC Message sequence number" for this signalling radio bearer in the variable INTEGRITY_PROTECTION_INFO to (activation time -1), where the activation time is the corresponding activation time for this signalling radio bearer; 
3>
if the previous SECURITY MODE COMMAND was received due to new keys being received:

4>
consider the new integrity protection configuration to include the received new keys. 

3>
else if the previous SECURITY MODE COMMAND caused a change in LATEST_CONFIGURED_CN_DOMAIN:

4>
consider the new Integrity Protection configuration to include the keys associated with the LATEST_CONFIGURED_CN_DOMAIN associated with the previously received SECURITY MODE COMMAND.
2>
start applying the new integrity protection configuration in the downlink for each signalling radio bearer in the IE "ESTABLISHED_RABS" except RBm at the next received RRC message for the corresponding signalling radio bearer;

2>
start applying the new integrity protection configuration in the downlink for signalling radio bearer RBm from and including the received configuration message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearer RBn from and including the transmitted response message;

2>
start applying the new integrity protection configuration in the uplink for signalling radio bearers other than RBn from the first message onwards.

8.6.3.5.3
Integrity Protection modification in case of new keys or initialisation of signalling connection

The UE shall:
1>
if the IE "Integrity protection mode command" has the value "modify" and the IE "Status" in the variable INTEGRITY_PROTECTION_INFO has the value "Started" and this IE was included in SECURITY MODE COMMAND:

2>
store the (oldest currently used) integrity protection configuration until activation times have elapsed for the new integrity protection configuration to be applied on all signalling radio bearers;

2>
start applying the new integrity protection configuration in the downlink for each signalling radio bearer n, at the first received message with RRC Sequence number greater than or equal to the RRC sequence number indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity protection mode info";

2>
perform integrity protection on the received message, applying the new integrity protection configuration, as described in subclause 8.5.10.1;

3>
if present, use the algorithm indicated by the IE "Integrity protection algorithm" (UIA [40]);

2>
set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the following:

3>
for each established signalling radio bearer, stored in the variable ESTABLISHED_RABS:

4>
select a value of the RRC sequence number at which (activation) time the new integrity protection configuration shall be applied in uplink for that signalling radio bearer according to the following:

5>
for each signalling radio bearer except RB0:

6>
set the activation time for the new integrity protection configuration to the next RRC SN.

4>
for signalling radio bearer RB0:

5>
set the value of the included RRC sequence number to greater than or equal to the current value of the RRC sequence number for signalling radio bearer RB0 in the variable INTEGRITY_PROTECTION_INFO, plus the value of the constant N302 plus two.

4>
prohibit the transmission of RRC messages on all signalling radio bearers, except for RB2, with RRC SN greater than or equal to the value in the "RRC message sequence number list" for the signalling radio bearer in the IE "Uplink integrity protection activation info" of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2>
start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Uplink integrity protection activation info", included in the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2>
start applying the new integrity protection configuration in the uplink at the RRC sequence number for signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration;

2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number, for each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer n in the "RRC message sequence number list" in the IE "Downlink integrity protection activation info";

NOTE:
For signalling radio bearers that have a pending activation time as set for integrity protection by a previous procedure changing the integrity protection configuration, UTRAN should set this value in IE "Downlink integrity protection activation info".

2>
start applying the new integrity protection configuration in the downlink at the RRC sequence number for signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration.
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