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1. Introduction
SA3 thanks RAN3 for the LS (R3-061429) about the Rel-7 study item Future FDD HSPA Evolution which includes consideration of a collapsed architecture option, where some or all RNC functionality is moved to the NodeB. SA3 understands that the collapsed architecture brings improvements into the system performance and cost efficiency while at the same time maintaining backwards compatibility with the legacy HSPA terminals and the core network elements.
2. Discussion
The HSPA UTRAN architecture evolution option with collapsed NodeB and RNC may introduce security threats that are not present in the separate NodeB and RNC architecture option. It is the view of SA3 that the collapsed architecture option could be made secure enough, and the threats can be mitigated by following specific requirements which include implementation of the security functionality in the NodeB. These requirements follow the principles of physical security or platform security or a combination of both. Platform security includes secure (tamper resistant) storage/management of security context (e.g. keys), and deciphering/ciphering executed inside a secure domain. Please refer to the attached document for more information (S3-060654).
While SA3 believes that the collapsed architecture option could be made secure enough, the need to enhance the security of the NodeB in situations where the NodeB is deployed in an untrusted environment will incur an additional cost. At this stage SA3 believes that platform security technology, similar to that which is currently designed for mobile phones and other consumer devices, would provide an adequate level of security. We therefore believe that the cost impact on the NodeB hardware should not be prohibitive. There may also be an increased cost and complexity during provisioning of the NodeB due to the need to provide enhanced protection of the security credentials that would need to be loaded onto the NodeB. Should RAN3 require further information to help in the evaluation of the collapsed architecture option, then SA3 can provide such information.For the specification phase of this HSPA Evolution architecture option, SA3 can co-operate with RAN3 and provide more details of the associated risks and corresponding security requirements.
3. Actions:

To RAN WG3

ACTION: 
SA WG3 kindly asks RAN WG3 to take into account conclusions of this LS. In addition, SA WG3 would like to know if TSG RAN goes forward with this collapsed HSPA Evolution architecture option into the specification phase. Should TSG RAN decide to follow up with this architecture option, SA3 will collaborate with TSG RAN on the specification phase in the area of security.
4. Dates of Next SA WG3 Meetings:

SA WG3#46
13 – 16 Feb 2007

China
SA WG3#47
 15 – 18 May 2007

<TBD>
