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Introduction

Two START value related issues are discussed in this document. The first issue is related to START value calculation, which had been raised in the last RAN2 meeting [1]. Further analysis is presented here. The second one is related to non up-to-date START value handling in the UE. 

Problem descriptions

Problem 1. START value calculation


At the last RAN2 meeting, reference document [1] raised a problem of START value calculation as summarized below:


According to the current formula for START value calculation, it is possible that the current START value (i.e. STARTX) is less than the maximum (i.e. 1048575) and the newly calculated START value (i.e. STARTX') is less than the current START value (i.e. STARTX) due to wrap around of the HFN of a COUNT-C value (i.e. reaching the maximum value and then restarting from 0). If this situation occurs, the START value will remain at the current value and will not reach the maximum value. 

Thus, when the RRC connection is released, the final START value may be less than the THRESHOLD value, especially when the THRESHOLD value is set to the maximum. We had collected the THRESHOLD values of 6 operators (i.e. Orange, 3, CHT, TCC, VIBO, and FET). It was found that these 6 THRESHOLD values were all set to the maximum (i.e. 1048575).


As a result, the UE will not delete the security key set stored in the USIM to trigger the generation of a new key set at next RRC connection as it should. However the START value actually should have reached the maximum value, which unfortunately has not been captured by the final START value.
The above problem was confirmed at the last meeting and further analysis of the "time before wrap around" was requested. As having been pointed out at the last meeting, it may take a long time for the wrap around to occur (e.g. several weeks, even months depending on the data rate and use scenario). But the point is once the wrap around occurs, the obsolete security key set will be re-used for about the same long period of time (several weeks or even months) until next time when the START value reaches the THRESHOLD. And it is very likely that wrap around may occur again. So it may result in malicious re-use of compromised keys for a long time.
Solution: We propose to capture the maximum START value by performing the START value calculation when the MSB20 of COUNT-C or COUNT-I of any radio bearer or signalling radio bearer reaches the maximum value minus 2 (i.e. 1048573). At this time instant, the START value will be equal to the maximum value.

Problem 2. Non up-to-date START value 

During an RRC connection, the UE may be accidentally powered off or the USIM may be removed from the UE. Thus the START value in the USIM will not be updated with the newest value. To detect the non up-to-date START value, the UE sets the START value stored in the USIM to the THRESHOLD for each CN domain after reading the START value from the USIM and including it in the RRC CONNECTION SETUP COMPLETE message sent to the UTRAN [2]. 
If the situation of non up-to-date START value occurs, the START value in the USIM will not correctly reflect the use time of the security key set. And, the same START value may be used for all the HFN initializations/re-initializations during the next RRC connection because the START value will remain at the THRESHOLD.

It is requested by TS 33.102 [3] that the UE shall trigger a new authentication procedure if the current START value in the USIM is not up-to-date. However, since the UE has been accidentally powered off or the USIM has been removed, the normal START value checking to see if it has reached the THRESHOLD value at RRC connection release would not be performed. As a result, there is no security key set deletion to trigger the generation of a new key set for the next RRC connection.
Solution: If the above problem is confirmed, we propose that the UE shall examine the situation of non up-to-date START value after reading the START value from the USIM during the RRC connection establishment. If the non up-to-date START value exists, the UE shall delete the security key set to trigger the generation of a new key set.
Conclusion

It is suggested that RAN2 discusses the above problems and the proposed solutions.

The corresponding CR is attached for reference.
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8.1.3.6
Reception of an RRC CONNECTION SETUP message by the UE

The UE shall compare the value of the IE "Initial UE identity" in the received RRC CONNECTION SETUP message with the value of the variable INITIAL_UE_IDENTITY.

If the values are different, the UE shall:

1>
ignore the rest of the message.

If the values are identical, the UE shall:

2>
if IE "Specification mode" is set to "Preconfiguration" and IE "Preconfiguration mode" is set to "Predefined configuration":

3>
initiate the radio bearer and transport channel configuration in accordance with the predefined parameters identified by the IE "Predefined configuration identity" with the following exception;

4> ignore the IE "RB to setup list" and the IE "Re- establishment timer".

NOTE:
IE above IEs are mandatory to include in IE “Predefined RB configuration” that is included in System Information Block 16 but should be ignored since it is not possible to establish a RAB during RRC connection establishment.

3>
initiate the physical channels in accordance with the received physical channel information elements;

2>
if IE "Specification mode" is set to "Preconfiguration" and IE "Preconfiguration mode" is set to "Default configuration":

3>
initiate the radio bearer and transport channel configuration in accordance with the default parameters identified by the IE "Default configuration mode" and IE "Default configuration identity" with the following exception:

4>
ignore the radio bearers other than signalling radio bearers.

3>
initiate the physical channels in accordance with the received physical channel information elements.

NOTE:
IE "Default configuration mode" specifies whether the FDD or TDD version of the default configuration shall be used.

2>
if IE "Specification mode" is set to "Complete specification":

3>
initiate the radio bearer, transport channel and physical channel configuration in accordance with the received radio bearer, transport channel and physical channel information elements.

1>
clear the variable ESTABLISHMENT_CAUSE;

1>
stop timer T300 or T318, whichever one is running, and act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the following:
2>
if the UE, according to subclause 8.6.3.3, will be in the CELL_FACH state at the conclusion of this procedure:

3>
if the IE "Frequency info" is included:

4>
select a suitable UTRA cell according to [4] on that frequency.

3>
enter UTRA RRC connected mode;
3>
select PRACH according to subclause 8.5.17;

3>
select Secondary CCPCH according to subclause 8.5.19;

3>
ignore the IE "UTRAN DRX cycle length coefficient" and stop using DRX.

1>
if the UE, according to subclause 8.6.3.3, will be in the CELL_DCH state at the conclusion of this procedure:

2>
perform the physical layer synchronisation procedure A as specified in [29] (FDD only);

2>
enter UTRA RRC connected mode.

1>
submit an RRC CONNECTION SETUP COMPLETE message to the lower layers on the uplink DCCH after successful state transition per subclause 8.6.3.3, with the contents set as specified below:

2>
set the IE "RRC transaction identifier" to:

3>
the value of "RRC transaction identifier" in the entry for the RRC CONNECTION SETUP message in the table "Accepted transactions" in the variable TRANSACTIONS; and

3>
clear that entry.

2>
if the USIM or SIM is present:

3>
set the "START" for each CN domain in the IE "START list" in the RRC CONNECTION SETUP COMPLETE message with the corresponding START value that is stored in the USIM [50] if present, or as stored in the UE if the SIM is present; and then

3> if the "START" value, stored in the USIM if present or stored in the UE if the SIM is present, for any CN domain is greater than or equal to the value "THRESHOLD" of the variable START_THRESHOLD; and

3> if the ciphering and integrity keys stored in the USIM if present or the Kc key if the SIM is present for that CN domain still exist;
4>
delete the ciphering and integrity keys stored in the USIM if present or the Kc key if the SIM is present for that CN domain;

4>
inform the deletion of these keys to upper layers.
3>
set the START value stored in the USIM [50] if present, and as stored in the UE if the SIM is present for any CN domain to the value "THRESHOLD" of the variable START_THRESHOLD.

2>
if neither the USIM nor SIM is present:

3>
set the "START" for each CN domain in the IE "START list" in the RRC CONNECTION SETUP COMPLETE message to zero;
3>
set the value of "THRESHOLD" in the variable "START_THRESHOLD" to the default value [40].

2>
retrieve its UTRA UE radio access capability information elements from variable UE_CAPABILITY_REQUESTED; and then

2>
include this in IE "UE radio access capability" and IE "UE radio access capability extension", provided this IE is included in variable UE_CAPABILITY_REQUESTED;

2>
retrieve its inter-RAT-specific UE radio access capability information elements from variable UE_CAPABILITY_REQUESTED; and then

2>
include this in IE "UE system specific capability".
When the RRC CONNECTION SETUP COMPLETE message has been submitted to lower layers for transmission the UE shall:

1>
if the UE has entered CELL_FACH state:

2>
start timer T305 using its initial value if periodical update has been configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in the variable TIMERS_AND_CONSTANTS.

1>
store the contents of the variable UE_CAPABILITY_REQUESTED in the variable UE_CAPABILITY_TRANSFERRED;

1>
initialise variables upon entering UTRA RRC connected mode as specified in subclause 13.4;

1>
consider the procedure to be successful;

And the procedure ends.

[Next modification]
8.5.9
START value calculation

In connected mode, if a security mode command procedure has been successfully completed for a CN domain during the current RRC connection, the START value for that CN domain is calculated as:

Let STARTX = the START value for CN domain 'X' prior to the calculation below:


STARTX' = MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers using the most recently configured CKX and IKX}) + 2.

-
if STARTX'= the maximum value = 1048575 then STARTX = STARTX';

-
if the current STARTX < STARTX' then STARTX = STARTX', otherwise STARTX is unchanged.

NOTE:
Here, "most recently configured" means that if there is more than one key in use for a CN domain, due to non-expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or radio bearers in the calculation of the START X'.

COUNT-C corresponding to non-ciphered radio bearers (i.e. RBs with ciphering status set to "not started") shall not be included in the calculation of the STARTX'. If a radio bearer is released and the radio bearer was ciphered, the values of the COUNT-C at the time the radio bearer is released shall be taken into account in the calculation of the STARTX'.

When the MSB20 of COUNT-C or COUNT-I of any radio bearer or signalling radio bearer using the most recently configured CKX and IKX reaches the maximum value minus 2 (i.e. 1048573), the UE shall perform START value calculation to capture the maximum START value.
If a security mode command procedure has not been successfully completed for a CN domain during the current RRC connection, the UE shall use the latest transmitted START value for this CN domain.
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