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Introduction

There is a mechanism in the current specifications to ensure that a specific security key set is not used for an unlimited period of time, to avoid attacks using compromised keys [1,2]. This contribution discusses a situation where this mechanism will fail and proposes a solution for it.

Background information

Each time an RRC connection is released, the values STARTCS and STARTPS of the radio bearers protected in that RRC connection are compared with the THRESHOLD value, which is set by operator and stored in the USIM. If STARTCS and/or STARTPS have reached the THRESHOLD, the UE marks the START value in the USIM for the corresponding CN domain(s) as invalid by setting the STARTCS and/or STARTPS to the THRESHOLD, deletes the security key set stored in the USIM and sets the key set identifier (KSI) to invalid (i.e. ‘111’). Otherwise, the STARTCS and STARTPS are stored in the USIM.
When the next RRC connection is established, START values are read from the USIM. Then, the generation of a new security key set shall be triggered if STARTCS and/or STARTPS have reached the THRESHOLD for the corresponding CN domain(s).
Problem descriptions

The RRC Specification [2] defines several situations where the UE needs to calculate the START value for HFN synchronization between UE and UTRAN e.g. upon initiation of the initial direct transfer, upon establishment of a new radio bearer, upon release of a radio bearer, upon SRNS relocation, or upon release of RRC connection, etc. 

According to the current formula for START value calculation (ref. to Annex), it is possible that the previous START value (i.e. STARTX) is less than the maximum value (i.e. 1048575) and the newly calculated START value (i.e. STARTX') is less than STARTX due to wrap around of the HFN of the COUNT value (i.e. reaching the maximum value and then restarting from 0). If this situation occurs, the START value will remain at the previous value and will not reach the maximum value. Thus, when the RRC connection is released, the final START value may be less than the THRESHOLD. But actually the START value should have reached the maximum value, which unfortunately has not been captured by the final START value. In this case, the UE will not delete the security key set stored in the USIM and not set the KSI to invalid to trigger the generation of a new security key set at next RRC connection as it should. It will result in malicious re-use of compromised keys and weaken the data link security.
Conclusion

If the above problem is confirmed, we propose a solution to capture the maximum START value by performing the START value calculation when the MSB20 of COUNT-C or COUNT-I of any radio bearer or signalling radio bearer reaches the maximum value minus 2 (i.e. 1048573). At this time instant, the START value will be equal to the maximum value.

The corresponding CR is attached for reference.

Reference:

[1] 3GPP TS 33.102 V6.5.0 (2005-12) 3G Security; Security architecture (Release 6)
[2] 3GPP TS 25.331 V6.11.0 (2006-09) Radio Resource Control (RRC); Protocol Specification (Release 6)
Annex 

8.5.9
START value calculation [2]
In connected mode, if a security mode command procedure has been successfully completed for a CN domain during the current RRC connection, the START value for that CN domain is calculated as:

Let STARTX = the START value for CN domain 'X' prior to the calculation below:


STARTX' = MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers using the most recently configured CKX and IKX}) + 2.

-
if STARTX'= the maximum value = 1048575 then STARTX = STARTX';

-
if the current STARTX < STARTX' then STARTX = STARTX', otherwise STARTX is unchanged.
NOTE:
Here, "most recently configured" means that if there is more than one key in use for a CN domain, due to non-expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or radio bearers in the calculation of the START X'.

COUNT-C corresponding to non-ciphered radio bearers (i.e. RBs with ciphering status set to "not started") shall not be included in the calculation of the STARTX'. If a radio bearer is released and the radio bearer was ciphered, the values of the COUNT-C at the time the radio bearer is released shall be taken into account in the calculation of the STARTX'.

If a security mode command procedure has not been successfully completed for a CN domain during the current RRC connection, the UE shall use the latest transmitted START value for this CN domain.
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8.5.9
START value calculation

In connected mode, if a security mode command procedure has been successfully completed for a CN domain during the current RRC connection, the START value for that CN domain is calculated as:

Let STARTX = the START value for CN domain 'X' prior to the calculation below:


STARTX' = MSB20 ( MAX {COUNT-C, COUNT-I | radio bearers and signalling radio bearers using the most recently configured CKX and IKX}) + 2.

-
if STARTX'= the maximum value = 1048575 then STARTX = STARTX';

-
if the current STARTX < STARTX' then STARTX = STARTX', otherwise STARTX is unchanged.

NOTE:
Here, "most recently configured" means that if there is more than one key in use for a CN domain, due to non-expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or radio bearers in the calculation of the START X'.

COUNT-C corresponding to non-ciphered radio bearers (i.e. RBs with ciphering status set to "not started") shall not be included in the calculation of the STARTX'. If a radio bearer is released and the radio bearer was ciphered, the values of the COUNT-C at the time the radio bearer is released shall be taken into account in the calculation of the STARTX'.

When the MSB20 of COUNT-C or COUNT-I of any radio bearer or signalling radio bearer using the most recently configured CKX and IKX reaches the maximum value minus 2 (i.e. 1048573), the UE shall perform START value calculation to capture the maximum START value.
If a security mode command procedure has not been successfully completed for a CN domain during the current RRC connection, the UE shall use the latest transmitted START value for this CN domain.
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