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1. Text Proposal for the E-UTRAN Stage 2 TS
SA3 has concluded ‎[1] that:

· RRC must be ciphered to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining.

As RAN2 has also declared that, currently, RRC ciphering is not believed to lead to additional complexity ‎[2], it is proposed to capture the current RRC security status in the E-UTRAN Stage 2 TS ‎[3] with the text proposal of Section ‎3.

2. References
[1] R2-062100 (S3-060565), “LS on MAC, RLC and RRC layer security”, SA3
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3. Text Proposal

--- Start of Text Proposal ---

13
Security

13.1
Overview and Principles

13.2
Security termination points

The table below describes the security termination points.

Table 13.2 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	Required and terminated above eNB (NOTE 1)
	Required and terminated above eNB (NOTE 1)

	U-Plane Data
	Required and terminated in aGW (NOTE 2)
	Need is FFS

	RRC Signalling (AS)
	Required and terminated in eNB (NOTE 3)
	Required and terminated in eNB
(NOTE 3)

	MAC Signalling (AS)
	Need is FFS
	Need is FFS

	NOTE 1: “Above eNB” means that the termination point is in either the aGW or above (FFS) and that the activation/deactivation is not controlled by the eNB.

NOTE 2: The protocol stack layer in which the ciphering takes place is FFS. The activation/deactivation of ciphering of the U-Plane is not controlled by the eNB

NOTE 3: Key set for RRC protection cannot be used to derive NAS and user-plane keys.


--- End of Text Proposal ---

