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1. Introduction
RAN2 thanks SA3 for their liaison on User Plane Integrity Protection (S3-060567, R2-062102). In this reply liaison, RAN2 attempts to answer the questions indicated in that liaison.
Q1: Does RAN2 expect any negative effects introduced by the addition of integrity protection codes to each packet (e.g. performance, data throughput,….).

· One obvious negative effect of UP IP is the introduction of additional overhead. 

· RAN2 assumes that if 3GPP would introduce UP IP, still this would not be used in all cases; e.g. for a service like VOIP, the overhead would probably not be acceptable. If UP IP would still have to be used for services with larger packets (for which the MAC overhead is relatively less costly), this probably means that it should be possible to configure the usage of UP IP per SAE bearer. This type of configuration flexibility will introduce additional complexity. 
· Especially RAN2 is concerned that an optional IP might become a feature not implemented in any NW, but necessary to implement in all UEs. This makes testing of IP very complex and should be avoided if possible. 

· Additionally it was not clear for RAN2 what kind of threat SA3 expects to be countered by introducing simultaneous ciphering and integrity protection. There should be a clear security threat to justify the increased complexity.
Q2: Can RAN2 comment on the bit- error characteristics expected at the PDCP layer?

· The BER on PDCP layer will be determined by the residual (undetected) BER at the lower layer layer. This bit error rate will mainly be determined by the size of the used CRC. Most services will require a low BER since packets with errors are normally dropped at the transport layer (e.g. services using TCP or UDP transport). Thus a relatively large CRC will be used in the lower layers (16 bits or more). Therefore RAN2 assumes that in most cases a low BER is applicable.

· Some potential future transport protocols might tolerate a higher BER (e.g. based on the UDP-lite transport protocol). However, RAN2 has not performed any more detailed analysis of how (if necessary) such transport protocols would be supported in LTE.

Q3: Can SA4 comment on the effects of packets drops (due to failed integrity verification), compared to receiving packets containing bit-errors, on the following (not extensive) list of applications especially in situations where the BLER (Block Error Rate) may be higher (e.g. at cell-edges):

a) streaming media (audio, video)

b) conversational (real-time) voice

c) retrieval services (web access, downloads) … 

· In the understanding of RAN2, normally the BER at PDCP level would be so low that additional packet discarding due to UP IP failure should be negligible. 
Based on the above, RAN2 would prefer not to have UP IP if not strictly necessary.

2. Actions:

To 3GPP SA3:

ACTION: 
RAN2 kindly asks SA3 to take the provide answers into account when deciding on the necessity of user plane integrity protection
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