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1. Overall Description:

During RAN2 #53 (8-12 May 2006) RAN2 decided that the E-UTRAN UP ciphering is a function of PDCP. Moreover, PDCP was agreed to also include a function for integrity protection. The intention is to use PDCP also for protecting NAS signalling. Whether the integrity protection function will be used for the UP is FFS. Questions were raised on the order in which integrity protection and ciphering is applied and as to whether the current (UTRAN) algorithms and key-management schemes are appropriate for re-use in E-UTRAN. The currently agreed PDCP architecture is described in the attached text proposal for RAN2’s TR 25.813.
RAN2 would like to ask SA3 for guidance on the following questions:

Q1)
In which order need integrity protection and ciphering be applied? 

Q2)
If integrity protection should be applied before ciphering, should the MAC-I be ciphered?
Q3)
Do the same principles for integrity protection and ciphering used in Rel-6 apply to E-UTRAN or are improvements required? If so, which?

2. Actions:

To SA3 group.

ACTION: 
RAN2 group asks SA3 group to note the current status of the security layer discussions in RAN2 and to provide answers to questions Q1, Q2 and Q3.
3. Date of Next TSG-RAN WG2 Meetings:

TSG-RAN WG2 on LTE

27 – 30 June 2006
Cannes, France.

TSG-RAN WG2 Meeting #54
28 Aug – 01 Sep 2006
Tallinn, Estonia.

TSG-RAN WG2 Meeting #55
6 – 10 November 2006
Riga, Latvia.

