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1. Background
If the current set of algorithms used to protect the UMTS radio interface (UEA1/UIA1) become compromised, then it would take a long time to develop and deploy new algorithms in handsets and networks. To help avoid such delays, 3GPP SA3 started some work to develop a second set of “back-up” algorithms (UEA2/UIA2) and make them available for deployment. The final version of the UEA2/UIA2 algorithm specifications were recently delivered to SA3 by ETSI SAGE. 

The algorithms have been independently reviewed by paid evaluators. However, SA3 has decided not to submit the specifications for approval to SA plenary until the freezing date for 3GPP Release 7 (assumed to be December 2006 at the earliest). This is in response to some requests to make the algorithm specifications available for public review. If any comments to the public review are received before the freezing date of Release 7, then these will be handled by ETSI SAGE. 

In order to introduce the new algorithms, the necessary support needs to be added in various other specifications. At a stage 2 level, changes are needed to the security architecture specification, TS 33.102. At a stage 3 level, changes are needed to the RRC and RANAP specifications, at least. The introduction of the new algorithms will also impact the test specifications. 

Vodafone plans to submit the necessary CR on TS 33.102 to SA3#44 (11-14 July) for approval. To ensure that Release 7 timescales can be met, it would be good if the necessary CRs on the RRC and RANAP specifications were already available at the RAN2 and RAN3 meetings 28 August – 1 September. Once the stage 3 CRs are agreed, it is hoped that the changes to the test specifications could follow soon afterwards.

2. Introduction

In order to ‘prepare the field’ to the introduction of the support for the new security algorithms, Vodafone would like to start the discussion on the specification impacts of the introduction of such a support. 

It is of our understanding, in fact, that the main impacts could not only derive from the support of the new algorithms themselves, but from the potential requirements on the algorithm change.  The analysis of the current specs should be carefully performed in order to avoid the introduction of security bugs with the support of the new security algorithms. 
3. Possible requirements and high level consequences
In order to introduce a new security algorithm in a backward compatible fashion there is the need to have the signalling support for it. The current mechanism of the UE capability, used during RRC connection and SRNS relocation procedures, already provide the support for different security algorithms.  We can therefore conclude that the requirement of pure support of the new algorithm can be easily fulfilled.

It is currently not fully clear to Vodafone which are the exact requirements in terms of different algorithms supported in the network. 
In order to facilitate the rollout of the new algorithm, there might also exist a requirement to be able to change the security algorithm to an UE during a call within UTRAN. The inter RAT case is considered to be already a requirement covered by the current specifications (a part from minor update that could be required for the ‘pure’ signalling support of the new algorithm).   . The reason about that is the following. Let us suppose that an operator has RNCs from different vendors and the roadmap are such that RNCs of vendor A support the new security algorithm at time T0 while the RNCs of vendor B only support it at time T1 greater than T0.  One option is to only enable the new algorithm after RNCs from vendor B have been upgraded. However, from a security point of view, it might be required to enable the new algorithm, even if vendor B’s RNCs do not yet support it. If this is done, then it is required to be able to change the algorithm during a call. In particular, at vendor A’s RNC border the following scenarios can occur:

1. The call continue in a cell under a vendor-B’s DRNC. In this case, thanks to the Iur presence, the SRNC is still the same, and so there is no need of special handling since all the security functions are located in the SRNC only.
2. Due to the absence of Iur, an SRNS relocation with Hard Handover is triggered. In this case the change of the algorithm needs to be performed at the handover phase since the target RNC does not support the new UEA2/UIA2 algorithms. 

3. The call continue in a cell under a vendor-B’s DRNC but after a while an (UE not involved) SRNS relocation is performed since all the links go through the DRNC. In this case the change of the algorithm needs to be performed before the relocation phase since the target RNC does not support the new UEA2/UIA2 algorithms and the UE is not directly involved in the relocation (it is involved only in the last phase, when the switching has already been performed).
All the above cases are possible within a single PLMN.

Finally a possible slightly different scenario could be to enable the algorithm change when moving to an RNC under a different PLMN (i.e. roaming scenario). Regardless the relative importance of this requirement with the respect to the more general one (which is out of the scope of RAN2), it is worth to notice that the scenario 3) above does not exist since the Iur cannot be defined across the PLMN border.
It is considered unacceptable to require that all operators upgrade all their RNCs to the new algorithm before any operator can enable the new algorithm in order to avoid inter-network algorithm change. However, it should be investigated whether it would be acceptable to require that an operator upgrades all their RNCs to the new algorithm before the new algorithm can be enabled in that network in order to avoid intra-network algorithm change.  
4. Initial thoughts about the impacts of the different requirements

In this section we have tried to highlight the first more obvious impacts of the different possible requirements, listed in the previous section, on the current specification.  It should not be considered as a definite analysis.

As far as the specs impacted is concerned only RRC seems to be impacted at the moment from RAN2 point of view. Of course other groups’ specifications need to be updated as well, i.e. RANAP for RAN3. GERAN2 and CT1 should be involved as well to ensure correct support at inter-RAT handover. Of course hereafter we will analyse just the impacts on RRC. 

For the ‘pure’ signalling support of the indication of the new security algorithm to be used, there is the need to expand the current Integrity Protection Algorithm IE  and Ciphering Algorithm IE. Even if currently no spare values seems to be defined on these IEs, backward compatible extensions could be easily added in the Rel.7 version of the RRC. 
More careful analysis seems to be required when considering the support of algorithm change. Even if the concept itself seems to be supported by the spec, it is of Vodafone’s feeling that the scenario is generally not widely implemented in today commercial networks, therefore further assessment on the correctness of the mechanism as defined today would be beneficial. In particular two cases could be identified:
1. The algorithm is changed during a call as a standalone procedure. 
This opportunity seems to be currently banned by the current RRC specification in sections 8.1.12.2.1 and 8.2.2.3.
2. The algorithm is changed during an SRNS relocation procedure. 
This opportunity seems to be currently allowed by the RRC specification through a “UE involved” SRNS relocation. In particular, in the RANAP Source RNC to Target RNC transparent container, the target RNC may pass to the source RNC the RRC RB RECONFIGURATION message, which can contain the new ciphering/integrity protection algorithm to be used. Then the source RNC can send the RB RECONFIGURATION message to the UE and the ciphering configuration change can be completed accordingly.  
A good property of this mechanism is that the source RNC can be completely transparent to the security configuration change. This is particularly important when the call needs to be handed over towards a roaming network, as explained at the end of previous section.
At this point, the only case that does not seem to be covered is the “UE not involved” SRNS relocation case. The main problem with this scenario is that the UE needs to be reconfigured to use the algorithm supported in the target RNC before any transmission occur with to/from the new SRNS.
Looking at the RANAP specs, however, Vodafone thinks that there is a possibility to cope with this scenario. 


[image: image1.emf]UE

Source 

RNC

Target 

RNC

SGSN

1. Relocation Required

3. Relocation Failure

(Requested Ciphering and/or Integrity Protection algorithms not 

supported)

2. Relocation Request

Need for SRNS relocation 

detected

 4. Relocation Preparation Failure 

(

Requested Ciphering and/or Integrity Protection Algorithms not Supported)

RAB Establishment Failure

Need for security configuration 

change due to SRNS relocation 

detected

UE involved SRNS relocation started


Figure 1 – Failure of “UE not involved” SRNS Relocation Procedure followed by a “UE involved” SRNS Relocation Procedure
Considering the signalling flow depicted in Figure 1, the source RNC can trigger the SRNS relocation indicating in the Security algorithms to be used in the Relocation Required RANAP message. This information will be passed by the SGSN to the Target RNC within the Relocation Request message, which, in case of non-support of the specific security algorithm, would reply with a Relocation Resource Allocation Failure message to the SGSN with the cause “Requested Ciphering and/or Integrity Protection algorithms not supported”. Finally the SGSN will inform the Source RNC about that the reason for failure by means of sending a Relocation Preparation Failure with the correct cause (e.g. Requested Ciphering and/or Integrity Protection Algorithms not Supported).
At this point the source RNC is able to detect that a security reconfiguration is needed for the SRNS relocation and therefore a “UE involved” SRNS relocation can be triggered with a combined security algorithm change.

5. Conclusion

With this paper Vodafone would like to kick-off the discussion about the impacts of the introduction of a new security algorithm in the current specs. 

Further Vodafone expects that some additional requirements on top of the ‘pure’ support of the new algorithm in the current signalling could be envisaged; the impacts of these requirements on the RRC specification needs to be carefully assessed in order to avoid the introduction of any security bug in the specifications. In particular on the requirement to be able to change the security algorithm at the RNC border Vodafone believes that a solution is already available as described in the previous section. If RAN2 agrees in its feasibility, RAN3 should be contacted to verify this, and to potentially document the mechanism. should be studied by RAN3.
Finally Vodafone proposes to send a liaison to SA3 in order to request guidance on the detailed requirements regarding the support of the new security algorithm.  In the meantime Vodafone would suggests RAN2 and RAN3 to start looking carefully at the security procedure in order to assess any possible issue could emerge with the support of a new security algorithm in order to de-risk as much as possible its potential future introduction. 
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