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Introduction
RAN2 has been discussing means to carry the NAS messages.  This contribution discusses the nature of the different NAS messages and evaluates the different options to transport the RRC messages.  It also discusses the encryption possibilities for NAS messages.

The contribution does not assume a co-located MME/UPE for purpose of this discussion.

Discussion

The contribution first looks at the different types of NAS messages and then at the encryption possibilities and finally analysis the different options for transporting NAS messages.

The NAS messages

NAS messages can be classified as:

· Tracking Area update messages including first time Attach

· Common MM messages including Authentication and Ciphering request, P-TMSI re-allocation etc.

· Session management messages

· Further, other messages that go through the higher node are the state transition messages associated with the transition from Idle to active

Tracking area update (or registration) messages are sent at initial attach and when an Idle
 UE crosses a tracking area boundary.  The first time Attach needs different attention since it is expected to start the security session and also the default bearer.  The normal tracking area updates are not time critical messages in that they would impact call set up delay and there is no resource reservation required.  

Common MM messages could be sent at any time.  They can be sent either during the transition phase from Idle to Active or at any time during an active session itself.   The messages themselves are transparent to the eNB but there could be an indirect impact.  An example of such an impact is if the keys are changed during the session and if this user key is used to generate the RRC integrity protection key (if needed).    Another example is if any of the RRC identities are derived from the P-TMSI (or extensions of it).

Session management messages:  It is still not clear how these messages will be used in LTE/SAE.   One example message flow captured in the TR23.882 does not use SM messages for QoS modification.  Instead, it uses messaging between the application domain and UE and in the network these messages are likely to go to the UPE from the application domain.  These messages have an impact on eNB since they are associated with changes in resource allocation required.  It is useful to avoid ping-ponging of messages during the resource establishment phase due to resource restrictions in the cell like we have in UMTS today that contribute to the call set up delay.  

Idle to Active transition and Bearer re-establishment messages: These messages are used to re-establish the radio bearers to the UE and between the UPE and eNB.   This could be done using NAS messages (Service Request) as of today but this could result in more messages between the eNB, MME and UPE that add to delay.  Instead, it would be much faster if the signalling is done directly by eNB using eNB to UPE signalling
.    The MME can be updated by the UPE after the establishment of the bearers.

Encryption of the NAS messages:

As per the agreement NAS messages must be encrypted and integrity protected by the aGW (MME or UPE).  This gives two options for encryption of the NAS messages: 

1) In the UPE using the same encryption machine as user plane data.   This can make the system simpler since it allows the possibility to have only one encryption entity. 

2) It can be done in the MME itself: While this introduces multiple encryption instances (one for user plane in UPE and another for signalling in MME), it avoids the need to transport the NAS messages between the UPE and the MME in case the two are not co-located.  Additional hops add delay to all the NAS messages.  Further, if integrity checksum is to be used with NAS messages, then it is best done at the MME itself.  So some security function must be performed at the MME anyway and the additional complexity to encrypt the message should be seen in this context.  Encryption at the MME also provides some flexibility in deciding what information is encrypted.

In general, all NAS messages can be encrypted after security is started.  However Tracking area update messages that should be directed to a different MME (for inter-MME mobility due to geographical coverage restrictions or for optimisation or administrative reasons) need special handling since the new MME may not have keys for decryption and integrity check.  Either all Tracking Area Update messages are not to be encrypted or they must be decrypted by the old MME.  Sending specific messages in the clear like the tracking area update messages will require either a bit in the header to indicate whether the message is Ciphered/Clear.

Transportation of NAS messages:

Depending on the location of encryption of the messages, there are a few possibilities to carry the NAS message.

1) Over user plane transparent to eNB with encryption/decryption in the UPE:
This option is directly related to the option to have encryption of the NAS messages is done in the UPE.  The NAS messages are transported like any other user data and are handled transparently by eNB.

2) Over user plane using separate SAPI in eNB
In this case, the message is carried over the S1 interface to the eNB and additional mechanism must be defined to transport this over the user plane by the eNB.     Encryption/decryption can be done either in the MME or UPE.

3) Encapsulated by RRC similar to UMTS today: This option will encapsulate the NAS messages in RRC and reuse the mechanism to transport the RRC messages.  Thus no additional mechanism needs to be defined to transport the NAS messages other than an “Encapsulating” RRC message.  
While the NAS message itself is transparent to the eNB, the encapsulating RRC message can include additional information of the nature of the NAS message or even duplicate some of information in RRC message.  Alternatively RRC can eavesdrop on some unencrypted parts of the NAS message.  This can be used to optimise the system.  For example, a signalling only message like Tracking update does not need establishment of the eNB/UPE interface while an Initial Attach message does.  This can then be used by the eNB to provide some information like Transport address for the user plane or resource availability at the time of forwarding the NAS message up to the MME itself and thereby reducing the number of messages that need to be exchanged.  
For those DL NAS messages that have an indirect impact on the eNB, the S1 interface message transporting the NAS message could also carry relevant information to the eNB again saving on additional messages and delay.


Handling NAS messages during user mobility:

With upper ARQ in eNB, additional handling is required to prevent loss of messages that are in the buffers in the eNB or in transit during inter-cell change.  NAS GPRS messages in UMTS handle this already by having repetition mechanism built into the GPRS NAS protocol itself.  Alternatively, a forwarding mechanism is required to transfer messages to the next cell.  Either solution is not complicated and can be considered feasible.

Summary and Conclusion

The contribution looked at the nature of the NAS messages and its impact on the eNB.  It also discussed means to encrypt the NAS messages and proposed it to be done in the MME.    

It is also proposed to adopt Encapsulation of NAS messages in RRC as it is simpler and allows possible optimisations.

� Since the aGW is aware of the cell location of the UE while it is active, there is no need for any location update messages in Active state


� However, one issue here will be absence of integrity protection of the RRC message but if required, this can be handled using the P-TMSI signature mechanism that is used today.





