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1. Introduction

This contribution is discussing how Non-Access Stratum (NAS) signaling should be handled over LTE.
NAS signaling is in the context of this contribution defined as the signaling which is not related to the terminal active mode mobility or radio resource management within the LTE RAN. Example of NAS signaling are attach, session and authentication signaling. 

2. NAS Signaling (Background)
In the current UMTS architecture there is a separation of Access Stratum (AS) and Non-Access Stratum (NAS) signaling.  The NAS signaling is to a large extent common for GSM / UMTS. 

Figure 1 shows a simplified overview of the current protocol stack for NAS signaling. As shown in the figure, today’s NAS signaling relies on the AS signaling (e.g. RRC) for transport (including ciphering, integrity protection). One of the advantages with letting NAS signaling rely on AS signaling for transport is the possibility to coordinate NAS and AS procedures, which is important in order to minimize complexity by means of fewer error cases. 
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Figure 1 Overview of the protocol stack for NAS signaling (Rel-6)
3. NAS Signaling in SAE/LTE

As illustrated in Figure 2, it is proposed to tunnel NAS signaling in AS (RRC) and S1 signaling in SAE/LTE. This will make it possible to optimize the performance (e.g. by the use of piggy-backing of NAS messages in AS and S1) as well as coordinate NAS and AS procedures to avoid potential error cases. The use of piggy-backing is expected to give significant performance enhancements in terms of delay for NAS procedures, as NAS and AS messages will be transmitted jointly and not separately as of today, leading to fewer messages and less hand-shaking over the radio and network interfaces. This is particularly important in LTE where the RRC protocol is terminated in the Node B and the state transition between LTE_IDLE and LTE_ACTIVE requires a re-establishment of the RRC connection. Another advantage of tunneling NAS messages in AS signaling is that the radio scheduler can treat (e.g. prioritize) NAS and AS signaling in the same way which could be different from how user plane data is handled.
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Figure 2: Overview of proposed protocol and security stack for handling NAS signaling in SAE/LTE.

Although SAE / LTE will introduce various NAS signaling enhancement like “combined attach / PDP context”, piggy-backing of NAS in AS and QoS improvements, it should still be possible to, on a conceptual level, make the SAE / LTE NAS protocols compatible with the existing SM / MM protocols defined in 24.008. This is beneficial since it would avoid the need for complex re-establishment of NAS context (e.g. QoS, terminal capabilities, security, filters, states) every time the terminal moves between different 3GPP access-systems.

4. Protection of NAS signaling

In SAE / LTE it has been agreed that the protection of NAS signaling should not be terminated in the eNode B; i.e., NAS signaling shall be integrity protected and ciphered over the E-UTRAN. A Security Layer in the MME shall provide the necessary security functions. The UP security layer terminated in the UPE provides similar functionality to the UP and also requires similar setup and control procedures. Thus it is proposed that a common security layer is specified for CP and UP. Although MME and UPE may be different nodes, it is perceived to be beneficial to have only one security layer specification. Whether integrity protection is provided by this security layer or by NAS is FFS.
5. Summary
It is proposed that the NAS signaling in SAE / LTE should be tunneled inside AS/S1 signaling, in order to improve the possibilities to coordinate AS/S1 and NAS procedures, optimize performance and reduce complexity (same way of handling NAS/AS ciphering etc.). NAS signaling for SAE / LTE is proposed to be conceptually compatible with the Rel-8 NAS protocols of GERAN/UTRAN in order to achieve good inter-working between LTE and existing UTRAN/GERAN. Furthermore it is proposed to use the same security layer for both the CP and the UP of SAE/LTE. 
6. Text Proposal for TR 25.813

The two text proposals below are proposed to be added to TR 25.813 as Subsection 5.5.3.
--- Start of Text Proposal 1 ---

5.5.3 Transport of NAS signaling in E-UTRAN
- NAS signaling is tunneled inside AS and S1 signaling.

· support for synchronous NAS and AS/S1 functions

· efficient transmission over the radio with joint messages

· prioritization of NAS and AS signaling can be done jointly 

--- End of Text Proposal 1 ---
--- Start of Text Proposal 2 ---

- NAS signaling is protected by the common security layer of the CP and the UP 

--- End of Text Proposal 2 ---
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