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1 Introduction

At the last RAN2 #52 meeting there have been intensive discussions on the details of a potential reordering mechanism in LTE. We think that before 3GPP discusses the details of a potential reordering mechanism, it is vital to understand how serious this problem is and whether there needs to be some specific support defined in the standard to implement such a function. Therefore, in this contribution we try to analyze the problem in order to find out to what extent out-of-order packet delivery may occur, what impacts it may have on system performance and whether there is need for any additional standardization work.
2 Sources of out of order packets
The potential source of out of order packets is the handover procedure itself. We note that the transport network may also change the order of packets but this is out of the scope of the current discussion. Moreover, such out of order packet delivery in the transport network should be rare anyway.

In what follows we discuss the sources of out-of-order packets in the downlink and in the uplink separately.

2.1 Downlink

During the handover the source eNodeB forwards the remaining data in its buffers and all the incoming data that arrives from the aGW during the handover execution to the target eNodeB. The forwarding is started after the handover command has been sent to the UE. The forwarding method, e.g., whether RLC PDUs or SDUs are forwarded highly impacts the potential for out of order packets.
Our assumption is that RLC SDUs, (i.e., ciphered PDCP PDUs) are forwarded and the forwarding is done in a contiguous manner, i.e., without gaps in the RLC SDU sequence numbers. The forwarding begins with the first RLC SDU that has not been cumulatively acknowledged on the HARQ/ARQ layer. For example, assume that RLC SDUs {25, 26} have been received by the UE and the corresponding acknowledgements on the HARQ/ARQ layer have been sent back to the s-eNodeB, while RLC SDU {24} has not yet been received by the UE and thereby it has not been acknowledged on the HARQ/ARQ layer either. Note that in this situation none of the RLC SDUs {24, 25, 26} have been delivered by the RLC layer in the UE to the upper layers, as we assume that the RLC layer provides in order delivery. If a handover occurs in this situation the s-eNodeB will forward RLC SDUs {24, 25, 26} to the t-eNodeB and these PDUs will be sent out to the UE from the t-eNodeB for a second time. Note, however, that no duplications will be seen on the RLC SDU layer. By doing the forwarding on the basis of cumulatively acknowledged and contiguous RLC SDUs, we can avoid potential reordering due to the forwarding mechanism.
For a comparison of the different forwarding methods and for more information on our preferred forwarding method see [1].
When the handover is completed the t-eNodeB signals to the aGW to switch the path from the s-eNodeB to the t-eNodeB. This means that at the time when the first packet arrives via the new path to the t-eNodeB there might still be packets somewhere in the pipe along the old path. These packets in the pipe via the old path are potentially subject to out of order delivery. 
In the typical case we can assume that the buffer content of the s-eNodeB has been already transferred to the t-eNodeB by the time the path is switched at the end of the handover procedure. Recall that the forwarding is initiated at the start of the handover execution i.e., we can assume that the buffer content can be transferred during the time of the handover execution. This means that at most only the packets sent during the handover execution can be outstanding in the pipe via the old route. That is, the number of packets potentially subject to out of order delivery is rather limited, unless there is a large delay difference on the two paths.
As a rough estimate for the number of potentially out of order packets we can say that Nooo= R*(ds- dt), where R is the transmission rate measured in packets/sec, while ds is the delay on the aGW - s-eNodeB - t-eNodeB path and dt is the delay on the aGW - t-eNodeB path. Substituting R=83 packets/sec, which corresponds to 1 Mbps transmission rate and 1500 byte packets and 10 ms for the delay difference we get Nooo~1. At a transmission rate of 10 Mbps it becomes Nooo~10. We can say that at reasonable delay differences on the two paths and at typical transmission rates and assuming that the buffer content can be transferred before the handover completion, the out of order delivery would impact a few packets only.
2.2 Uplink

In the uplink direction we assume no packet forwarding between eNodeBs. For the delivery of RLC SDUs to the upper layers in the eNodeB we assume the same principle as in the downlink case, in the UE. That is, the RLC layer delivers cumulatively acknowledged RLC SDUs to the upper layers. For example, assume that RLC SDUs {32, 33} have been received by the eNodeB and the corresponding acknowledgements on the HARQ/ARQ layer have been sent back to the UE, while RLC SDU {31} has not yet been received. Recall that this also means that none of the SDUs {31, 32, 33} have been delivered to the upper layers in the eNodeB. In case a handover occurs in this situation, the UE will resend all three RLC SDUs {31, 32, 33} when it resumes packet transmission at the t-eNodeB. Note that no duplications will be seen at the RLC SDU layer and this mechanism does not introduce out of order packets either.
Out of order packets may occur only if there is a large delay difference on the old and on the new uplink paths. The delay difference on the two paths needs to be at least as high as the handover execution time in order to result in out of order packets. As the handover execution time is not expected to fall below 20-30 ms, there needs to be at least 40-50 ms delay difference on the two uplink paths for out of order delivery to occur. Since such a large delay difference on the uplink paths of two neighbouring eNodeBs is quite unlikely, we can say that out of order packets in the uplink would be very rare. That is, a reordering mechanism for the uplink is most likely not needed at all.
3 Potential impacts of out of order packets

In this section we analyze the potential impacts that out of order packets may have on the correct operation of the system. We can identify the following three cases where out of order packets may have a bad impact.
· ROHC header compression: ROHC has been designed such that it can resist to a considerable number of out of order packets and consecutive packet losses. The number of out of order packets that ROHC can tolerate depends on the parameter settings of the algorithm but we can generally assume that it can tolerate four out of order packets. Comparing this number with the estimation for the number of out of order packets above, we have to say that there might be cases where the number of out of order packets is larger than what the current ROHC algorithm can handle. Note, however, that there is work ongoing in IETF to make ROHC more robust against out of order packets [2], which indicates that on the longer time perspective, e.g., by the time LTE will be introduced, such out of order packets will be even less of a problem for the ROHC algorithm.
· Ciphering: The ciphering algorithm is not impacted by out of order delivery or packet losses as long as they do not result in a sequence number (SN) ambiguity due to wrap-around. If the SN is sufficiently long (at least twice as long as the reordering depth) the ambiguity problem can be avoided, i.e., no impact can be foreseen on the ciphering mechanism.
· Applications, especially TCP: When more than two packets arrive out of order it will result in duplicate acknowledgments sent from the TCP receiver to the sender. In response to the third repeated acknowledgement the TCP sender will resend the missing packets and will halve its transmission rate. Although, such occasional decrease in TCP transmission rate should preferably be avoided, it would not result in any dramatic performance impact. It can also be noted that there are initiatives in IETF to make TCP more robust against out of order packets.
4 Potential reordering mechanism

Based on the discussion above we can say that the potential problem with out of order packets is not a severe issue, since there is neither a large number of packets affected and nor a dramatic impact on performance. Therefore, we argue that there is no need to specify complex and full-fledged solutions in the standard to solve this issue. We believe that having the security sequence number on each packet essentially creates the possibility to implement a reordering mechanism on the network side, if a vendor decides to do so.
5 Conclusion

Assuming a downlink packet forwarding mechanism that is based on the forwarding of contiguous RLC SDUs according to what has been outlined above and assuming that the RLC layer delivers in-order and contiguous RLC SDUs to the upper layers, we can conclude the following with regards to out of order packet handling:
· The occurrence of out of order packets in the uplink is expected to be very rare. It may occur only if there is a significant delay difference on the old and on the new uplink transport network paths (at least 40-50 ms), which is an unlikely case.

· Out of order packets will be more typical in the downlink but typically it would affect a few packets only.
· No impact on ROHC is expected. There is ongoing work in IETF to make ROHC even more robust against out of order delivery and packet losses.

· No impact on ciphering, since the ciphering sequence number will be long enough to avoid sequence number ambiguity due to out of order or due to losses.

· There is some impact on TCP, but it is not dramatic. It may require further analysis to better understand the impact on TCP.

· At the moment we believe that there is no need to specify any additional support for reordering in the standard. Since the security sequence number is available on each packet, it can be reused to implement a reordering mechanism on the network side, if a vendor decides to do so. Moreover, first there needs to be a decision in 3GPP on the forwarding mechanism as it highly impacts the potential for out of order packets. 
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