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Introduction

According to the current 3GPP Rel-5 TS 25.322, a deadlock situation may occur during RLC operation. This needs to be solved.

Background

The current 3GPP TS 25.322 does not forbid a receiver from sending Nack status related to RLC PDUs which have previously been acked.

For example:
The RECEIVER may send STATUS PDU as follows:

--------------------------------------------------------------

[1] SENDER sends Data PDU (SN = 3112-3147)

[2] RECEIVER sends STATUS PDU 

    => (LIST[NACK = 3112-3118], ACK[LSN=3136])

[3] SENDER retransmits Data PDU (SN = 3112-3118)

[4] RECEIVER sends STATUS PDU 

    => (LIST[NACK = 3112-3118], LIST[NACK = 3120-3123], ACK[LSN=3148])

[5] SENDER retransmits Data PDU (SN = 3112-3118) only

[6] RECEIVER sends STATUS PDU 

    => (LIST[NACK = 3120-3123], ACK[LSN=3148])

[7] SENDER sends Data PDU (SN = 3148 on).....

--------------------------------------------------------------

The problem is that, in [2], SENDER considers that the Data PDUs from

SN=3119 to SN=3135 are acknowledged, and deletes them from the

retransmission buffer.

However, in [4], RECEIVER asks the re-transmission of SN=3120-3123

while they are already acknowledged by [2]!

Since SN=3120-3123 are already cleared from retransmission buffer 

at [2], the SENDER cannot re-transmit them. On the other hand, SN=3120-

3123 are still within a window, the SENDER cannot send RESET PDU. Thus,

The SENDER may ignore it. 

Then, in [6], SENDER updates VT(A). However, VT(A) is set to 3120, 

because this STATUS PDU includes NACK of 3120.

After that, RECEIVER keeps sending "LIST[NACK = 3120-3123]", but SENDER

ignores it, and VT(A) is kept to 3120.

Then, SENDER keep sending Data PDUs until the end of tx window 

(assuming that the Tx window size is 1024, last SN would be 47). 

It means that the SENDER sends Data PDUs up to SN=47, but never sends SN=48 

on, because VT(A) is still 3120.

Then, a deadlock situation is entered.
The RLC protocol needs to be corrected to have a clear way to escape from the deadlock.
The setting VT(A) is ambiguous and the correction could focus on this. Then we could have an explicit requirement on the receiver side not to send an Nack status for RLC PDUs which have  already been positively Acked.

However we think that it is safer to specify the reaction on the sender side, so that it ignores an Nack status for RLC PDUs which have  already been positively Acked: current sub-clause 11.5.3 does not explicitely state that on receipt of STATUS PDU, the sender shall ignore any (NACK) report for RLC PDUs which are out of the receive window. 
Thus, if a certain SN within a window, that has already been acknowledged, is negative acknowledged, 

      - the receiver shall send RESET PDU ....................<proposal 1>

      - the receiver shall ignore negative acknowledgement ...<proposal 2>

      - the behaviour of the receiver is unspecified ...............<proposal 3>

We then propose to correct subclause 10.2 in TS 25.322.

- sending a RESET PDU in this case (proposal 1) would be a new requirement, which works but can appear as additional burden;

- "unspecified behaviour" (proposal 3) is a kind pseudo-requirement statement, which is used in RRC for the RNC, but not in RLC so far; I will mention in the Tdoc it but I think it is less likely to be approved,

-  proposal 2 seems relevant because, in case an inconsistent status report is received, discarding the status report is already specified in RLC.

Conclusion
This contribution has shown that a deadlock situation may occur during RLC operation, which should be solive to ensure proper inter-operability.
Our preferred correction would be based on proposal 2 described above since we think it is the most straightforward correction, and a draft CR has been attached.
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Handling of unknown, unforeseen and erroneous protocol data

Errors and the handling of errors defined in this clause are normative.

10.1
Erroneous Sequence Number

A STATUS PDU or Piggybacked STATUS PDU including "erroneous Sequence Number" is a STATUS PDU or Piggybacked STATUS PDU that contains:

-
a LIST, BITMAP or RLIST SUFI in which the "Sequence Number" of at least one AMD PDU that is negatively acknowledged is outside the interval VT(A)("Sequence Number"< VT(S); or
-
an ACK SUFI in which "LSN" is outside the interval VT(A)("LSN"( VT(S).

If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU including "erroneous Sequence Number", it shall:

-
discard the STATUS PDU or the Piggybacked STATUS PDU;

-
initiate the RLC reset procedure (see subclause 11.4).

10.2
Inconsistent status indication

If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU that indicates different status for the same AMD PDU, it shall:

-
discard the STATUS PDU or the Piggybacked STATUS PDU.
If an AM RLC entity receives a STATUS PDU or a Piggybacked STATUS PDU that indicates that at least one AM PDU, which has/have previously been acknowledged, is negative acknowledged, 

      - the receiver shall ignore, and shall only ignore, negative acknowledgement for this/these AM PDU(s) which has/have previously been acknowledged.
10.3
Invalid PDU format

If an UM or AM RLC entity receives a RLC PDU that contains reserved or invalid values (see subclause 9.2), it shall:

-
discard the RLC PDU.

10.4
RLC PDU with CRC error

If an UM or AM RLC entity receives a RLC PDU with an error indication, it shall:
-
discard the RLC PDU.

If a TM RLC entity receives a RLC PDU with an error indication, it shall:
-
if "Delivery of Erroneous SDUs" is configured:

-
process the RLC PDU according to subclause 11.1.3;

-
otherwise:

-
discard the RLC PDU.
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