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1
Introduction

In order to satisfy the delay requirements of LTE, C-plane messages in NAS and RRC need to be transmitted in parallel or be concatenated. In RAN WG2 #51, transport schemes for NAS signalling were discussed, and following the result of RAN plenary #31 that the outer ARQ is to be terminated in eNB, two alternatives [1] remain viable. In alternative 1 NAS signallings are mapped onto a different outer ARQ flow from RRC signallings, whereas in alternative 2 NAS and RRC messages are concatenated and mapped onto one outer ARQ flow, as shown in Figure 1.
In this contribution, we discuss which of the two alternatives is preferable.
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Figure 1: Transport schemes for NAS signalling.
2
Discussion
2.1
Alternative 1 (parallel transmission)
In alternative 1 NAS and AS C-plane messages are transmitted in parallel. Alternative 1 can be further broken down into two concrete schemes as shown in Figure 2. Alternative 1-1 maps RRC and NAS messages, that are integrity protected separately, onto different outer ARQ flows. Alternative 1-1 cannot guarantee the transmission order of NAS and RRC messages. In order to avoid connection state conflicts between NAS and RRC (e.g.: multiple S1 connections may be established for a UE in case that RRC connection is not established but NAS connection is established), interactions between NAS and RRC entities are necessary, and alternative 1-1 increases complexity as a result.
Alternative 1-2 concatenates NAS and RRC messages in MUX3 into a single HARQ process. Although alternative 1-2 can guarantee the transmission order of NAS and RRC messages, MUX3 has to decide whether to concatenate NAS and RRC messages or not, and needs to identify how messages are concatenated. Therefore, alternative 1-2 increases complexity as with alternative 1-1.
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Figure 2: Transport schemes in alternative 1.
2.2
Alternative 2 (concatenation)
Alternative 2 has an advantage over alternative 1 that the transmission order of NAS and RRC messages can be guaranteed. The issue in alternative 2 is how to perform integrity protection in eNB, for the concatenated NAS signallings, which have already been integrity protected in aGW.
Alternative 2 can be realised in three different ways as shown in Figure 3.
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Figure 3: Transport schemes in alternative 2.
Alternative 2-1 concatenates NAS and RRC messages after performing integrity protection separately. The concatenation entity needs to attach length information (LI) about either the NAS or RRC message, such that the NAS and RRC messages can be discriminated at the receiver. However, integrity protection is not applied to the attached LI, hence making the message vulnerable to malicious attacks. Therefore, alternative 2-1 is not preferable from the security point of view.

Alternatives 2-2 and 2-3 perform integrity protection after concatenating NAS and RRC messages. Alternative 2-2 performs integrity protection on the entire concatenated message, including the NAS message LI. On the other hand, alternative 2-3 performs integrity protection only on the RRC message part and NAS message LI. Alternative 2-2 simplifies the receiver processing because the receiver does not have to discriminate the NAS and RRC messages before performing integrity protection. However, NAS messages are double integrity protected in alternative 2-2. If it it is desired to avoid double integrity protection, alternative 2-3 is preferable.
3 Proposal
We propose alternative 2 shall be the transport scheme for NAS signalling, in which NAS and RRC messages are concatenated and mapped onto one ARQ flow. Integrity protection should be performed for the entire concatenated messages in eNB (alternative 2-2) to simplify processing at the receiver. However, if redundant protection for the NAS part should be avoided, the integrity protection should be performed only on the RRC message part and the NAS message LI (alternative 2-3).
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