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1. Introduction

In LTE, c-plane latency reduction is one of the most important requirements. There were several proposal and discussion for call setup procedure in past RAN2 meeting. We believe that following points which were discussed in past RAN2 meeting are efficient to optimise c-plane latency, and could be assumption to satisfy requirement.

(a) Reception of broadcast system information after paging reception could be optimised to reduce c-plane latency. Following solutions could be applied for example.

· Required information for random access is included in paging message[1]
· Timing of paging message transmission are aligned with timing of broadcast system information transmission by use of flexible scheduling of BCCH[2]
(b) RRC message and NAS message can be concatenated, and RRC and NAS can treat those messages in parallel. For example, RRC connection request message and service request message are concatenated. Then, RRC treat RRC connection request message, and NAS treat service request message before RRC connection establishment.

(c) RRC connection establishment and SAE radio bearer establishment are done by one message.

 On the other hand, following issues still exists to decide call setup behaviour. 

· Architecture issue (e.g.: collocation or separation of MME/UPE)

· Security related procedure

· QoS support

· Timing to transmit/receive u-plane data

We believe that security related procedure, QoS support and timing to transmit/receive u-plane data should be discussed in RAN2 WG. On the other hand, architecture issues should be discussed in SA2 WG. In this document, we discussed security from c-plane latency perspective. QoS support and timing to transmit/receive u-plane data are discussed in other document [3].

2. Discussion: Security related procedure
We think security for RRC message is one of the issues for call setup procedure. In this section, firstly we describe assumption for security and the reason why security for RRC should be discussed. Secondly, possible solutions to support security for RRC message are listed and analysed. In this document, we assume that only integrity function for RRC is required based on general agreement in RAN2#50 meeting, though this is not final agreement as stated in [4].

2.1. Assumption

Security function could be divided into two categories, security for NAS and u-plane and security for RRC. Security for NAS and u-plane was agreed to be terminated in aGW. On the other hand, security for RRC has to be located in eNB due to location of RRC. From this difference of termination point for security, we can assume following points. 

· Securities for NAS and u-plane will be established between UE and aGW in attach procedure, and the established security association could be maintained after UE enter LTE_IDLE, since aGW manages UE in LTE_IDLE. Hence, there is no need to perform security procedure for this in case of call setup procedure. UE could start to transmit NAS message and u-plane data with ciphering and integrity protection in first transmission as proposed in [5].

· Security for RRC will be established between UE and eNB in call setup procedure, and the established security association won’t be maintained after UE enter LTE_IDLE, since eNB will release UE context for LTE_IDLE UE.

2.2. Possible solutions for RRC integrity key configuration

Requirement which is described in [6] is for call setup procedure. So, we discuss security for RRC in this document.

When we consider security for RRC, we need to consider what kinds of security scheme should be used for this. We believe that reuse of UMTS security scheme (e.g.: AKA) is efficient from standardisation work perspective as proposed in [7]. On the other hand, UE already has secure connection with network for NAS and u-plane, when UE establishes secure connection for RRC. To take account of this fact, we can consider following alternatives to configure security for RRC. 

· Alternative1: Integrity Key is generated in UE and network separately by exchanging some parameter like UMTS

· Integrity key generation procedure is performed between UE and aGW. This is similar to Authentication & Ciphering request/response procedure in UMTS. Then, integrity parameter exchanging procedure is performed between UE and eNB. This is similar to Security Mode Command/Complete procedure in UMTS. So, these procedures are basically same as current UMTS in principle, and key generation is done in USIM in UE and AuC in home environment (potentially aGW in visited network). This procedure is illustrated in Figure 1. In addition, , we set two following alternatives as extreme case in this option:

· Alternative1-1

· Both integrity key generation procedure and integrity parameter exchanging procedure are preformed as illustrated in Figure 1. In this alternative, UE generate integrity key after UE performs in call setup procedure. 

· Integrity key generation procedure could be skipped in this alternative. In UMTS, Authentication & Ciphering request/response procedure is optional procedure in case of call setup. As same with UMTS, we also consider same way. In this case, integrity key is maintained in UE, and only integrity parameter exchanging procedure is performed among UE, eNB and aGW. In this case, 2-a, 2-b, 3-a and 3-b of Figure 1 could be skipped.

· Alternative1-2

· Neither integrity key generation procedure nor integrity parameter exchanging procedure is performed. In this alternative, UE need to store integrity key and integrity parameter (SN, fresh and so on). eNB needs to transfer integrity parameter which is used in eNB to aGW, when UE enter LTE_IDLE. aGW stores the integrity parameter with integrity key. So, 4-a, 5-a of Figure 1 could be removed. On the other hand, complexity of aGW and eNB will increase, because exchanging of RRC IP parameter from eNB to aGW is required in state transition from LTE_Active to LTE_Idle and aGW need to keep the parameter.

· Alternative2: Key itself is exchanged between UE and network via secure connection

· Integrity key generation procedure is not required between UE and aGW. aGW generates integrity key. The generated integrity key is transferred to eNB and UE via secure connection. After reception of integrity key from aGW, eNB starts integrity parameter exchanging procedure. In this alternative, USIM in UE is not involved.
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Figure 1: Normal RRC integrity key configuration procedure in alternative1

2.3. Comparison

Comparing alternative1 with alternative2, main issue is whether security requirement is satisfied in case of alternative2 or not. This will depend on SA3 decision, but we believe that it’s better to assume alternative1 as working assumption in this stage to avoid additional security threat. 

Considering alternative1-1, we think that the procedure could be optimised as illustrated in Figure 2. In this procedure, following optimisations are used. From this result, we think that alternative1-1 is optimised well, and alternative1-2 is not necessary. So, alternative1 could be assumed as working assumption with these optimisations.

· Integrity key generation procedure (2-a, 2-b, 3-a and 3-b) is skipped as same as Authentication & ciphering procedure in UMTS as described above.

· Security mode command message (5-a & 5-b) is merged with resource request message (1-a & 1-b), since only SN will be required in security mode command message and this could be transmitted in resource request message.

· Integrity key set for eNB (6) message is merged with Security mode command message (4-b)
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Figure 2: Optimised RRC integrity key configuration procedure in alternative1

3. Conclusion

In this contribution, we discuss call setup procedure from security perspective. We also propose to capture following conclusion from section2 in RAN2 TR.

· It should be working assumption that security association between UE and aGW for NAS and u-plane is established in attach procedure, and it is kept during LTE_ACTIVE and LTE_IDLE.

· Procedure illustrated in Figure 2

 REF _Ref134007704 \h 
 should be working assumption of RAN2.
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