3GPP TSG-RAN WG2 #53
Tdoc (R2-061180
8th-12th May 2006

Shanghai, P.R. China
Source:                  
HUAWEI 
Title:                      
LTE System Security, Counter Check Procedure 
Agenda item:
11.7
Document for:        Discussion and decision

Introduction
During the 50# meeting in Sophia-Antipolis, France the Security Termination Points have been described in detail. On the other hand the ciphering and the integrity issues of user plane were also discussed in the last joint RAN WG2/RAN WG3/SA WG3 meeting. In this contribution the control plane counter check procedure will be discussed as a supportive scheme for the security of Long Term Evolution system. 
The counter check procedure is a kind of control plane process but it deals with the security problems of the user plane and aims at avoiding the intruder attack.
We believe that the data quantity check from both the NW side and the UE side i.e. the COUNTER CHECK is a simple and effective way for security protection. So we suggest that this method should be supported in the future LTE system. But, comparing the LTE system with the R6 system, the NW structure has been modified greatly so that the COUNTER CHECK procedure should also be modified to fulfill the requirement of security aspect for LTE architecture in the near future.
Difference between R6 and LTE NW
Generally, the counter check procedure is used by the UTRAN to perform a local authentication. The purpose of the procedure is to check the amount of data sent in both directions (uplink and downlink) over the duration of the RRC connection which is identical between at the UTRAN and at the UE (to detect a possible intruder – a ‘man-in-the-middle’ – from operating). Figure 1 reproduces the whole access network of the release 6 UMTS UTRAN System. Obviously, the RNC is located in the safe place (most of which is stored in the operator’s room) and only UEs and nodeBs are in the open unsafe area. The radio resource management entities are located in RNC and UE, so there is no management entity in the nodeB. In this case, neither RNC nor NodeB can be easily utilized as an attack device. The only equipment to attack the network is the possible intruding UE. The illegal UE intruders may imitate the legal users and send the attack data via the Uu interface. Correspondingly, the security termination points are the user equipment and the RNC. In the R6 counter check starts from the user equipment and terminates at the RNC.
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Figure 1 UMTS UTRAN system
In the future LTE System, only the GW is in un-open safe area and both UEs and eNBs are located in the unsafe area. Moreover, some of the radio resource management functions are under the control of eNB device which may probably be intruded in unsafe area. It will be very dangerous for the radio resource control function to be intervened by some intruders. Figure 2 reproduces the system security structure. The previous COUNTER CHECK scheme is invalid. But in this network structure, the method of checking data amount in both sides of the NW and the UE is still an effective way for intruder detection. If there is unbalanced data flow between the NW and the UE, there must be some packets loss in the radio interface or even some potential attacker inside the eNB or UE. The significant function of data balance check between UE and NW is to detect whether the potential packet injection/packet deletion exists.
To fulfill the security requirement the RRC counter check procedure should be modified for the LTE system.
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Figure 2 LTE E-UTRAN system

LTE Counter Check Consideration
Counter Check Termination Point 
Since both the UE and the eNB will be intruded in the LTE system, we suggest that the COUNTER CHECK procedure should be divided into two parts. One is operated by the eNB to check the possible radio interface packets injection/deletion and the other is operated by the GW to detect the eNB intruders. 
The eNB counter check can detect whether there is packets loss or even potential packets injection/deletion in the radio interface. In this condition, the radio link failure or the UE attacker can be detected. If this kind of counter check is operated by the GW, it has to maintain information of all the active UEs which would lead to too many counter check procedures inside the GW. So we believe that this counter will be checked by the eNB, which is a better choice for LTE.
On the other hand, the GW counter check can detect the packets loss or probable eNB intruders because the attackers don’t know the actual data amount transmitted between the GW and the UE. 
This kind of attack via the radio interface is much easier than eNB intrusion so we suggest that most of the counter check procedure should be operated by the eNBs. And the GW counter check would be an optional procedure operated as the operator’s wish. We can describe the whole counter check mechanism as a ‘two-part’ counter check procedure.
Intruder Detection 

Intruder detection analysis in this contribution can be described as the following kinds:
· Both the eNB counter and the GW counter are correct, which implies that there is no intruder at all
· If the eNB counter check result is incorrect, it implies that the data amount between the UE and the eNB is unbalanced. There maybe some packet loss or packets injection/deletion attack exists so the data flow of this user should be terminated as soon as possible
· If the eNB counter check result is correct but the GW check is incorrect, it implies that the data amount between the eNB and the aGW is unbalanced. There maybe some packet loss or packets injection/deletion attack exists in the eNB or between the eNB-aGW connection. This may be probably caused by intruder attacking the particular eNB.
As can be seen from the list above, we strongly suggest that in the second and the third case the NW must terminate the data flow of the UE to limit the attack infection.  Then, in our viewpoint, in the first case, there would not be any abnormal device because the data amount checking correctness implies both the radio interface between UE and eNB and the connection between eNB and aGW are working properly.

Flexibility of Counter Check scheme
To design a future LTE system with more flexible mechanism, we believe that both the eNB check and the aGW check can be handled separately.

According to the last RAN2 meeting, the RRC function has been located between the UE and the NW ; the NAS function has been located between the UE and the eNB , therefore, we believe the flexible counter check functions can be provided either by RRC signaling or NAS signaling i.e. eNB counter check is performed by the RRC signaling and the aGW counter check is performed  by the NAS signaling Figure 2 depict the RRC and NAS signaling from the counter check purview. 
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Figure 3 Counter Check bear Signaling
Conclusions 

Hence, the counter check procedure is a simple and effective way for intruder detection. We propose that the LTE system should take advantage of the COUNTER CHECK function to enhance its security capability.
Currently, there is not much discussion on the counter check issue and we think it is also a very important security function during the data transmission period. The counter check function will be another safeguard against the intruder/attacker besides ciphering, integrity of LTE access network system.
Proposal

It is proposed that a sub-chapter of Counter Check Procedure should be added in RAN WG2 TR 25.813, in section 10,” Security”, i.e. sub-chapter 10.2 “Counter Check Procedure”.
We also propose to use the two-part counter check scheme in the LTE system to enhance its security capability. 
Text Proposal for 25.813
**** Start of included text changes ****

10
Security

Note:
This section will describe how Security is ensured.

10.1
Security Termination Points

The table below describes the security termination points.

Table 10.1 Security Termination Points

	
	Ciphering
	Integrity Protection

	NAS Signalling
	Required and terminated above eNB (NOTE 1)
	Required and terminated above eNB (NOTE 1)

	U-Plane Data
	Required and terminated in aGW (NOTE 2)
	Need is FFS

	RRC Signalling (AS)
	Need is FFS
	Required an terminated in eNB
(NOTE 3)

	MAC Signalling (AS)
	Need is FFS
	Need is FFS

	NOTE 1: “Above eNB” means that the termination point is in either the aGW or above (FFS) and that the activation/deactivation is not controlled by the eNB.

NOTE 2: The protocol stack layer in which the ciphering takes place is FFS. The activation/deactivation of ciphering of the U-Plane is not controlled by the eNB

NOTE 3: Key set for RRC protection cannot be used to derive NAS and user-plane keys.


.

10.2
Counter Check Procedure

The counter check procedure is used by the E-UTRAN to perform a local authentication. The purpose of the procedure is to check that the amount of data sent in both directions (uplink and downlink) over the duration of the RRC connection which is identical between at the E-UTRAN and at the UE (to detect a possible intruder – a 'man-in-the-middle' – from operating).

The counter check procedure operated by the eNB is used to detect whether there are unbalanced data flows between UE and NW. If packets injection/deletion of the radio interface exists, the possible intruder or radio link failure can be detected.

The counter check procedure operated by the aGW is used to detect whether unbalanced data flow between UE and aGW exists. It can also help the aGW to detect the possibly intruded eNB. 

The eNB and the aGW counter checks can be carried out either together or separately. Whether to use both of them or not is decided with the operator’s requirement on user plane security.
Note:
The detail counter check scheme is FFS (i.e. Whether the MAC/RLC PDU SN or PDCP SN is used by the E-UTRAN as the count number is FFS. How to synchronize the counters between different eNBs, aGWs in HO scenario is FFS).

**** End of included text changes ****
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