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1 Introduction
In current RRC specification, it is specified that a UE needs to store at most two different ciphering configurations (keyset and algorithm) per CN domain, in total over all RB at any given time. For SRBs the total number of ciphering configurations that need to be stored is at most three (two for one CN domain and one for the other CN domain). 

However, in the security mode process, UE may need three cipherhing keys for each CN domain. The UE that can store only two ciphering configurations per CN domain may not work properly in a ciphering configuration change procedure.

This contribution illustrates the problem and provides potential proposals to correct the problem for discussion and decision.
2 Problem description
2.1 Current ciphering configuration change
The following is excerpted from current RRC specification. The relevant parts are highlighted in color for reference:

8.1.12.2.1
Ciphering configuration change

To start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY MODE COMMAND is not ciphered. UTRAN should not transmit a SECURITY MODE COMMAND to signal a change in ciphering algorithm.

When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling radio bearers the total number of ciphering configurations that need to be stored is at most three. Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, UTRAN should:

1>
suspend all radio bearers using RLC-AM or RLC-UM and all signalling radio bearers using RLC-AM or RLC-UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the downlink DCCH in RLC-AM, and except signalling radio bearer RB0, according to the following:

2>
not transmit RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer downlink ciphering activation time info" on all suspended radio bearers and all suspended signalling radio bearers.

1>
set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

NOTE:
The UTRAN should avoid the situation that the UE is aware of more than one pending downlink ciphering activation times for SRB2. In such a case the UE behaviour is unspecified.
1>
if a transparent mode radio bearer for this CN domain exists:

2>
include the IE "Ciphering activation time for DPCH" in IE "Ciphering mode info", at which time the new ciphering configuration shall be applied and specify a CFN value for this IE that is a multiple of 8 frames (CFN mod 8 = 0).
NOTE:
UTRAN should chose the value for the IE "Ciphering activation time for DPCH" such that the new ciphering configuration will occur after all the pending ciphering activation times have been reached for the transparent mode radio bearers of this CN domain.
1>
consider a ciphering activation time in downlink to be pending until the RLC sequence number of the next RLC PDU to be transmitted for the first time is equal to or larger than the selected activation time;
1>
set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set by a previous security mode control procedure, an "RLC sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration shall be applied;

1>
set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set by a previous security mode control procedure, the "RLC sequence number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info" to the value used in the previous security mode control procedure, at which time the latest ciphering configuration shall be applied;
[…]

8.6.3.4
Ciphering mode info

The IE "Ciphering mode info" defines the new ciphering configuration. At any given time, the UE needs to store at most two different ciphering configurations (keyset and algorithm) per CN domain at any given time in total for all radio bearers and three configurations in total for all signalling radio bearers.
[…]

If the IE "Ciphering mode info" is present and if the IE "Reconfiguration" in the variable CIPHERING_STATUS is set to FALSE, the UE shall:

[…]

1>
for the downlink and the uplink, apply the new ciphering configuration as follows:

[…]

2>
if the IE "Ciphering activation time for DPCH" is present in the IE "Ciphering mode info" and the UE was in CELL_DCH state prior to this procedure:

3>
for radio bearers using RLC-TM:

4>
apply the old ciphering configuration for CFN less than the number indicated in the IE "Ciphering activation time for DPCH";

4>
apply the new ciphering configuration for CFN greater than or equal to the number indicated in IE "Ciphering activation time for DPCH".

2>
if the IE "Radio bearer downlink ciphering activation time info" is present:

3>
apply the following procedure for each radio bearer and signalling radio bearers using RLC-AM or RLC-UM indicated by the IE "RB identity":

4>
suspend uplink transmission on the radio bearer or the signalling radio bearer (except for the SRB where the response message is transmitted) according to the following:

5>
do not transmit RLC PDUs with sequence number greater than or equal to the uplink activation time, where the uplink activation time is selected according to the rules below.

4>
select an "RLC sequence number" at which (activation) time the new ciphering configuration shall be applied in uplink for that radio bearer according to the following:

5>
consider a ciphering activation time in uplink to be pending until the RLC sequence number of the next RLC PDU to be transmitted for the first time is equal to or larger than the selected activation time;
5>
for each radio bearer and signalling radio bearer that has no pending ciphering activation time in uplink as set by a previous procedure changing the security configuration:

6>
set a suitable value that would ensure a minimised delay in the change to the latest ciphering configuration.

5>
for each radio bearer and signalling radio bearer that has a pending ciphering activation time in uplink as set by a previous procedure changing the security configuration:

6>
for radio bearers and signalling radio bearers except SRB2:

7>
set the same value as the pending ciphering activation time.

6>
for signalling radio bearer SRB2:

7>
set a suitable value that would ensure a minimised delay in the change to the latest ciphering configuration.
2.2 Potential problems

With the current integration configuration change procedure, the UE needs to store at most two ciphering configurations over all RBs in UM per CN domain only if all the UM RBs have no pending ciphering activation times or if all the UM RBs have pending ciphering activation times. If part of the UM RBs have no pending ciphering activation time while the others have happens, with the current ciphering configuration change procedure, UE may need three ciphering configurations for one CN domain at the same time to make the ciphering configuration change procedure working properly. The UE that only reserves memory space for two ciphering configurations for all RBs per CN domain will not work properly in this scenario. The situation is similar to the potential problem of Integrity Protection configuration change procedure illustrated in [1]. 

More seriously, for one single RB in AM, even with no pending ciphering activation time, UE may need three ciphering configurations for one CN domain because of possible PDU retransmission due to NACK status report. Figure 1 illustrates this scenario. 

In Figure 1, we consider any RB or SRB in AM. Suppose that the ciphering activation time (CAT) by a previous security mode control procedure is not pending. By the current procedure, an RLC sequence number (s1) is set for the new CAT for this security mode control procedure. Since RLC SN < VT(S) had been transmitted at least once, the best the UE or the UTRAN can do is to set s1 = VT(S), where VT(S) is the RLC sequence number of the next RLC PDU to be transmitted for the first time. Any RLC PDU in the transmission window may need to be retransmitted if it is negatively acknowledged. Therefore, for this RB or SRB, (1) an oldest ciphering key, CKCS0, is needed for RLC SN less than the old CAT of the previous security mode control procedure, (2) a medium new ciphering key, CKCS1, (new ciphering key of the previous security mode control procedure) is needed for RLC SN equal to or greater than the old CAT and less than VT(S) (set to be the new CAT) and (3) a new ciphering key, CKCS2, is needed for RLC SN on and after VT(S). Therefore, for this AM RB or SRB alone, three ciphering keys are needed to make the security mode control procedure working properly.
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3 Proposed solution to fix the problem

3.1 Potential solutions

There are several ways to fix the problem. They are listed below. Performance comparison between different solutions is summarized in section 3.2.

(1) The most direct solution is to relieve the storage requirement of UE from at most 2 ciphering configurations to 3 ciphering configurations over all RBs and SRBs per CN domain.

From Figure 1, we notice that simply holding the second ciphering configuration change procedure until every RB and every SRB has no pending ciphering activation time does not solve the problem. Setting the new ciphering activation time at VT(S) does not work either. The only alternative solution is:

(2) UTRAN holds the second ciphering configuration change procedure until 

· every  RB and every SRB on the DL have no pending ciphering activation time; and

· for every AM RB and every AM SRB on the DL, (ciphering activation time set by the previous security mode control procedure for the transmitting part – 1) is below the transmission window.
UE holds the transmission of Security Mode Complete message until

· every RB and every SRB on the UL have no pending ciphering activation time; and

-

for every AM RB and every AM SRB on the UL, (ciphering activation time set by the previous security mode control procedure for the transmitting part – 1) is below the transmission window.
Comparison of the potential solutions

	Solutions
	Pros
	Cons

	(1)
	Impact on UE only, no impact on UTRAN1

Current procedure unchanged.
	UE need to store one more ciphering configuration per CN domain

	(2)
	UE storage size unchanged for ciphering configurations
	Impact on both UE and UTRAN

Need to change the current ciphering configuration change procedure

Ciphering configuration change may be delayed.


(Note 1: We assume UTRAN has no constraint on strorage for the amount of ciphering configurations. There will be impact on UTRAN that only reserves buffer to store at most 2 ciphering configurations per CN.)

Note that, to solve the problem, there is no UTRAN-only solution so that UE of earlier release can avoid the problem. Solution (2) impacts on both UE and UTRAN and the current procdure is impacted also. Solution (1) only impact UE and no procedure change is needed. The extra memory for one more ciphering configuration per CN domain is not an issue for advanced Release 6 UE. Thus, we propose solution (1) to fix the problem.

4 Conclusion

A potential problem in ciphering configuration change procedure is addressed in this contribution. Two alternative potential solutions are presented. Considering impact, performance and simplicity, solution (1) is the better choice. The attached CR draft is based on solution (1).
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