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1. Introduction

A certain measure of consensus is emerging regarding the various UE identities maintained in the E-UTRAN.  These identities include “CN-like” identities similar to TMSI/P-TMSI in the WCDMA world as well as “RAN-like” identities analogous to the “X-RNTI” family.  This document examines the general subject of UE identities from a security perspective.

The major security issues related to UE identities involve the ability of an eavesdropper to identify a user, either in permanent terms (“which phone is John Doe’s?”) or in the sense of linkability (“do these two messages involve the same phone?”).  As we will see below, linkability attacks are of greater concern given the agreements already established, and therefore they will be the principal focus of this document.
2. Discussion
2.1.  UE Identities
The UE identities in whose handling the E-UTRAN is involved can be described by three or four classes, as shown in Table 1.

	Class
	UMTS Examples
	Scope
	Notes

	Permanent identity
	IMSI/IMEI
	Global
	Highly security-sensitive

	“CN-like” identity
	TMSI/P-TMSI
	AGW (reassignable)
	Assigned in NAS signalling (encrypted)

	RAN identity
	U-RNTI
	E-UTRAN (reassignable)
	Used for RRC signalling

	MAC identity
	H-RNTI
	Cell/eNode B (reassignable)
	Used for MAC/PHY signalling


Table 1: UE identities

The RAN and MAC identities may not be entirely distinct; for instance, the combination of MAC identity and cell ID (for the cell that issued the MAC identity) serves as a network-wide identifier.  Conversely, a RAN identity scoped to the entire E-UTRAN could have a “C-RNTI-like” form that could be used for RRC signalling when only a single cell is involved.  These and similar questions of the internal semantics and behaviour of the different identities are for the most part beyond the scope of this document.
These identities could also be considered as having the scope of RRC/MME states.  A UE in LTE_DETACHED would have only a permanent identity; one in LTE_IDLE would have a “CN-like” identity assigned by the access gateway; one in LTE_ACTIVE has RAN and MAC identities as well.
In the development of UMTS, the boundary between RAN and CN is the point at which UE identities generally went from being treated as security-sensitive information to temporary-use, intrinsically anonymous identifiers.  One of the purposes of this document is to investigate whether this division is still realistic.

2.2.  Vulnerabilities

This section discusses the security vulnerabilities associated with management of UE identities.
2.2.1.  Permanent Identification

In general, “permanent” identification of a UE requires requires access to a permanent identifier (IMSI/IMEI) that can be correlated with real-world information.  One reason for the existence of temporary CN identities in UMTS is the need to minimise the transmission over the air of these permanent UE identifiers.

However, in the absence of a preexisting security relationship with the network, a UE is generally assumed to need to transmit some permanent identifier in the clear as part of an initial access procedure.  This has been treated as something of an inevitable vulnerability, exemplified by the existence of “IMSI catcher” devices that monitor in-the-clear uplink traffic to develop a census of locally active UEs.  The privacy risk is mitigated by the subsequent secure assignment of a CN identity, but some amount of damage has already been done; an eavesdropper could now be aware that a UE with a particular IMSI is active in a particular cell, and could for instance begin one of the linkability attacks described in Section 2.2.2 to try to track its subsequent activity.
Assuming that a UE coming from LTE_DETACHED into LTE_IDLE or LTE_ACTIVE has no security relationship with the eNode B, these in-the-clear transmissions could happen with nontrivial frequency due to phones being powered on and off.

It is really within the scope of SA3 rather than RAN2 to determine the severity of this vulnerability.  Certainly there are conceivable methods for dealing with it (e.g., public-key cryptography), but the impact on implementation of such methods needs to be weighed against the real security risks involved.

2.2.2.  Linkability
The term “linkability” refers to an attacker’s ability to determine when two transmissions involve the same UE, without necessarily determining its permanent identity.  Such attacks relate mainly to Section 2.3 (“Packet eavesdropping”) of [2], and to classes of attacks mentioned in the text of [2] but not yet analysed in detail (e.g., IMSI catchers).
An example would be an eavesdropper who monitored the downlink in a cell for paging messages; since the pages would normally use a temporary UE identity such as a P-TMSI, the eavesdropper would not be able to determine the target of any particular page, but they could compare pairs of pages and determine if they targeted the same UE.

Points of vulnerability for linkability attacks exist whenever an identifier for the UE is sent over the air without ciphering in two different messages.  How often this happens, and its severity, will depend on a number of decisions not yet taken, such as whether some portions of the RRC protocol are ciphered and how UE identities are managed during mobility.

Avoiding vulnerabilities of this type is stated as a security goal for UMTS ([1], section 5.1.1; the term used there is “user untraceability”), but this statement seems historically to have been understood to apply to CN-level identities such as P-TMSI rather than to the shorter-term identities used at the radio layer.  The assumption seems to be that the limited scope of the radio identifiers means that any linkability attack based on them is short-term and not very important; however, since an eavesdropper with access to RRC signalling could simply keep track of the reassignments of these identities over time as described above, it is not really clear that this assumption is correct.

A linkability attack may look unimportant at first glance, but it can open the door to more obviously serious vulnerabilities.  For instance, the capacity to mount a linkability attack means that if the attacker can identify a UE in absolute terms once, they can continue to monitor traffic for the now-known UE, even though the permanent identity is not being used explicitly.  On the other hand, linkability could itself be a first step to the identification of a UE, based, for instance, on following the physical movement of the UE by monitoring measurement reports.  There may also be situations where the ability to collect statistical information on the behaviour of UEs would be viewed as a vulnerability—an operator may not want usage patterns on their network to be public information, for example.
2.2.2.1.   Control Plane

In the (WCDMA) RRC control plane, a UE is normally addressed either by a UTRAN-assigned temporary identity (the “X-RNTI” family) or by a CN-assigned temporary identity such as P-TMSI.  These identities have historically been sent fairly freely in the clear, since they cannot readily be linked to the UE’s permanent identity; in some cases they must be sent in the clear due to the absence of a security relationship between UTRAN and UE.

If (as we assume) most RRC signalling takes place with a U-RNTI-like identity scoped to the entire E-UTRAN, rather than a cell-specific ID, then the “life cycle” of UE identities is actually slightly simplified compared to WCDMA.  Using the classification of Table 1, a UE emerging from LTE_DETACHED has only a permanent identity with which to identify itself to the network, and no trust relationship exists; thus it must use a permanent identity, and unciphered signalling, for initial access.  In responding to the initial access, the AGW assigns to the UE (under ciphering) a CN-like temporary identifier, which can remain with the UE through LTE_IDLE (though it could also be changed by the network); this is the identity that will normally be used in signalling between the E-UTRAN and an idle UE.  Upon transition to LTE_ACTIVE, the UE receives a MAC identity from the eNode B, and also (perhaps as part of the same operation) a RAN identity scoped to the E-UTRAN and roughly analogous to U-RNTI.  The MAC identity, being specific to a cell, is necessarily reassigned at handover; the RAN identity does not routinely require reassignment, though we assume that the network could reassign it during LTE_ACTIVE.  The reassignment operations for RAN and MAC identities are not necessarily secure.
To the extent that RRC signalling takes place in the clear and with explicit UE identities, an eavesdropper can identify all the signalling to and from a particular “CN”-identified UE, by monitoring RAN-identity reassignments.  Figure 1 shows this process, in which an eavesdropper follows a UE through assignment of a local RAN identity RAN_ID1, followed by a reassignment (shown in the figure as occurring at handover to a new cell) in which its identity changes to RAN_ID2  (and the original identity is assigned to a new UE in which the eavesdropper is not interested).
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Figure 1: Following a UE through change of RAN identity

The eavesdropper cannot associate the UE’s permanent identity with the intercepted signalling, at least not in a direct manner.  However, one can imagine active attacks attempting to capture this information, such as calling the target UE and noting which CN-identified UEs receive paging messages at approximately the right time.

The hypothetical eavesdropper can be thwarted in several ways:

· ciphering all RRC signalling (where possible)

· reassignment (secure) of the CN identity, followed by reassignment (insecure) of the RAN identity using the new CN identity
· secure assignment of RAN identities (in RRC signalling messages that perhaps are otherwise insecure), coupled with frequent reassignments

· partial ciphering of RRC signalling, e.g., certain messages or certain fields, chosen to prevent these attacks

The feasibility of ciphering RRC signalling depends on the processing burden (remembering that each UE would have to decipher all messages on a common channel to determine which ones were for it), but also on the circumstances under which a security relationship can be maintained; at a bare minimum, the initial negotiation of ciphering between a UE and E-UTRAN previously unknown to each other has to start in the clear.  There should be no difficulty in maintaining a security relationship through active periods, but it is not clear to what extent the same is true for idle UEs, especially in mobility.  (Current assumptions call for some security context to be maintained in LTE_IDLE, but primarily as an aid to quick transition into LTE_ACTIVE.)
If only the reassignments of identities take place securely, linkability is still possible within the scope of a single identity; the eavesdropper could still track RRC signalling for a particular UE for as long as a particular RAN identity is in use, or paging messages to a particular UE over the (presumably long) lifetime of a CN identity.  For this reason, secure assignments would need to be accompanied by a policy of frequent reassignments.
2.2.2.2.   User Plane

Although user-plane data will normally be sent ciphered, the associated MAC signalling for downlink data scheduling may or may not be.  If this signalling is not ciphered, it presents another opportunity for a linkability attack through passive monitoring.  This signalling addresses the UE by the “MAC identity” of Table 1 (which might or might not be closely related to the RAN identity).  The assignment of this identity, in RRC signalling, does not necessarily take place securely, so an attacker may be able to associate it with the longer term “CN” identity, exactly as described in Section 2.2.2.1.

The main concern in this case is that an attacker could track an active user through mobility, at least over the scope of the MAC identifier, over the whole lifetime of the active state if they can monitor identifier reassignments, and even through LTE_IDLE if they can associate MAC identifier assignments with “CN-like” identifiers.  In addition, in cases where the user-plane traffic is not ciphered (e.g., due to local regulations), an eavesdropper might be able to use the user-plane traffic to associate the temporary identities of targeted UEs to some “real-world” identifier (email address, IM identification, &c.).
The defensive measures available at the MAC level are somewhat limited.  If MAC signalling is enciphered, of course, the threat is avoided.  In the absence of some form of ciphering, the only evident defence is to avoid reuse of the same identifier over the air, e.g., by frequent secure reassignments.  (As an additional possibility, a UE might be assigned multiple MAC identities—e.g., different values derived in some way from RAN or CN identities—which could then be used interchangeably in MAC signalling.  If these identities can be assigned or generated securely, this would limit the potential for linkability attacks in proportion to the number of identities.)
2.2.3. Allocation of Identities
The security aspects of UE identities depend significantly on the network’s behaviour in allocating them.  A truly misbehaving network could (depending on signalling formats) gratuitously use permanent identities over the air even when other options existed, which would be an obvious breach of privacy.  More realistically, a network that rarely allocates new temporary identities makes its served UEs dramatically more vulnerable to linkability attacks, even if the assignments themselves are secure.  For this reason it is clearly desirable that temporary IDs be reallocated frequently; if they are to be used over the air in the clear, frequent reallocations become very important.

If the UE is confronted with a “lazy” network that fails to allocate new temporary identities with reasonable frequency, it may have some recourse, depending on the criteria for allocation.  For local identities such as the MAC identity, a sufficiently desperate UE can always move to a different cell.  Mobility could also produce a new RAN identity (if, for instance, each local identity gave rise to a separate network-wide identity—e.g., C-RNTI+Cell-ID).  It is also possible to imagine a request procedure in which the UE explicitly asks for a new identity.

However, except in the case of the MAC identity (which is intrinsically local), it is not clear how the UE could force the network to use a new identity when an old one remains valid.

The severity of this issue depends on several conditions:

· the severity of the underlying security vulnerability

· the network element that assigns the identity in question

· the degree of trust in eNode Bs not to misbehave flagrantly (“I refuse to address you by your new ID!”)

· the presence of other security measures that would mitigate the problem (e.g., ciphered signalling)

Since this is an area where the interests of the UE and network can diverge (in that an eavesdropper tracking a UE has no direct impact on the functioning of the network), there is a reasonable argument for involving the UE in the maintenance of its own identities.  However, the questions of severity need to be examined before a conclusion can be reached.
2.3.  Proposal
This section summarises the findings above.  It is not intended to constitute a general proposal for the allocation and handling of UE identities, but to identify the restrictions on such proposals that stem from the described security concerns.
As general guidelines, we conclude from the discussion above that there are real vulnerabilities associated with the linkability of temporary UE IDs in RRC and MAC signalling, whose severity depends on assumptions about system design and behaviour (principally the matter of whether the assignment of new identifiers can take place securely).

Measures to defend against linkability attacks exist, but have costs in over-the-air traffic volume (e.g., more frequent identity reassignments) and processing difficulty (e.g., more ciphering/deciphering labour for the UE).  Determining the appropriate level of protection requires an understanding of the seriousness of the possible attacks, so that it can be balanced against the burden of implementing countermeasures.

2.3.1. Permanent identities

No changes are proposed to the process by which permanent UE identities are associated with UEs.  (This is a good thing, since such a proposal would be far outside RAN2’s scope!)  However, in over-the-air signalling, significant efforts should be made to avoid the need to transmit permanent UE identities in the clear, e.g., as part of the “X bits” on the RACH.
2.3.2. “CN-like” identities

The “CN-like” identities (the “TMSI” group) can be managed much as they are in UMTS, with assignment under ciphering and scope chosen to cover a relatively long (but network-governed) period.  Requirements on these identities that formerly belonged to CT1, as in [1], will now move to RAN2 and need to be taken into account.

These identities can persist through LTE_IDLE.  Long sojourns in LTE_IDLE, however, may change the access gateway with which the UE will be communicating when it next becomes active, and the management of CN-like identities needs to take this possibility into account; we suggest that each UE might have its CN identity reassigned at each change of serving AGW.  From a security perspective, this practice would make linkability attacks less plausible over the (very) long term, since the eavesdropper could not easily be sure when a particular CN identity might have been reallocated to a new UE.
2.3.3. RAN identities

We have assumed that the main “RAN identity” is an approximate equivalent of the U-RNTI in UMTS, the details of whose generation we do not propose to resolve here.  RAN identities could persist for an arbitrarily long time but could also be reassigned fairly freely by the network.
Measures to protect these identities, such as ciphered or partially-ciphered signalling messages and/or secure reassignment, should be considered and evaluated in light of linkability concerns.
2.3.4. MAC identities

For purposes of this discussion, MAC identities can be treated as identical to RAN identities.  Because of the need for lightweight signalling of scheduling data, and the single-cell scope, they will almost certainly not be the same identities, but the associated security concerns are similar.  Like the RAN identities, they need to be managed with an eye to security and especially linkability concerns, and measures such as secure assignment and minimisation of in-the-clear reuses of the same identity need to be considered.
3. Conclusions

We draw the following conclusions:

· Significant efforts are justified to avoid clear transmission of permanent UE identities over the air.

· “CN-like” identities should be reassigned at change of serving AGW.

· RAN and MAC identifiers are similar in their security aspects.

· RRC and MAC signalling are vulnerable to linkability attacks to the extent that the associated UE identities are transmitted in the clear.

· Involvement of the UE in the assignment of temporary identities should be considered, pending investigation of the associated vulnerabilities.

· Further investigation (with SA3) is needed to determine appropriate measures to protect RAN and MAC identities from eavesdropping.
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