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1. Introduction

Random access procedures and security aspects are both closely coupled to the existence and usage of UE identities. This contribution discusses the need for several UE identities to meet the diverse requirements of unique identification of UEs, privacy protection and radio resource efficiency. The contribution also presents a contention resolution scheme for the random access procedures proposed for LTE in R2-060866 ‎[1], which ensures resolution of the ambiguity inherent in any random access scheme while maintaining low latency.
2. Identity Handling
To achieve high spectral efficiency and good privacy protection it is desirable to define a number of different types of UE IDs with different properties.

From core network point of view, UEs need to be uniquely identified with a preset global ID. This can be done with, for instance, IMSI or IMEI. For privacy reasons, it is, however, desirable to be able to hide this static identity from the RAN. To this end, temporary identities (such as U-RNTI or/and P-TMSI) are assigned to the UEs by central nodes. The static UE identity is used only during the initial access. After the initial access, temporary identities will be used. These temporary identities identify the UEs and their serving aGWs. In Rel-6, the U-RNTI and P-TMSI identify the UE and its controlling RNC and SGSN, respectively. In LTE, there is no need to identify both an RNC and an SGSN, but rather only the aGW. It is therefore suggested that LTE, on this level, use only one temporary identity which is named similar to P-TMSI rather than U-RNTI. 
From a radio interface point of view, IDs should be as short as possible to minimize transmission overhead. Since a Node B only needs to distinguish between users in a single cell, the global IDs are unnecessarily long and should be mapped to shorter cell-specific IDs to limit the overhead. The Node B, therefore, assigns a medium sized temporary cell specific identity (similar to C-RNTI) to each UE connected to the cell controlled by the Node B. This is the identity used for normal scheduling requests and scheduling.

In the random access procedure UEs which may simultaneously attempt to access the system are distinguished and identified by means of signatures. The number of available random access identities or signatures should be selected to obtain reasonably low probability of collisions and/or high probability of fast detection of collisions, but at the same time kept small to limit the number of sequences with which the signature needs to be correlated. It is clear that the number of signatures will be significantly smaller than both Global IDs and cell specific IDs. Further, cell specific IDs are not available at initial access and derivation of random access IDs from global IDs may be undesirable from a privacy point of view. Therefore, the UE is assumed to identify itself in a random access procedure by autonomously and in a random fashion picking a signature from a small set of signatures. The randomly chosen signature corresponds to an ID which is referred to as the Random ID or Random Access ID (RA ID).

Two or more UEs may simultaneously choose the same RA ID. A contention resolution mechanism ensures, however, that such a collision will be resolved and the UEs who did not succeed shall restart the random access procedure, see Section ‎2.4.

The identities described above are summarized in Table 1.

Table 1: Summary of UE identities in LTE
	
	Size
	Examples
	Allocation
	Assigned by
	Main Usage

	Global IDs
	Long
	IMSI/IMEI
	Static
	Operator
	Connection Establishment (authentication and contention resolution)

	
	Long
	P-TMSI
	Temporary
	aGW
	L2/L3 for “anonymous” interaction with aGW

	Cell specific ID
	Medium
	C-RNTI
	Temporary
	Node B
	L1/L2 for scheduling etc

	Random Access ID
	Very short (e.g. 4 bit)
	Random access preamble signature
	Randomly selected
	UE
	L1 Random Access Procedure


3. Contention Detection and Resolution

When multiple UEs simultaneously initiates random access procedures with the same Random ID, a collision occurs and at most one of the accesses can be detected; i.e. multiple UEs contend for the same resource, but only one may successfully use it. To resolve this situation, the system must provide a means for all contenders to detect the outcome of the collision. The UE whose access was detected must be identified and informed about its success and the UEs whose access attempts were not detected must be able to detect their failures and then retry.

Figure 2, illustrates the steps of signaling in the access procedure for the cases when the UE is: a) known on cell level (i.e., has a cell specific ID) and b) not known on cell level (i.e., does not yet have a cell specific ID), respectively. The success of an access attempt can be detected by the UE identifying its own unique cell specific ID in the response at point (5a) if the UE is known on cell level or its own Global ID at point (5b) if the UE is not known on cell level.

To minimize latency, contention should be detected as quickly as possible. To this end, detection criteria may include both synchronous and asynchronous events. Synchronous events have the advantage that not only the events, but also the absence of the events can be used for detection of contention. Contention which results in the UE having to retry the random access procedure may be detected at points (3), (5) and (6) in Figure 2.
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Figure 2: Random Access signaling sequence.

 (3): With a tight timing relationship between the random access burst (1) and the uplink grant (2), the absence of an expected uplink grant (3) shall lead the UE to infer that the access attempt was not detected by the Node B and prompt the UE to retry.

(5a) and (5b): If the UE detects a response to (3) which does not contain either its unique cell specific ID (5a) or Global ID (5b), the UE shall conclude that a retry is needed.

(5a): When the UE is known on cell level (i.e., is RRC connected and has a unique cell specific ID), the Node B can uniquely address the UE without first contacting the aGW. Thus, if a tight timing between events (3) and (5) is maintained, the absence of a response to (3) allows the UE to infer that it was not successful and has to retry.

(6): When the UE is not known on cell level (i.e., does not yet possess a unique cell specific ID), the Node B may contact the aGW before uniquely addressing the UE. Hence, a synchronous relation between (3) and (5b) may not be sustained. Instead the expiry of a “failure” timer shall be used to indicate that the response was, with a high probability, lost and a retry is needed.

Following a failed random access attempt, the UE restarts the random access procedure after a back-off time.

The success and failure detection rules above, ensures that only one of the UEs which chose the same Random ID gets access to the system. 
4. Summary and Proposal
The design and use of UE identities is important for privacy protection. Efficient contention resolution and identity handling also enables the separation of data transmissions from the random access channel while maintaining low latency. This is desirable since the efficiency of contention based transmissions is quite limited.
It is proposed that the UE identities in Table 1 and the contention resolution scheme illustrated in Figure 2 be captured in TR 25.813.
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