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1
Introduction

At the joint meeting between RAN2/RAN3 and SA3 it was agreed that RAN2 would provide SA3 further information on the UE identities used in LTE/SAE, to allow SA3 to progress their analysis on security requirements. Since the last meeting there has been some discussion on the reflector, with varying opinions. This paper aims to summarise the discussions and conclude on the information which RAN2 should be providing to SA3. 

As some of the decisions on SAE/LTE architecture are reliant, in part, on the complexity of the security architecture, we need to take this opportunity to request the analysis for all the likely UE identities rather than the sub-set on which we can all agree.

2
UE identities in LTE
The following UE identities may be needed in the SAE/LTE system, for the UE to identify itself to a number of different network nodes.

2.1
Assigned by the eNodeB

When the UE enters RRC Active state, it is assumed that the Serving eNodeB allocates the UE a temporary ID which is valid for the time that the UE mobility is required to be known at the cell level. This identity is equivalent to the c-RNTI in UTRAN.
There are some mobility cases, which have been discussed, where the UE would need to send this cell specific UE identity in conjunction with the Cell Identifier to allow the UE to address itself on a new eNodeB.
During the discussions on the reflector it seemed to be generally agreed that lower layer Identifiers would be of no interest to SA3. The mentioned lower layer Identifiers were:

· An identifier for the L1/L2 scheduling of resources, only relevant within a cell. 

· A very short lived identifier to tie the RACH message to the “Access Grant” message, e.g. a RACH ID.
2.2
Assigned by the aGW
One of the SAE decisions still to be completed by SA2 is whether the aGW node is split into separate Control and User plane network components, the MME and the UPE respectively. 

2.2.1
Assigned by the MME

When the UE attaches to the PLMN, the UE is allocated an MME. Due to the fully flexed S1 interface, the MME of the UE is assumed to not be reallocation often. This identifier is equivalent to the TMSI in UTRAN, except that it is used in conjunction with an MME identifier to provide uniqueness within a PLMN.
When the UE completes the Attach procedure, and at activation of subsequent QoS flows, the UE is assigned a Flow ID. This Flow ID may be used by the eNodeB in conjunction with UE ID to schedule uplink packets from the correct QoS flow or address resources to this QoS flow. It is assumed that the Flow ID is not of interest to SA3. 
2.2.2
Assigned by the UPE

For each Primary PDP context which is activated for the UE, the UE is allocated an Identifier to which it can identify itself to the UPE. This identifier can be used in conjunction with an UPE identifier to provide uniqueness within a PLMN.
3
Summary

Vodafone proposes that RAN2 provides SA3 with the following information, to allow for the security risk analysis to be completed by SA3:
	
	Size
	Examples
	Allocation
	Assigned by
	Main Usage

	Global IDs
	Long
	IMSI/IMEI
	Static
	Operator/UE Manufacturer
	Connection Establishment (authentication)

	
	Long
	TMSI-MME
	Temporary
	MME
	L2/L3 for “anonymous” interaction with a MME

	
	Long
	TMSI-UPE
	Temporary
	UPE
	L2/L3 for “anonymous” interaction with UPE(s)

	Nearly-Cell specific ID 
	Medium
	C-RNTI
	Temporary
	eNodeB
	Addressing within a cell, and (it is possible) that it will be used in some cases in conjunction with a Cell ID, in a neighbouring cell.


