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Introduction

The tdoc is indented to identify security issues on certain identifiers which may be vulnerable to violate user confidentiality. SA3 should be informed and asked for advice on how to avoid possible risks.
Discussion

Ids for identifying UEs/users across all PLMNs (IMSI), tracking areas (TMSI) and cells (C-RNTI) are assumed to be used in SAE/E-UTRAN. Those Ids so far known which may be used in SAE/E-UTRAN which could be used to reveal user identity are considered to be:
IMEI, IMSI … permanently identifying UEs/user uniquely across all network layers, 

Especially IMSI is suited to unauthorized reveal user identity and therefore should only be used rarely with care.

For SAE/E-UTRAN it is already agreed that the use of these identifiers should follow the same principles as in UTRAN. No higher risk as in UTRAN is expected for SAE/E_UTRAN from usage of these Ids. 
TMSI … temporary identifying a UE uniquely within a tracking area 

This Id is assigned temporarily to an IMSI and the binding to the IMSI is kept on secure places in the UE and the CN. The temporary ID is used to hide the permanent UE identifier and is unique in a certain area e.g. tracking area. It is used for paging, registration, assignment of contexts (security, service), provisioning of security on NAS layer.  

For SAE/E-UTRAN the use of this identifier will follow the same principles as in UTRAN (e.g. paging, UE identification in LTE_IDLE). It will be reassigned in a secured way by NAS on regular occasions and therefore from its usage there is no higher risk in as in UTRAN.
C-RNTI … temporary identifying a UE within a cell if UE is in LTE_ACTIVE 

The id is e.g. used for calculation of measurement gaps and to identify resources on the shared transport channels. Assignment of similarly used secondary Ids should not be precluded at this stage.

It is assumed that initially there will the a TMSI bound assignment of the C-RNTI if UE goes from LTE_IDLE to LTE_ACTIVE.

It is FFS if the initial assignment will be integrity protected.


It is assumed that a new id would be explicitly assigned using RRC signaling (integrity protected) if a HO is performed.

A new id may be assigned frequently but so far the assignment is only foreseen to be integrity protected.


The usage of the id for transport channel resource assignment so far is assumed to be either implicit (masked signaling/scrambled checksum) or explicit on physical layers.

In UTRAN assignment and reassignment of ids in RRC messages can be ciphered/integrity protected and the subsequent usage is therefore considered uncritical.

For E-UTRAN so far only integrity protection is foreseen for RRC signaling. SA3 may be asked if the assumed usage of the C-RNTI might be a security risk and if additional measures e.g. like encrypted assignment in RRC message or encrypted usage (scrambling) are suited to mitigate these risks. 
Conclusion

It is proposed that RAN2 asks SA3 regarding security issues of assignment and usage of the identifier, identifying a UE within a cell (C-RNTI).
