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1. Introduction

This document is an investigation of so-called “linkability” attacks, a topic raised in discussion at the January 2006 RAN2/RAN3/SA3 joint meeting, as they affect MAC and RRC signalling in LTE.  There are measures RAN2 could take to combat such attacks; this document is intended to investigate these measures and their costs, which will have to be balanced against SA3’s view of the severity of the potential vulnerabilities in order to settle on a way forward.
2. Discussion

The term “linkability” refers to an attacker’s ability to determine when two transmissions are intended for the same recipient, without necessarily determining a meaningful identity for that recipient.  An example would be an eavesdropped who monitored the downlink in a cell for paging messages; since the pages would normally use a temporary UE identity such as P-TMSI, the eavesdropper would not be able to determine the target of any particular page, but they could compare pairs of pages and determine if they targeted the same UE.

Points of vulnerability for linkability attacks exist whenever an identifier for the UE is sent over the air without ciphering in two different messages.  Because the LTE RRC is still evolving, it is not always clear when this will occur; for purposes of this analysis, we assume that the behaviour of the RRC in LTE roughly follows that in WCDMA, except where decisions have already been made to diverge from the precedent.

Avoiding vulnerabilities of this type is stated as a security goal for UMTS ([1], section 5.1.1; the term used there is “user untraceability”), but this statement seems historically to have been understood to apply to CN-level identities such as P-TMSI rather than to the shorter-term identities used at the radio layer.  The assumption seems to be that the limited scope of the radio identifiers means that any linkability attack based on them is short-term and not very important; however, since an eavesdropper with access to RRC signalling could simply keep track of the reassignments of these identities over time, it is not really clear that this assumption is correct.

2.1. Vulnerabilities

A linkability attack may look unimportant at first glance, but it can open the door to more obviously serious vulnerabilities.  For instance, the capacity to mount a linkability attack means that if the attacker can identify a UE in absolute terms once—one possible way would be to initiate a call to the UE and monitor traffic to see what temporary identity is paged as a result—they can continue to monitor traffic for the now-known UE.  On the other hand, linkability could itself be a first step to the identification of a UE, based, for instance, on following the physical movement of the UE by monitoring measurement reports.  There may also be situations where the ability to collect statistical information on the behaviour of UEs would be viewed as a vulnerability—an operator may not want usage patterns on their network to be public information, for example.
2.1.1.   Control Plane

In the (WCDMA) RRC control plane, a UE is normally addressed either by a UTRAN-assigned temporary identity (the “X-RNTI” family) or by a CN-assigned temporary identity such as P-TMSI.  These identities have historically been sent fairly freely in the clear, since they cannot be linked to the UE’s permanent identity; in some cases they must be sent in the clear due to the absence of a security relationship between UTRAN and UE.

The general “life cycle” of UE identities in the E-UTRAN world is presumably similar to that in WCDMA.  When the UE first makes itself known to the network, it has only permanent identifiers (IMSI, IMEI) with which to identify itself to the network, and no trust relationship exists; thus it must use a permanent identifier, in the clear, for initial access.  Upon responding to the initial access, the network assigns the UE a long-term temporary identity that can “follow” a UE through idle periods (P-TMSI or equivalent); this is the identity that will normally be used in signalling between the E-UTRAN and an idle UE.  Upon transition to an active state, the UE receives a temporary identity from the E-UTRAN, which could be scoped either to a single cell (equiv. C-RNTI) or the duration of the active period (equiv. U-RNTI).  (Note that any temporary ID allocated within the RRC, but used across a wider scope than a single Node B, requires some coordination at inter-Node-B handover.)  These “X-RNTI” identities can be assigned anew by the E-UTRAN while the UE is active, but unlike the P-TMSI assignment, the X-RNTI reassignments are not necessarily secure.

To the extent that RRC signalling takes place in the clear, an eavesdropper could easily identify all traffic to/from a particular temporary CN identifier by simply checking UE identity fields and keeping track of any reassignments.  (They cannot associate the UE’s permanent identity with this information in a direct manner—however, one can imagine active attacks attempting to capture this information, such as calling the “target” UE and noting which CN-identified UEs receive paging messages at approximately the right time.)  This hypothetical eavesdropper can be thwarted in several ways:

· ciphering all RRC signalling (where possible)

· reassignment of the CN identity

· assignment of X-RNTI identities under ciphering (in RRC signalling messages that are otherwise unciphered), coupled with frequent reassignments

· partial ciphering of RRC signalling, e.g., certain messages or certain fields, chosen to prevent these attacks

The feasibility of ciphering RRC signalling depends on the processing burden (remembering that each UE would have to decipher all messages on a common channel to determine which ones were for it), but also on the circumstances under which a security relationship can be maintained; at a minimum, the initial negotiation of ciphering between a UE and E-UTRAN previously unknown to each other has to start in the clear.  There should be no difficulty in maintaining a security relationship through active periods, but it is not clear to what extent the same is true for idle UEs, especially in mobility.  (Current assumptions call for some security context to be maintained in LTE_IDLE, but primarily as an aid to transition into LTE_ACTIVE.)
2.1.2.   User Plane

Although user-plane data will normally be sent ciphered, the MAC signalling for downlink data scheduling may or may not be.  If this signalling is not ciphered, it presents another opportunity for a linkability attack through passive monitoring.  This signalling will presumably use, as in WCDMA, a temporary identity assigned by the E-UTRAN in RRC signalling, so the assignment does not necessarily take place securely, meaning that an attacker may be able to associate that identity with the longer-term CN-assigned identity.

The main concern in this case is that an attacker could track an active user through mobility, at least over the scope of the temporary identifier, and over the whole lifetime of the active state if they can monitor the reassignments of temporary identities.  In addition, in cases where the user-plane traffic is not ciphered (e.g., due to local regulations), an eavesdropper might be able to use the user-plane traffic to associate the temporary identities of targeted UEs to some “real-world” identifier (email address, IM identification, &c.).
The defensive measures available at the MAC level are somewhat limited.  If MAC signalling is enciphered, of course, the threat is avoided.  In the absence of ciphering, the only evident defence is to avoid reuse of the same identifier over the air, e.g., by frequent secure reassignments.

3. Conclusions
There are vulnerabilities associated with the linkability of temporary UE IDs in MAC and RRC signalling; the exact effects of these vulnerabilities depend on a variety of assumptions about system behaviour, such as the “lifetime” of individual temporary IDs and the security of the messages assigning new ones.

Measures to defend against linkability attacks exist, but have costs in over-the-air traffic volume (e.g., more frequent identity reassignments) and processing difficulty (e.g., more ciphering/deciphering labour for the UE).  Determining the appropriate level of protection requires an understanding of the seriousness of the possible attacks, so that it can be balanced against the burden of implementing countermeasures.  We suggest that RAN2 should inquire of SA3 as to how important it is to defend against these attacks.
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