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1 Introduction

In this contribution we discuss the User-Plane Ciphering and where it should be terminated. 

Based on already agreed LTE prerequisites and taking into account today’s 3G protocol stack we propose to keep user-plane ciphering in the RLC protocol layer and to run that protocol between the ACGW and the UE.

We furthermore propose to update ‎[5], section 5.2.3 by the text provided in section ‎2.4 of this contribution. 

2 User-Plane Ciphering in RLC
In WCDMA ciphering is performed in the Radio Network Controller (RNC) for downlink traffic and in the User Equipment (UE) for uplink traffic. It is terminated in the Radio Link Control (RLC) protocol for RLC Acknowledged Mode (AM) and Unacknowledged Mode (UM). For Transparent Mode (TM) the MAC-d layer performs ciphering. 

It has been agreed that User-Plane Ciphering in LTE should not be terminated in the NodeB in order to preserve the level of security provided today by 3G WCDMA. Instead it is proposed to perform network-side ciphering and deciphering in the Access Core Gateway (ACGW) which handles all user plane traffic anyway. 

Furthermore we propose not to support the RLC transparent mode in LTE. Applications that are currently using this RLC mode (e.g. circuit switched voice) should be adapted/replaced (e.g. VoIP) and run over RLC UM. 

In line with these prerequisites we propose to terminate Ciphering in the RLC protocol also for LTE. MAC-d ciphering which is used for RLC TM becomes obsolete for LTE. 

2.1 Impact on 3GPP Specifications

We expect no or only minor changes to 3GPP specifications when it comes to ciphering. As explained above, we propose to reuse existing 3G ciphering mechanisms and to keep them also in the same protocols. 
Common protocols for LTE and previous releases are furthermore expected to simplify and improve interworking for example during handovers. This applies not only to RLC (ciphering) but also to PDCP (header compression) and to MAC-d (multiplexing). 
2.2 Relation of Ciphering and OuterARQ

The placement of the ciphering mechanism is independent of the termination of the OuterARQ protocol, which we also propose to handle by means of RLC AM ‎[4]. If the OuterARQ is terminated in the NodeB (MAC) the user plane ciphering should terminate in RLC layer as defined for RLC UM.
2.3 Resulting Protocol Architecture

Figure 1 and Figure 2 show simplified 3G/LTE user-plane protocol stacks including the location of user-plane ciphering. The figures indicate that the placement of the user-plane Ciphering functionality should be handled independently of the discussion about the OuterARQ.
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Figure 1: User-Plane Ciphering in RLC-AM/UM for S3G with OuterARQ-in-ACGW.
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Figure 2: User-Plane Ciphering in RLC-UM for S3G with OuterARQ-in-NodeB

2.4 Update to 25.813, section 5.2.3 (RLC)
We propose to update ‎[5], section 5.2.3 (RLC) by the following text:
5.3.2 RLC 

RLC  terminates in the ACGW and in the UE and performs the following main functions:

-
Transfer of upper layer PDUs supporting 

-
Unacknowledged Mode (UM) 

-
Acknowledged Mode (AM)
(Protocol endpoints perform Error Correction through ARQ (Outer ARQ))
Note: It needs to be decided if RLC Acknowledged Mode shall be supported by LTE RLC.

-
Transparent Mode (TM)
Note: It needs to be decided if Transparent Mode shall be supported by LTE RLC.
-
User plane security by means of Ciphering between the two RLC protocol endpoints

-


-
In-sequence delivery of upper layer PDUs;

-
Duplicate Detection;

-
Protocol error detection and recovery;

-
SDU discard.

3 Conclusion

In this contribution we discussed the User-Plane Ciphering and where it should be terminated. Based on already agreed LTE prerequisites and taking into account today’s 3G protocol stack we propose to keep user-plane ciphering in the RLC protocol layer and to run that protocol between the ACGW and the UE. 
We furthermore propose to update ‎[5], section 5.2.3 by the text provided in section ‎2.4 of this contribution. 
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